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Preface

Cloud is an evolution of IT services, allowing organizations to build highly scalable and
secure modern applications.

This book is designed to provide a comprehensive guide to building cloud-native
applications. It covers various topics, including using APIs, event-driven architectures,
containerization, serverless, CI/CD, and the 12-factor application methodology.

Throughout the book, you will learn about the key features of cloud-native applications
and how to use them to build secure modern applications on top of AWS, Azure, and GCP
infrastructure.

This book is intended for security professionals, software developers, DevOps, cloud
architects, and all those designing, maintaining, and securing cloud-native applications.

This book will give you the knowledge and skills to secure cloud-native applications daily.
Parte superior do formuldrioParte inferior do formuldrio

Chapter 1: Introduction to Cloud Native Applications - It provides a quick recap of cloud
services, an understanding of cloud-native services, and the characteristics of cloud-native
applications.

Chapter 2: Securing Modern Design Architectures - It provides a deep understanding
of securing modern design architectures from APIs, Event-Driven architectures, and
Microservices.

Chapter 3: Containers and Kubernetes for Cloud Native Applications - It provides a deep
understanding of securing applications using containers and the Kubernetes platform.

Chapter 4: Serverless for Cloud Native Applications - It explains how Serverless
technology can be embedded in cloud-native applications, with recommendations for
securing common Serverless technologies from the three major cloud providers.

Chapter 5: Building Secure CI/CD Pipelines - This provides an understanding of the
various steps of a CI/CD pipeline and how to embed security controls in each step of the
development process.

Chapter 6: The 12-Factor Application Methodology - It provides an understanding of the
characteristics of the 12-factor app methodology and how to implement security using
containers and Serverless technologies.
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Chapter 7: Using Infrastructure as Code - It provides an understanding of IaC for
deploying modern infrastructure and explains how to secure common IaC technologies
(AWS CloudFormation and HashiCorp Terraform).

Chapter 8: Authorization and Policy as Code - It provides an understanding of Policy
as Code and how to implement it as guardrails to enforce settings and implement the
authorization decision process.

Chapter 9: Implementing Immutable Infrastructure - It provides a deep understanding
of how to implement immutable infrastructure based on the infrastructure of the three
major cloud providers.

Chapter 10: Encryption and Secrets Management - It explains how to use key management
services and secrets management services to embed encryption and key management as
part of cloud-native applications.

Chapter 11: Threat Management in Cloud Native Applications - It provides information
on implementing vulnerability management and detecting threats on cloud-native
applications at scale.

Chapter 12: Summary and Key Takeaways - It summarizes the topics learned in this
book by presenting a sample cloud-native application, how to implement security for this
application, and key takeaways from the book.
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CHAPTER 1

Introduction to
Cloud Native
Applications

Introduction

This chapter will provide you with a quick recap of cloud services, an understanding of
cloud-native services, and the characteristics of cloud-native applications.

Note: In various chapters of the book, we will mention services from AWS, Azure,
and GCP and provide best practices for securing those services. The services will be
ordered alphabetically according to the cloud providers’ names.

Structure

The chapter covers the following topics:
* Recap of cloud services
¢ Cloud-native services

¢ Cloud-native applications

Objectives

At the end of this chapter, you will be able to understand the different cloud service models
and cloud-native services, and you will be able to recognize cloud-native applications.



2 Security for Cloud Native Applications

Recap of cloud services

Before we dive into cloud-native applications, let us have a short recap of what the cloud
service models and how they relate to cloud-native applications.

The National Institute of Standards and Technology (NIST) provides us with the
following definitions:

e Infrastructure as a Service (IaaS)

The capability provided to the consumer is to provision processing, storage, networks, and
other fundamental computing resources where the consumer can deploy and run arbitrary
software, which can include operating systems and applications.

e Platform as a Service (PaaS)

The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-
created or acquired applications created using programming languages, libraries, services,
and tools supported by the provider.

e Software as a Service (SaaS)

The capability provided to the consumer is to use the provider’s applications running on
a cloud infrastructure. The applications are accessible from various client devices through
either a thin client interface, such as a web browser (for example, web-based email), or a
program interface.

(Source: NIST Special Publication 800-145: https://nvlpubs.nist.gov/nistpubs/legacy/sp/
nistspecialpublication800-145.pdf)

The shared responsibility model is a concept that tries to set the boundaries of responsibility
between the cloud service provider (CSP) and the cloud consumer (or customer) in various
topics such as security, availability, and even sustainability. The CSP is responsible for
the infrastructure layers from physical data centers to computing, storage, network, and
virtualization. When customers choose IaaS, they are responsible for everything within
operating systems, such as runtime and application configuration. When customers
choose PaaS, they may have the option to select the runtime version and import their code
into a managed service environment, depending on the service offered by the CSP. When
customers choose SaaS, they only control their data. In all service models, the customers
are always responsible for deciding which data to store in the cloud and who has access
to their data.

Refer to Figure 1.1:



