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Preface

This book has been written with a clear objective: to give the reader a good introduction 
to the IoT world.

In this book, you will learn many concepts about hardware, embedded programming, 
protocols, platforms, tools, and many more topics.

The book covers theoretical concepts that are later applied to practical examples. 

The book will lead you from basic definitions to advanced topics that you can apply to 
your projects.  

This book is divided into 11 chapters. Every chapter develops a specific topic, like 
microcontrollers, sensors and actuators, computer Raspberry Pi 4, protocols, data storage, 
data visualization, and home automation, among others.

Chapter 1: Meet the Boards – In this chapter, you will explore the hardware you will use 
through the book to implement the projects

Chapter 2: Installing the Software Environment – In this chapter, we will see how to 
install and configure the software needed to develop the projects.

Chapter 3: Microcontrollers, Sensors, and Actuators – This chapter covers the 
fundamentals of sensors and actuators. You will learn about the different types of sensors 
and actuators, and how you can use them.

Chapter 4: Interfacing with Raspberry Pi – In this chapter, you will learn to connect 
different types of sensors and actuators with the Raspberry Pi 4 computer. You will learn 
how to configure the computer to be able to use it. Also, you will install Node-RED on the 
Raspberry Pi and use it to interact with the peripherals.

Chapter 5: Connecting IoT Devices using MQTT – This chapter covers the fundamentals 
of the MQTT protocol. You will learn how to use it to communicate with your IoT devices 
and transfer data between them and the MQTT broker installed in the Raspberry Pi 4.

Chapter 6: CoAP for IoT Connectivity – In this chapter, you will learn about the CoAP 
protocol. You will use different methods to exchange data between devices and a CoAP 
server in the Raspberry Pi.
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Chapter 7: Using HTTP and WebSockets in IoT – This chapter covers both HTTP and 
WebSockets for exchanging data between devices and the Raspberry Pi.  It explains the 
fundamentals of both protocols and provides many examples. It also emphasizes the 
differences between both protocols. 

Chapter 8: Storing Internet of Things Data – In this chapter, you will learn how to store 
IoT data using time-series databases. In particular, this chapter focuses on the InfluxDB 
database, which is widely used in IoT systems. This chapter covers the fundamentals and 
shows you how to use InfluxDB in a real project.

Chapter 9: Visualizing Internet of Things Data – In this chapter, you will learn how to 
install, configure, and use Grafana to visualize IoT data. You will also see how to create 
alarms and notifications in Grafana.

Chapter 10: Building a Weather Station – This chapter covers the implementation of a 
weather station using the tools that you learned to use in the previous chapters. 

Chapter 11: Home Automation – In this chapter, you will learn how to implement home 
automation using both Home Assistant and openHAB, which are open-source systems. 
You will also learn to use the Tasmota and ESPHome firmware for programming the 
devices that will connect with the home automation platforms.
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Introduction
This chapter will provide you with an overview of the boards used throughout the book. 
We will explore their features, capabilities, and uses. Boards are divided into three groups: 
Espressif devices (ESP8266 and ESP32), ARM microcontroller (Raspberry Pi Pico), and 
Single Board Computer (Raspberry Pi 4). As you are aware, there exists a wide array of 
devices. Nevertheless, incorporating a comprehensive coverage of them would introduce 
unwarranted intricacy into this book.

On the other hand, this book proposes popularly used boards. Exploring these boards will 
establish a concrete base for learning programs on other platforms. 

Structure
In this chapter, we will discuss the following topics:

•	 Espressif devices
•	 Raspberry Pi Pico
•	 Raspberry Pi Computer

Chapter 1
Meet the Boards
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Objectives
The objective of this chapter is to obtain a first approach to the hardware that we will use 
during the rest of the book.

Here you will learn the features and characteristics of microcontrollers and computers that 
we will use to build IoT systems.

Espressif devices
Espressif is a company that develops 32-bit microcontrollers with communications 
capabilities. These microcontrollers include either WiFi and Bluetooth Low Energy (BLE) 
102 connectivity or both. The products are divided into three categories: SoC, modules, 
and development boards. Let us explore each of them.

System on chip
SoC is the acronym for system on chip. This type of device is a chip that includes all the 
necessary components from a functional point of view, and SoC may include the following:

•	 A 32-bit microcontroller, RAM, and ROM
•	 Peripheral interfaces (GPIO) digital inputs and outputs, ADC and DAC, (serial 

communication) I2C, I2S, SPI, UART, (memory access) DMA - GDMA, etc.
•	 Cryptographic hardware
•	 Real-time clock
•	 Clocks and timers
•	 WiFi and BLE controllers
•	 Radio frequency circuit

On the other hand, an SoC lacks:
•	 Programming interface, like USB
•	 Voltage regulators
•	 Antennas
•	 Any external component that is necessary to interface or feed the SoC
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You can see an example of a SoC in Figure 1.1:

Figure 1.1: SoC example1

Using SoCs
You may want to use a SoC for sending your product to mass production, as it is the 
cheapest and most efficient option to include a microcontroller in a new device. As you can 
see in Figure 1.1, a SoC has all the elements needed to obtain a fully working microcontroller 
with communication capabilities. However, you must design and build your Printed 
Circuit Board (PCB) to host the SoC accurately. This process may require several iterations. 
Moreover, a new PCB may require expensive certifications to be commercialized. On the 
other hand, you can add an SoC easily on any PCB design, given that it is a single chip.

Finally, if you are in the proof of concept (PoC) stage, you should not use an SoC as it adds 
unnecessary complexities.

Modules
The modules provide a higher level of integration with respect to SoCs.

The modules provide the following features:
•	 They include a SoC.
•	 They are fully certified with integrated antenna or connectors.

1 Source: www.espressif.com
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When to use modules
Modules are a good option if you want to produce a new device without the hassle of 
obtaining wireless certifications. You can add the module to your board by soldering it.

While modules come at a higher cost compared to SoCs, they offer the advantage of a 
reduced time-to-market.

On the other hand, modules do not provide voltage regulators or programming interfaces, 
so you are responsible for implementing all the necessary circuits.

You can see an example of a module in Figure 1.2:

Figure 1.2: ESP32-based module

Development boards
The development boards provide all the necessary elements to start testing a PoC or 
prototype immediately.

These boards typically offer some of these features:
•	 One or more microcontrollers or SOCs.
•	 They include all the circuits to bring you a programming interface. You can 

download your firmware using some kind of serial interface, typically in a USB 
format.

•	 Voltage regulators, and even battery chargers and energy harvesting interfaces 
(for example, to connect a solar panel).

•	 LEDs, buttons, displays, breadboards, connectors, SD card slots, etc.

Refer to Figure 1.3 for an example of a development board:
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Figure 1.3: ESP32 development board

When to use development boards
A development board is the best option if you need to build a PoC fast and easily.

These boards are obviously more expensive than modules, but you will not use them in 
mass production. However, if the project involves fewer units, perhaps you can consider 
using them as a final solution.

We will use development boards to show the concepts described in this book with practical 
examples. Regarding Espressif, we will use ESP8266 and ESP32 devices.

Note: You can choose any development board to perform the examples given in this 
book. Just take into consideration the characteristics of your board, like GPIO pins.

Programming environments
You can program Espressif devices using several programming environments. These 
include ESP-IDF, Arduino, and PlatformIO.

Regarding programming languages, you can use C, C++, Arduino, MicroPython, 
CircuitPython, and others.

ESP-IDF
Espressif owns a programming ecosystem, called Espressif’s IoT Development 
Framework (ESP-IDF). With it, you can program ESP32, ESP32-S, ESP32-C, and ESP32-H 
SoCs.

The Software Development Kit (SDK) allows you to develop fully functional IoT 
applications using C or C++.

The main features of ESP-IDF are the following:
•	 Open source: It is delivered under the Apache 2.0 license, and you can obtain it 

freely on GitHub.


