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Preface

Understanding the test-driven development approach is important for building quality 
applications. This book Mastering Test-Driven Development with PHP 8 covers in a practical 
way the fundamentals necessary for a programmer to develop testable and secure PHP 
web applications.

Comprising 12 insightful chapters, this book covers a wide range of topics essential for 
creating web applications with the PHP programming language covered with testing and 
security mechanisms. We start with PHP fundamentals and test-driven development, 
providing a solid grounding in the basics. From there, we move towards object-oriented 
programming, exploring the implementation of this paradigm in PHP to read and write 
data stored in file system, relational and non-relational databases.

The book targets professionals with some experience in programming who intend or was 
requested to use PHP for backend. The book assumes readers know main web standards for 
web frontend, HTML and CSS. The book believes that the readers may have intermediate 
level knowledge of algorithms and data structures, requirements analysis and UML.

Through practical examples and an evolutionary approach, with heavy use of refactoring, 
this book takes the reader from the beginning through test-driven development, while 
showing the power of the PHP programming language to create easy-to-maintain web 
applications.

Chapter 1: Meeting and Installing PHP - This chapter of the book will cover the 
definition of PHP, how it works, and how we can create an environment to work with that 
programming language. We will start with an overview of the creation and evolution of 
PHP, then we will explain the structure of its community and how it is organized. We will 
also explain how to install PHP on a real machine with multiple options, from the simplest 
to the hardest way. Afterward, we will learn how to create a virtualized development 
environment for PHP. Finally, we will show how to prepare the environment for working 
with a test-driven development approach, which we will use in the next chapters. At the 
end of this chapter, you will be able to understand what is PHP and how to install it for 
developing backend applications. 

Chapter 2: PHP Foundations - This chapter will cover the foundations of the PHP 
programming language. We will start by understanding PHP syntax and structural 
elements in comparison with C language. Then, we will learn the control-flow structures of 
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PHP in standard and alternative forms. We will also learn about data types, type-juggling, 
and operator precedence. Next, we will learn how to define functions and use built-in 
functions in PHP, along with PHP functions to manipulate cookies, sessions, HTML 
forms, and HTTP responses. By the end of this chapter, you will be able to understand the 
foundations of the PHP programming language. You will be able to recognize PHP flow 
control structures in their two forms. 

Chapter 3: Function Driven Registration with File System Storage - This chapter of the 
book will cover the project and implementation of a book registration using function-
oriented programming. We will start with the project presentation, which will serve as 
an exercise to learn PHP incrementally by refactoring an application. In this first version, 
the reader will learn how to code the registration with modularized code in functions and 
data storage in a file system. Every backend code produced from now on will be covered 
with tests. By the end of this chapter, you will be able to build a function driven PHP 
application. You will be able to use PHP to write and read data from text files in more than 
one format (plain text, CSV and JSON). 

Chapter 4: Function Driven Registration with Relational Database Storage - This 
chapter of the book will cover refactoring of the book's registration application, replacing 
the file system storage with a relational database storage, using MySQL/MariaDB. This 
will be the first exercise of wide refactoring and the first step to think about the concept of 
decoupling. We will add the ability to read and write to database tables, making system 
storage configurable to work with both paradigms. At the end of this chapter, you will be 
able to build a function driven PHP application storing data in a relational database. You 
will be able to use PHP to create, recover, update and delete records from database tables. 

Chapter 5: Function Driven Registration with Document Database Storage -This chapter 
of the book will cover a refactoring of the book registration application, replacing the 
relational database storage, using MySQL/MariaDB, with a document database storage 
based on MongoDB. We will add the ability to read and write to collections, widening the 
storage options of the application. By the end of this chapter, you will be able to build a 
function driven PHP application storing data in a document database. You will be able 
to use PHP to create, recover, update and delete records from collections in a MongoDB 
database. 

Chapter 6: PHP OOP- This chapter will cover how to program object-oriented registration 
in PHP. We will start by learning how OOP techniques are implemented in the PHP 
programming language and how we replace uncoupled variables and functions with 
attributes (or properties) and methods encapsulated in classes. We will learn the 
foundations of object creation, cloning and comparison. We also will learn how to use 
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the main reuse mechanism of object-oriented programming, class inheritance, and how 
to establish communication patterns using interfaces. Next, we will learn about the magic 
methods, the methods which are invoked in response to events. Finally, we will learn 
how to manipulate different relational databases with a standardized interface and how 
to handle exceptions and errors. 

Chapter 7: Object-oriented Registration with File System Storage -This chapter of the 
book will cover how to refactor a function driven registration with file system storage for 
an object-oriented implementation. We will learn how to create classes and their methods 
from functions initially by converting the author recording in a plain text file to object-
oriented mode. After this experience, we will refactor the recording in other file system 
formats. We will continue converting read, update and remove operations from functions 
to class methods. By the end of this chapter, you will be able to convert functions into 
methods and group them into classes. You will learn how to think about call semantics by 
having an actor performing an action rather than an action occurring without someone 
responsible for it.

Chapter 8: Object-oriented Registration with Relational Database Storage- This chapter 
will cover how to refactor a function driven registration with relational database storage 
for an object-oriented implementation. In this chapter, we will replace the use of the native 
MySQL driver with the PHP Data Objects (PDO) driver. We will learn what object-
relational mapping (ORM) is, the architectural patterns of this approach and how to 
implement the two of them and using them to refactor the Librarian application. By the 
end of this chapter, you will be able to understand how to replace the use of native MySQL 
driver with the PDO driver. You will be able to understand ORM and ORM architectural 
patterns and how to use them for refactoring an application using a relational database.

Chapter 9: Object-oriented Registration with Document Database Storage- This chapter 
of the book will cover how to refactor a function-oriented database implementation from 
a document-oriented database to an object-oriented implementation using the Row Data 
Gateway design pattern. We will identify duplications and eliminate them, generalizing 
with abstract classes and enforcing patterns with interfaces. We will review the models we 
created, the user interface, and the request handling. By the end of this chapter, readers 
will be able to understand how to use Row Data Gateway pattern for document-oriented 
databases. You will be able to perform refactoring to eliminate duplication using abstract 
classes and enforce communication patterns using interfaces.

Chapter 10: Abstracting the Application Storage-  This chapter of the book will cover the 
refactoring of the previous version of the book registration application and the creation of 
a new layer for decoupling the model layer from the storage paradigm. This change will 
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be justified as a strategy to avoid a vendor lock-in and reducing the cost of a migration. 
This chapter will start covering what are design patterns and how to use them. Next, we 
will learn how to create a REST API for our application. After having implemented an 
API, we will learn how to generate a code coverage report. Then, we will follow with 
changes in the handling of the web pages, introducing an architecture pattern to separate 
the layout from the content. Finally, we will refactor the application with the Model-View-
Controller pattern. 

Chapter 11: Refactoring the Application with Secure Development- This chapter of the 
book will cover how to refactor PHP application by applying techniques to let it secure 
to reduce an attacker's chance of success. We will start talking about the relationship 
between secure development and secure code. We will learn about information resources 
about web application vulnerabilities and PHP vulnerabilities. After understanding 
these fundamentals, we will review the application's inputs, introducing filters and data 
validators. Next, we will review the data outputs, analyzing whether the application does 
not expose data that it should not. Finally, we will talk about the automated code analysis 
as a tool to help discover vulnerabilities. 

Chapter 12: Authentication and Authorization- This chapter of the book will cover two 
topics of secure development. We will learn how to authenticate users using session-based 
and token-based authentication, as specified by the JSON Web Token (JWT) standard. We 
will also learn how to authorize users to perform specific operations within an application, 
using two different approaches, access control list (ACL) and role-based authorization 
control (RBAC). In the latest version of the Librarian application, users will only be able to 
manipulate authors and books if they are authenticated and have permission to perform 
the operations. By the end of this chapter, you will be able to implement authentication and 
authorization in PHP applications. You will be able to authenticate users and persist the 
authentication data in the session or use a token in the JWT standard and use the application 
control layer to ensure that all non-public pages are only accessed by authenticated users. 
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Meeting and Installing PHP      1

Chapter 1
Meeting and Installing 

PHP

Introduction
This chapter of the book will cover the definition of Personal Home Page (PHP), how it 
works, and how we can create an environment to work with that programming language. 
We will start with an overview of the creation and evolution of PHP, then we will explain 
the structure of its community and how it is organized. We will also explain how to install 
PHP on a real machine with multiple options, from the simplest to the hardest way. 
Afterwards, we will learn how to create a virtualized development environment for PHP. 
Finally, we will show how to prepare the environment for working with a test-driven 
development approach.

Structure
The chapter covers the following topics:

•	 PHP community and ecosystem
•	 Preparing PHP development environment
•	 Ways to install PHP
•	 Virtualized environment for PHP
•	 Test-driven environment for PHP
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Objectives
By the end of this chapter, readers will be able to understand what is PHP and how to 
install it for developing backend applications. You will be able to quickly install a minimal 
development environment for PHP using the XAMPP package, but you will also be able 
to install it in other ways, both on real and virtual machines. Additionally, you will be able 
to prepare your environment to work with test-driven development.

PHP community and ecosystem
In this section, we will answer three fundamental questions about PHP, what it is, how it 
works, and how it is maintained. It will provide you with the most relevant knowledge to 
help you understand this concept.

Creation and ascension of PHP
In 1995, a Danish programmer named Rasmus Lerdorf published the source code of an 
interpreter he had created under the General Public License (GPL), a free software 
license. In doing so, he allowed anyone to not only run the interpreter, but study, modify, 
and redistribute it, including modifications. The interpreter that Rasmus created was called 
Personal Home Page tools. This name reveals what Rasmus purpose was when he created 
the interpreter. He wanted a tool that would help him to create his web page.

Rasmus often says in his talks that the philosophy behind PHP is a programmatic approach 
to the web problem. This information is important because it shows that PHP knows what 
to focus on. It was not a language designed to solve any type of problem. Although today, 
it is possible to create PHP desktop applications or scripts for infrastructure automation, 
Rasmus designed it specifically to take advantage of the HTTP protocol. In 1995, to 
manipulate HTML form with two fields, Rasmus needed to write 63 lines in C language. 
The most concise alternative for him was the Perl language, with which he could write 
the same thing using 17 lines and the code was more readable for humans but Rasmus 
wanted an approach centered around HTML, which was a language designed for HTTP, a 
hypertext language for a hypertext protocol. So, he created a programming language that 
allowed him to write instructions to generate dynamic content within HTML tags.

By opening the source code of his interpreter, Rasmus got help making it more powerful. 
In fact, what he had produced in order to solve a personal problem attracted the interest of 
many people who saw enormous potential in the project for building dynamic websites. 
The first version of PHP had 14 source code files, collected in a single folder. Two years later, 
in 1997, the second version of PHP already had 68 files and its first subfolder. This second 
version was called PHP/Forms Interpreter (PHP/FI). In 1997, the PHP documentation 
group was created, which grew in the following decades and built the documentation 
available at https://www.php.net/docs.php
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In 1998, with the help of Zeev Suraski and Andi Gutmans, Rasmus released a third version 
of PHP with the support of object-oriented programming. Since then, the use of PHP 
increased rapidly, so that by 2004 more than 18 million domains were using it as their 
server-side programming language. Starting with the third version, PHP began to be 
distributed under the PHP license, but it remains free and open-source.

When Zeev and Andi began collaborating with Rasmus, they created a company called 
Zend Technologies, where Zend is the combination of the first two letters of their names. In 
PHP version four, the duo released the Zend engine, a compiler and runtime environment 
for PHP. With this engine, PHP gained greater performance because the scripts began to 
be compiled into blocks of machine language instructions called opcodes. PHP was not a 
Personal Home Page anymore, but a recursive acronym of PHP Hypertext Preprocessor.

Zend engine’s architecture added compilation power while maintaining the ease of use 
that Rasmus wanted for PHP. Let us compare PHP architecture with Java architecture 
to understand it better. For printing the sentence Hello, World! using Java, you need to 
create a file with five lines and execute two commands, javac for compiling a .java 
file, generating a .class file with the bytecode, and java for running the .class file. 
For doing the same thing with PHP, you can create a .php file with one single line and 
you need to execute one only command, php. Zend engine compiles .php file generating 
opcode in memory for running that opcode. 

The comparison between the two processes is shown in Figure 1.1:

Figure 1.1: Comparison between Java and PHP environments

Over two decades, PHP has fully implemented support for object-oriented programming 
and complementary concepts like traits, always keeping the simplicity. In addition, it 
expanded its library of functions and integrations with other systems. PHP version eight 
is a much more complex system than Rasmus Lerdorf's small personal project and it also 
requires many people to maintain it.
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Let us look at the community organization and the resources available for developers.

PHP ecosystem
PHP is written entirely in C language and it is currently maintained in a repository on 
GitHub for almost one thousand developers. If you are curious to know how the old 
versions of PHP were implemented, you can find them at the PHP Museum at https://
museum.php.net. In addition to the development team, there is a team of documenters 
and translators. Guidelines for contributing to the documentation or translating it are 
available at http://doc.php.net/tutorial

PHP developers are currently working on evolving the language using Requests for 
Comments (RFCs). Each RFC contains a change that is discussed and then voted on by 
the group. If approved, it is implemented in the language. You can find out about how to 
create an RFC and which ones are being voted on, accepted, and implemented on the page 
https://wiki.php.net/rfc. The complete guidelines for contributing with PHP, including 
the explanation about the source code directory structure, are available at https://github.
com/php/php-src/blob/master/CONTRIBUTING.md

Although it is not our goal here to learn how to modify PHP but rather how to use it to 
create applications using it, you may be interested in learning how to make changes to 
PHP. The first step to this is to find an issue at https://github.com/php/php-src/issues and 
resolve it. Remember you will have to program in C to do that.

PHP emerged and evolved through the collective contributions of numerous dedicated 
individuals. PHP developers keep the project active because they like it, not because they 
are paid to do so. They generally contribute to PHP outside of their working hours. To help 
maintain PHP, PHP Foundation was created, it brings together people and organizations 
that help support PHP. PHP Foundation receives monetary donations to maintain the 
PHP development infrastructure and the programming language itself. PHP Foundation 
is completely transparent and you can learn about its work at https://thephp.foundation

In addition to the community of PHP language developers, there is a much larger 
community of developers who use the PHP language to create web applications, desktop 
applications, and infrastructure automation scripts. This community has developed many 
widely used applications, such as database clients, content management systems, course 
management systems, and e-commerce platforms. In the next section, we will learn about 
several tools created to help PHP developers.

Once we have learned what PHP is, how it works, and how it is maintained, let us learn 
how to prepare a development environment for PHP.

Preparing PHP development environment
In this section, we will learn how to install a PHP development environment with the 
minimum requirements to create web applications that are capable of storing data in a 
relational database.
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In 2004, almost half of Apache servers used the PHP integration module. The free and 
open web server Apache has become one of PHP's great partners over the years. Another 
great PHP partner is the MySQL database. The partnership with MySQL even generated 
a PHP client for the database, phpMyAdmin. This trio has become very popular under 
GNU/Linux operating system distributions. Thus, it was possible to develop and produce 
web applications using a stack of free and open-source code technologies. This stack made 
up of Linux, Apache, MySQL, and PHP (LAMP).

Note: GNU is a recursive acronym for GNU is not Unix. Linux is the kernel of the 
operating system GNU.

Although the LAMP stack worked, it was not so trivial to install each of the software 
and integrate them. In 2002, recognizing this difficulty, two young Germans, Kai Oswald 
Seidler and Kay Vogelgesang, founded the Apache Friends project. This aimed to facilitate 
the installation of this technology stack. In fact, Apache Friends is not restricted to the 
Linux operating system. The project has Apache, MySQL, and PHP installation packages 
for Windows and MacOS as well. This set of packages is called XAMPP, where X can be 
any of the three supported operating systems.

Let us learn how to install XAMPP.

Installing XAMPP
You can get XAMPP from https://www.apachefriends.org/download.html. This page 
shows XAMPP installers grouped by operating system. There are generally three installers, 
for the three most recent stable versions of PHP. This is important information, XAMPP 
provides installers with stable versions. In the next section, we will see how to install 
PHP in the latest and unstable version, but for now, we will learn how to create a stable 
development environment. On the same XAMPP download page, there are links with 
instructions for installation on each operating system. The process is similar for all three 
operating systems, you download the installer, run it, and then start the Apache server 
and MySQL database.

Let us now look into the steps for installing XAMPP on a GNU/Linux distribution to 
demonstrate the installation process, as follows:

Note: Even if you do not use Linux, know that these procedures will be replicated in 
the section on creating the virtual development environment.

1. Download the XAMPP installer for PHP 8.2 from the Linux section of the page at 
https://www.apachefriends.org/download.html, as shown in Figure 1.2:


