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Preface

Managing the enterprise network security is a complex task that requires a comprehensive
understanding of the latest technologies. On one side, passive network traffic analysis still
makes sense for several reasons, but what is going to provide a more scalable approach to
network security is the analysis of network traffic flows.

The book aims to familiarize the readers with network traffic flows analysis technologies,
giving a deep understanding on the difference between active and passive network
traffic analysis, the advantages and disadvantages of each methodology, with a special
focus about network flow traffic analysis, which due to its scalability, privacy, ease of
implementation and effectiveness, is beginning to play a leader role in the field of network
security. The book allows a reader to dive deep into tools and technologies that can be used
and leveraged to effectively deploy a scalable and affordable network monitoring solution
capable of giving a clear idea of all internal traffic flows and providing an effective, almost-
real-time data breach detection mechanism.

Throughout the book, you will learn how common network infrastructures are built, how
the flow protocols work, what kind of data is managed, and how you can effectively take
advantage of it.

The book targets professionals with job roles such as incident responder, forensic
investigator, SOC analyst, network administrator, or a student seeking to extend their
knowledge on network flow analysis. The book assumes readers know network topologies,
the OSI and TCP/IP models, and have a basic understanding of capturing network data.
The book heavily relies on Linux knowledge.

The reader will learn to set up their infrastructure to obtain flow traffic data and make the
most of this information. The reader will also learn to understand how to relate to normal
and unknown traffic, how to set up tasks to automate network controls, and how to assess
their network in a passive but proactive way. The reader will acquire the knowledge and
skills that will allow them to be untied by limitations of traditional analysis tools and
embrace a new and scalable way to improve security on high-speed networks.

I hope you will find this book informative and helpful.



viii

Chapter 1: Foundation of Network Flow Analysis - This chapter lays the base for
conducting network analysis using flow protocols, with a strong bias towards network
security. The reader will learn about the essentials, important concepts of types of network
analysis types, advantages, scalability, and sustainability of different types of analysis.
Additionally, in this chapter, the reader will learn about the proper tools to get effective
results in each of the different analysis types, focusing on the network flow analysis. The
reader will familiarize himself with the differences between packet and flow analysis
while learning the advantages and disadvantages of statistical flow analysis.

Chapter 2: Fixed and Dynamic Length Flow Protocols - This chapter will discuss both the
fixed length flow protocols and the dynamic length flow protocols, their advantages, and
drawbacks. The chapter describes NetFlow v1, NetFlow v5, NetFlow v9, sFlow v5, and
IPFIX. By the end, the chapter will discuss case studies on the protocols’ benefits or misuse
and their identification.

Chapter 3: Network Topologies - This chapter primarily focuses on various network
topologies found in companies and ways to implement proper flow analysis in different
contexts, from classical flat infrastructure to frontend /backend /DMZ to Virtual Private
Clouds and ways to discover blind points.

Chapter 4: Implementing Flow Export on Layer 2 Devices - This chapter will guide the
reader to implement flow data export on the most widespread Layer 2 devices (switches
and access points) from most vendors on the market, and will also describe a solution to
get NetFlow /IPFIX data from a switch using port mirroring.

Chapter 5: Implementing Flow Export on Layer 3 Devices - This chapter will guide
the reader to implement flow data export on the most widespread Layer 3 devices like
firewalls, routers, load balancers, and wireless gateways from most vendors on the market.

Chapter 6: Implementing Flow Export on Servers - This chapter focuses on solutions for
implementing flow export on servers, which may be required in contexts where you want
to see the flow traffic but cannot manage network infrastructure, like cloud environments
or hosting services.

Chapter 7: Implementing Flow Export on Virtualization Platforms - This chapter focuses
on solutions for implementing flow export on virtualization systems like VMware and
Proxmox, which can give you network visibility in traffic not crossing the network
infrastructure (imagine traffic between different virtual machines on the same hypervisor).
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Chapter 8: Ingesting Data into Clickhouse and Elasticsearch - This chapter shows the
user how to ingest raw flow data into more usable and structured analysis platforms like
Elasticsearch and Clickhouse (open-source high-performance OLAP).

Chapter 9: Flow Data Analysis: Exploring Data for Fun and Profit - This chapter will
discuss how we can do interesting analysis of the flow data we are getting from the
network, and will teach the reader to understand better what is happening inside their
network infrastructure, by showing a lot of examples. It will also give the reader further
in-depth knowledge about identifying patterns and anomalies, and how to detect security
threats.

Chapter 10: Understanding the Flow Matrix - This chapter introduces an often too
underestimated concept, the matrix of flows happening inside the company network. A
deep dive into the concept will allow the reader to take advantage of it to improve the
security posture of the whole network.

Chapter 11: Firewall Rules Optimization Use Case - This chapter describes a real use case
of NetFlow data to approach a quite complex problem of firewall optimization rules in a
complex (but now becoming quite common) environment.

Chapter 12: Simple Network Anomaly Detection System Based on Flow Data Analysis
- This chapter focuses on how to identify network anomalies and data breaches by using
the flow matrix and some Python scripting using Pandas. It will show the reader how
to automate continuous checking, trying to address the problem of the slowness in
identifying a breach.
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CHAPTER 1

Foundation of
Network Flow
Analysis

Introduction

This chapter introduces you to network flow analysis, ways of performing it, techniques
and technologies involved in network security, and their advantages. Nowadays,
technology is playing a pivotal role in the success of most companies. Moreover, computer-
based technology relies on a strong foundation: computer networks. A famous computer
slogan used by Sun Microsystems' once said The network is the computer. When you browse
the Internet, your computer uses the company’s network to connect to various websites.
Maybe you can reach only some websites, in which case it means that some sort of network
control is already in place, or maybe you can go anywhere (which does not suggest that
controls are not in place). In any case, if you are in your office, you are connected to the
company's internal network unless you are doing smart work. A network is simply made
by computers with network interfaces, cables, and networking devices (like hubs, switches,
routers, firewalls, etc.), each performing exactly the task they were developed for.

But what is network security? Simple, with the advent of computer networks first and
the Internet later, protecting internal data and users from theft and fraud has become
increasingly complicated than before. And in current times, if you read about network
security news, there is always a company that has been hacked or was the victim of
malware or data theft.

1. https://spectrum.ieee.org/does-repurposing-of-sun-microsystems-slogan-honor-history
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The interesting fact is that normally, everyone assumes that the internal network of the
company is a safe place without risks or menaces. It is no surprise that searching zero trust
online yields numerous articles; we will get back to it in the following chapters, but let us
just assume that to keep a network perimeter safe, you must work on it in some way!

Structure
In this chapter we will discuss the following topics:
e Computer network
e Computer network analysis
e Common network security threats to company networks
e Network security traffic analysis
e Techniques for performing network security traffic analysis
e Packet-inspection network traffic analysis
e Network flow-based traffic analysis
e Basics of network protection
e Firewalls and packet filters
e Network proxies
e Intrusion detection systems
e Intrusion prevention systems
e Pros and cons of packet-inspection network traffic analysis
e Open-source and commercial solutions
e Pros and cons of network flow-based traffic analysis
e Open-source and commercial solutions

e Challenge of analyzing 800Gbps networks

Objectives

This chapter will introduce the user to the world of corporate network security, corporate
networking, and the different types of network traffic analysis, as well as introduce the
network flow traffic analysis.
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Computer network

A computer network is a collection of interconnected computers and devices that can
communicate with each other, share resources, and exchange data. These networks can
be as small as a few devices at home or office or as large as the global Internet, connecting
billions of devices worldwide. Computer networks enable the sharing of information,
resources, and services, facilitating communication and collaboration between users and
systems.

Usually, depending on the size of the company, inside networks are split and deployed in
different ways, both on the physical and logical levels. Normally there are distinct designs
for logical and physical, because modern network devices allow this split distinction. This
has several benefits from the perspective of security and availability of the network service.

An example of a simple logical split can be in terms of frontend, backend, and employee
networks. These networks can be splitinto Layer 2 (switches or VLANs) and interconnected
by routers or firewalls in Layer 3.

Internet

Frontend _h-.

Employees

Company
Firewall

Backend

Figure 1.1: Logical network view

The same network infrastructure, considered on the physical design, can have different
ways to be deployed. In our example, implementing full redundancy (using proper
protocols and configurations) can be as presented in Figure 1.2:
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Internet Internet
ISP #1 ISP #2

Firewall Master Firewall Backup

Frontend Backend Employees

Figure 1.2: Physical network view

Computer network analysis

Computer network analysis refers to examining and evaluating computer networks to
understand their performance, security, efficiency, and overall functionality. It involves
various techniques and tools to gain insights into network behavior and make informed
decisions about network design, optimization, troubleshooting, and security.

Here are some key aspects of computer network analysis:

Performance monitoring: Network administrators and analysts use various
monitoring tools to track the performance of a network. This includes measuring
bandwidth utilization, latency, packet loss, and network throughput. Performance
analysis helps in identifying bottlenecks and optimizing network resources.

Security analysis: Network analysis is crucial for identifying and mitigating
security threats. It involves monitoring network traffic for suspicious activities,
such as intrusion attempts, malware infections, and unauthorized access. Security
analysts use intrusion detection systems (IDS), firewalls, and other security tools
to analyze network traffic patterns and detect anomalies.

Troubleshooting: When network issues occur, network analysis is used to
diagnose and resolve problems. By examining network traffic, logs, and
configuration settings, administrators can pinpoint the root causes of network
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outages, connectivity problems, or performance issues. This process is essential
for maintaining network reliability.

e Optimization: Network analysis helps in optimizing network resources and
configurations. By studying traffic patterns and usage data, administrators can
make informed decisions about network design, capacity planning, and load
balancing. This ensures that the network operates efficiently and cost-effectively.

e Capacity planning: Analyzing network usage trends over time helps forecast
future capacity requirements. This is important for ensuring that the network can
handle increased traffic and new applications without degradation in performance.

e DProtocol analysis: Network analysts often use packet sniffers and protocol
analyzers to capture and analyze network traffic at a granular level. This is useful
for diagnosing protocol-related issues and ensuring that network protocols are
functioning as expected.

¢ QoS analysis: Quality of service (QoS) analysis involves assessing the network's
ability to deliver different types of traffic with varying levels of priority. This is
crucial for ensuring that real-time applications like voice and video conferencing
receive the bandwidth and low latency to perform well.

e Traffic engineering: Network analysis is used to optimize traffic routing and
distribution within a network. This is particularly important in large-scale
networks to balance traffic loads and minimize congestion.

e Network visualization: Visualization tools and techniques are often used to
represent network data graphically. This helps network administrators and
analysts better understand network topologies, traffic flows, and dependencies.

e Compliance and auditing: Network analysis is also important for ensuring that a
network complies with regulatory requirements and internal policies. It helps in
auditing network activity and maintaining compliance records.

In summary, computer network analysis is a multidisciplinary field that involves the use
of various tools and methodologies to gain insights into the performance, security, and
efficiency of computer networks. It plays a crucial role in maintaining the reliability and
integrity of modern networks in an ever-evolving technological landscape. In this book,
we are focusing on the network security topics.

Common network security threats to
company networks

Common network security threats, often referred to as cybersecurity threats or menaces,
pose significant risks to computer networks and the data they contain. These threats can
lead to data breaches, financial losses, and reputational damage for organizations. Here
are some of the most common network security threats:



