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Preface

Security is top of mind for most organizations today. With the increasing number of
cyber-attacks and shortage of skilled professionals, organizations are struggling to protect
themselves from bad actors. At the same time, data is exploding making it even tougher for
organizations to keep themselves and their data safe. M365 Security technologies provide
end-to-end solutions for protecting and organisation’s data, identities and applications.

This book covers end-to-end Microsoft security solutions. Section 1 of this book focuses on
Microsoft’s identity and access management solution Microsoft Entra. The five chapters in
this section introduce Microsoft Entra and then guide the reader through implementation
of Microsoft Entra and managing, protecting and governing identities using Microsoft
Entra ID Governance, Microsoft Entra Privileged Identity Management. It also introduces
the reader to Microsoft Entra Secure Services Edge, Microsoft’s Zero Trust network access
solution.

Section 2 focuses on protecting the organization against threats. It introduces Microsoft
Defender XDR as Microsoft's extended detection and response solution. The chapters
in this section shed light on how Microsoft Defender solutions can help protect devices,
identities, M365 and non-M365 applications from external threats.

Section 3 shifts the focus on protecting data. This section explains how organizations can
protect structured and unstructured data in Microsoft 365 and multi-cloud environments
using Microsoft Purview Information Protection, prevent accidental or intentional data
exfiltration using Microsoft Purview Data Loss Prevention, identify insider risks and
manage regulatory compliance and privacy.

This book is designed to help experienced and novice security professionals become
experts in administering and implementing Microsoft security solutions. Through practical
examples, comprehensive explanations, hand-on labs, and a structured approach, this
book aims to equip readers with a solid understanding of Microsoft security solutions.
Whether you are a novice or an experienced learner, this book will serve as a valuable
resource as you work towards advancing your cybersecurity career.

Chapter 1: Introduction to Microsoft Entra- This chapter introduces the Microsoft Entra
product family. Microsoft Entra is a family of products that help organisations create and
manage users and govern user access to applications and services. This chapter introduces
the components of the Microsoft Entra and how they can help organisations address
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their identity and access management requirements. It touches on the licensing options
for each capability. This chapter explains how to create users using Microsoft Entra, the
external collaboration capabilities using Microsoft Entra External ID. It also introduces
new capabilities like Microsoft Entra Permissions Management, Microsoft Entra Verified
ID and Global Secure Access.

Chapter 2: Implementing Identity- Many organizations worldwide use on-premises
Active Directory for managing their identities. When they decide to move to the cloud,
they would want to provide their end users with seamless access to both cloud and on-
premises applications and resources. This chapter describes how these organizations can
sync their on-premises Active Directory identities to Microsoft Entra ID securely so that
users can use the same credentials to access both on-premises and cloud resources. It
goes on to explain the password synchronization methods like password hash sync and
pass-through authentication. It explains the password protection capabilities available in
Microsoft Entra ID and how these can be extended to on-premises Active Directory. It also
talks about setting up single sign-on for applications and end user self-service in Microsoft
Entra ID.

Chapter 3: Identity Management- One of the main tasks of an identity and access
management administrator is to make sure that the right system resources are accessible
to the right users. This can be a challenging task since there are thousands of user identities
in any organisation. This chapter introduces the group management features in Microsoft
Entra ID to handle these identities and protect your organisation’s resources effectively. It
also covers the key concept of role based access control, which aids in understanding the
other Microsoft capabilities explained in this book.

Chapter 4: Identity Protection- Identity is the key to access. Hence, a secure cloud
deployment relies on a secure identity. Identity attacks have increased dramatically in
recent years. Organisations need to enforce rigorous identity protection strategies while
also offering a smooth work experience to their end users. This chapter describes the
different identity protection features in Microsoft Entra ID like multifactor authentication,
passwordless sign-in, unphishable credentials like passkeys. It also explains how Microsoft
Entra ID Protection feature like risk-based conditional access policies can help prevent
identity-based attacks.

Chapter 5: Identity Governance- Each identity goes through a lifecycle that needs to be
managed from when a user joins the organisation to when they leave. The user access must
be kept up to date across the joiner-mover-leaver scenario and this must be done efficiently.
This chapter shows how to use entitlement management to give the users the right access
that they need to do their job. Access reviews can be used to check the user’s access to data
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and applications regularly, making sure that they do not have more access than necessary
to fulfil their job roles. Lastly, it explores how Privilege Identity Management can be used
to give just in-time access to the users that have the most sensitive access.

Chapter 6: Microsoft Defender XDR- Organizations these days are exposed to a myriad
of threats ranging from viruses, malware, phishing attacks, ransomware and more. They
need to have effective threat protection strategies which include a combination of proactive
prevention, real-time detection and rapid response. They need to deploy security solutions
like firewalls, antivirus software, intrusion detection and protection systems to protect
their networks, devices and data from potential harm. Microsoft Defender XDR is a suite
of solutions that helps with detection, prevention, investigation and response of threats
across endpoints, identities, email and applications. It provides integrated protection
against sophisticated cyber-attacks.

Chapter 7: Protecting Identities- Many organizations still have big on-premises Active
Directory infrastructures that can be compromised by attackers. Organizations must have
tools to identify attacks against these identities and protect them from being stolen or
abused. This chapter explores how Microsoft Defender for Identity helps organizations
avoid breaches by spotting threats, investigating and responding to incidents. Microsoft
Defender for Identity is a cloud-based solution that helps your SecOps teams provide a
modern identity and threat detection solution across hybrid environments. It helps stop
breaches, identify threats, examine dubious activities and react to attacks.

Chapter 8: Protecting Endpoints- In today’s hybrid working environment, users are
using a multitude of devices from a multitude of locations. Gone are the days when users
used to work only from their offices safe behind the corporate firewall. This exposes user
endpoints to threats like never before. The attackers are also becoming very sophisticated.
Organizations need modern and intelligent tools to protect their users’ devices from bad
actors. Microsoft Defender from Endpoint is an enterprise endpoint security platform
designed to help enterprise networks prevent, detect, investigate, and respond to
advanced threats. Coupled with Microsoft Defender Vulnerability Management, it offers
proactive protection and visibility into the vulnerabilities in the environment and provides
recommendations to strengthen the security posture. Organizations today also use
operational technology and Internet of Things devices. It is important for an organization
to gain visibility into these devices and the threats surrounding them. Microsoft Defender
for IoT provides device discovery and threat protection services for OT and IoT networks
across cloud, on-premises and air-gapped infrastructure.

Chapter 9: Protecting M365 Apps- Many organisations are now shifting to cloud-based
services. Microsoft is the world’s top collaboration SaaS provider. Most organisations
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store a lot of data in the M365 cloud, Exchange Online, SharePoint Online, OneDrive
for Business and Teams. Attackers try to compromise these applications using different
methods like phishing and spoofing. This chapter explains Exchange Online Protection
and Microsoft Defender for Office 365 and their roles in defending, detecting, investigating
and responding to attacks aimed at your M365 environment.

Chapter 10: Protecting Non-Microsoft Cloud Apps- Today, end users have access to a
wide variety of SaaS applications that help them work more efficiently. However, this
poses a major challenge for Security Administrators as they might not have visibility of
which applications are in use, their security posture and how they are being used. These
applications introduce new threat vectors for an organization in terms of cyber-attacks
and more avenues for data exfiltration. This chapter explores Microsoft Defender for
Cloud Apps and how it can help identify the use of Shadow IT, approve and disapprove
applications and ultimately track the usage of those applications to protect your
organisation’s data and assets.

Chapter 11: Security Management Using Microsoft Sentinel- This chapter introduces the
concepts of Security Incident and Event Monitoring (SIEM) and Security Orchestration
Automation and Response (SOAR). It then goes on to introduce Microsoft Sentinel as
Microsoft’s cloud-native SIEM and SOAR solution. It explains how Microsoft Sentinel
helps SOC analysts manage hundreds of alerts daily, preventing critical security incidents.
The chapter covers the setup of Microsoft Sentinel, connecting data sources, handling
incidents, creating playbooks, and automating responses. It also highlights the integration
with Microsoft solutions and non-Microsoft clouds, the use of Threat Intelligence, and the
creation of visual reports.

Chapter 12: Protect and Govern Sensitive Data- Data is the most valuable resource that
an organisation has. In today’s world data is everywhere and organisations need tools
to find the sensitive data, safeguard it from unauthorized access and manage it through
its lifecycle. This chapter explores Microsoft Purview Information Protection and how it
can be used to find and protect sensitive content; Microsoft Purview Data Loss Protection
to prevent sensitive information from being shared with unauthorized parties. It also
explains how Microsoft Purview Data Lifecycle Management and Records Management
can be used to govern the life cycle of the data from the time it was created till when it is
securely disposed of.

Chapter 13: Managing Insider Risks- Data does not move itself, people move data. To
understand the user intent behind moving the data, we need to know not only how, but also
why the data moved. This chapter explains Microsoft Purview Insider Risk Management
and Microsoft Purview Communication Compliance solutions to set up policies that can
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track user behaviour over time and prevent insiders from leaking sensitive content. It also
covers Adaptive Protection and how to gather forensic evidence for investigations.

Chapter 14: Managing eDiscovery Cases- When something goes wrong, an organization
might need to show proof to regulators, legal authorities or their own investigators. This
chapter introduces Microsoft Purview eDiscovery as the tool investigate such incidents by
creating cases, assigning custodians and conducting searches across the organization to
find the data that is most important for the investigation. It can examine and filter the data
in-place to save time and money when doing an eDiscovery investigation.

It is also important for organizations to be aware of user and admin activity happening in
their environment. Microsoft Purview Audit serves as a comprehensive record of system
activities, user actions, and changes to data. This chapter explains it can aid in investigating
and resolving incidents of unauthorized access, data breaches, or other security violations.

Chapter 15: Managing Regulatory Compliance- Most organizations are subject to
more than one industry or government regulation that they must adhere to. Remaining
compliant with these regulations is an arduous task. Organizations invest a lot of time and
money to achieve this. Microsoft Purview Compliance Manager is a simple SaaS based
solution that helps organizations remain compliant with the regulations by providing easy
to use templates and step-by-step guidance to meet the regulation requirements.

Chapter 16: Managing Privacy- Many organizations have alot of PII stored in unstructured
data in different locations. This PII can be mishandled and lead to serious consequences
like loss of customer trust and reputation. Microsoft Priva helps a privacy officer to
find out where PII is stored, how it moves within the organization and how old it is.
It also empowers the user to make smart data handling decisions by providing timely
trainings. Microsoft Priva Subject Rights Request is the tool that helps organizations to
quickly answer Data Subject Requests. This chapter also introduces Preview capabilities
of Consent management, Tracker scanning and Privacy assessments.

Chapter 17: Best Practices- The concluding chapter of this book takes the reader through
identity, security and compliance best practices that further enhance the understanding
of the concepts. This also enables administrators to take best decisions based on their
organization business use cases and requirements.
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CHAPTER 1

Introduction to
Microsoft Entra

Introduction

This chapter introduces you to Microsoft Entra. Microsoft Entra is a family of products that
help organisations create, manage, and govern user access to enterprise applications and
services. In this chapter, we will learn the components of the Microsoft Entra and how they
can help organisations address their identity and access management requirements. We
will also explore the licensing options for each capability. This chapter will demonstrate
how to create users using Microsoft Entra, the external collaboration capabilities using
Microsoft Entra External ID. It will also introduce new capabilities like Microsoft Entra
Permissions Management, Microsoft Entra Verified ID and Global Secure Access.

Structure

The chapter covers the following topics:

Microsoft Entra ID

Microsoft Entra ID Governance

Microsoft Entra External ID

Microsoft Entra Permissions Management
Microsoft Entra Workload 1D
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e  Microsoft Entra Verified ID

e Global Secure Access

Objectives

By the end of this chapters, readers will be able to explain the different components of
the Microsoft Entra product family. You will be able to understand the different licensing
options available to organisations when they buy Microsoft Entra ID and the identity
governance capabilities in Microsoft Entra ID. This chapter also explains how Microsoft
Entra enables secure collaboration with external vendors, partners and customers using
Microsoft Entra External ID. Finally, you will understand the new capabilities Microsoft
Entra Permissions Management, Microsoft Entra Workload ID, Microsoft Entra Verified
ID and Global Secure Access.

The future chapters in this book build on the concepts covered in this chapter.

Microsoft Entra ID

Microsoft Entra ID, previously known as Azure Active Directory, is Microsoft’s cloud-
based service for identity and access management. This allows users in the organisation
to access internal and external resources like Microsoft 365, Azure and many other third-
party cloud applications.

Microsoft Entra ID serves many purposes for users in an organisation depending on their
role:

e IT admins: They can use Microsoft Entra ID to create and manage user accounts
and control access to applications and other resources.

e Application developers: They can use Microsoft Entra ID to authenticate users
and provide single sign-on (SSO) for their applications. This allows users to
access applications with their Entra ID login information.

e Microsoft 365, Office 365, Azure or Dynamics CRM online users: Microsoft Entra
ID enables users to authenticate and gain access to resources required to do their
job.

Licensing

Microsoft Online business services such as Microsoft 365 or Microsoft Azure rely on
Microsoft Entra ID to enable sign-in for users and help secure their identities. If your
organisation uses any of these services, you already have the free version of Microsoft
Entra ID.

To access other advanced user management and identity governance features, you can
purchase Entra ID P1 or Entra ID P2.
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Following is a short description of these license types:

Microsoft Entra ID free: It is included in Microsoft cloud subscriptions such
as Microsoft 365 and Azure. It offers basic user and group administration, on-
premises directory sync, SSO and basic reporting features.

Microsoft Entra ID P1: This plan offers all the features of the free plan, plus it
allows hybrid users to access applications both on-premises and in the cloud.
It also gives advanced administration options like dynamic groups, self-service
group management and self-service password reset for on-premises users. It can
be purchased as a separate product. It is included in Microsoft 365 E3 and Microsoft
365 Business Premium.

Microsoft Entra ID P2: P2 offers all the capabilities of free and P1 and adds
identity protection features such as risk-based Conditional Access and Privileged
Identity Management that give access to administrators only when needed. It can
be purchased on its own or comes with Microsoft 365 E5.

Creating new Entra ID tenant

All administrative tasks related to Microsoft Entra ID are done using the Microsoft Entra
admin centre. You will begin by creating a new tenant for your organisation.

Prerequisites

To get started with Microsoft Entra ID you need to create an Entra ID tenant. For this, you
need the following:

An Azure subscription.

An account with the Tenant Creator role assigned.

Note: If you do not have an Azure subscription create a free account by going to
https://azure.microsoft.com/en-us/free/.

Steps

Following are the steps to create a new Microsoft Entra ID tenant:

1.

Login to the Azure portal at https://portal.azure.com with an account that has the
Tenant Creator role assigned.

Select Microsoft Entra ID.
Navigate to Overview | Manage tenants and then click Create.

On the Basics page, select Microsoft Entra ID and click Next: Configuration as
shown in the following figure:
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Home > Contoso | Overview > Manage tenants >

Create a tenant

Microsoft Entra ID

*Basics  *Configuration Review + create

Microsoft Entra ID and Azure AD B2C enable users to access applications published by your organization, and share same administration experiences. Learn more

Tenant type

Microsoft Entra ID
(O Azure AD B2C

Select a tenant type *
Help me choose...
Figure 1.1: Creating a new tenant

5. On the Configuration, page enter the Organisation name, Initial domain name
and Location and click Next: Review + create.

Refer to the following figure:

Home > Contoso | Overview > Manage tenants >
Create a tenant
Microsoft Entra ID

*Basics *Configuration  Review + create

Directory details

Configure your new directory

Organization name * © ‘ Contoso Organization
Initial domain name * © ‘ contosoorg
Location (O ‘ United States

o Geographic location - United States
The location selected above will determine the geographic location where Microsoft Entra ID will store your Col

data, see Microsoft Entra ID Data residency.

Figure 1.2: Enter organisation details

The new tenant will be created with the domain domainname.onmicrosoft.com.

When you create a new Microsoft Entra tenant, you become the Global Administrator of
the tenant. You are also listed as the technical contact for the tenant.
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Adding custom domain name in Entra ID

Microsoft Entra tenants are created with an initial domain like youroganisationname.
onmicrosoft.com. The user IDs are hence in the format userl@yourorganisationname.
onmicrosoft.com. This cannot be changed or deleted but an additional domain name can
be added to the tenant. This creates an additional domain name that is, familiar to the
users, such as userl@yourorganisationname.com.

Following are the steps to add a custom domain name:

1. Login to https://entra.microsoft.com with an ID that has the Domain Name
Administrator role assigned.

2. Browse to Identity | Settings | Domain names | Add custom domain.

Click on Add custom domain. Enter your organisation’s domain and click Add
domain.

Refer to the following figure:

>

Home

Home Custom domain na... X%
Custom domain names

Custom domain name * @

*

Favorites v
—+ Add custom domain  } Diagnose and solve problems () Refresh @ Columns 37 Got feedback? contoso.com

> Identity A~
© Ooverview -
Y Add filter
R Users v
£ Groups v Name Status Federated
& Devices v M365x174099.0nmicrosoft.c © Available
BB Applications v
& Roles & admins v
B Biling ~

Settings A

B

Preview hub

Figure 1.3: Adding a custom domain name

Note: The custom domain name must include .com, .net or any other top-level
extension for this to work. The organization should already have a top-level domain
registered with a domain registrar.

4. The unverified domain is added, showing the DNS information as in the screen
below. This will be required to validate your ownership of the domain. Save this
information.

Refer to the following figure:



