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Preface

When I pondered the title, Mastering AWS Serverless, I tried to determine what it takes
to become a master at anything. I envisioned a master wearing a martial arts suit with
black belts and teaching a group of young learners. The master would be telling me to
execute one single motion repeatedly. The repetition taught by the master would shape
these learners to perform those motions with perfection. Over time, the exercises would
eventually shape those learners into masters if they continued. Therefore, this book needed
to have exercises.

The martial arts dojo is not easily translated into a book, and repeated reading exercises
several times can become incredibly dull. Yet, repetition is a crucial activity to master any
skill. Thus, I provided as many hands-on exercises as possible. To keep the book interesting,
I created a variety of exercises. Yet, there was some inherent repetition: modifying the
serverless function settings and defining security permissions. By the end of the book, you
will have created a basic serverless application and have done some “repetition exercises”
to help you start your journey to become a master in AWS serverless.

Another reason for writing this book is to help you understand AWS serverless. Even with
its popularity, only a minority of developers know about it and understand how to use
it. This book aims to bridge the gap by explaining concepts and building an application.
Understanding concepts is fundamental, but many developers (including myself) learn
best with hands-on work. Watching a presentation and reading a book helps to understand
why something works. However, real learning happens after writing code, running it, and
seeing it work. By the end of the book, you will understand how to use serverless. Here is
an overview of the book.

Chapter 1: Introduction to AWS Serverless— We will lay the foundation of AWS serverless.
We will start with an overview of cloud computing and how that enabled serverless
computing. After that, we will learn about the different services used in serverless
architectures and designs, including serverless computing, serverless storage, and other
services.

Chapter 2: Overview of Serverless Applications— We will provide an overview of
different types of serverless applications. There are many ways to use serverless. We will
cover the most common ways to build applications using AWS serverless, which include
website development, application programming interfaces, mobile app development,
data processing, and notifications.
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Chapter 3: Designing Serverless Architectures— We will provide an overview of how to
design serverless architectures and design topics to consider. We will review monolithic
and client-server architectures and how they can migrate to the AWS cloud and transition
to AWS serverless. We will discuss using event-driven, microservices, and ad hoc
architectures serverless.

Chapter 4: Launching a Website— We will provide hands-on exercises to create a serverless
website. The hands-on exercises will cover setting up an AWS account, registering a new
domain with Route 53, enabling and disabling S3 website hosting, creating a record in
Route 53, requesting a certificate from AWS Certificate Manager (ACM), creating a
CloudFront distribution, and create aliases for the distribution in Route 53.

Chapter 5: Creating an API- We will create and manage an API, send requests to a
serverless function, and learn about its OpenAPI specification. The hands-on exercise
will cover adding a new web page to use the API, invalidating the distribution to clear
CloudFront cache, creating an API with API Gateway, integrating a Lambda function with
the API, and exporting the API integration.

Chapter 6: Saving and Using Data— We will focus on saving and using data using
object storage and serverless databases. The hands-on exercises will cover creating an S3
bucket for object storage, getting the object contents from a Lambda function, creating a
DynamoDB database table, and getting the table data from a Lambda function. You will
modify the function setting and security permissions multiple times in this chapter and
throughout the rest of the book.

Chapter 7: Adding Authentication and Authorization—- We will demonstrate how a
website could add authentication and authorization to restrict certain pages to logged-
in users. We will conduct hands-on exercises to add authentication and authorization
using Amazon Cognito by creating a new Cognito user pool, customizing its hosted user
interface, and updating the website. We will update the website by adding the login and
logout buttons, the auth callback page, the logout page, and the account page.

Chapter 8: Processing Data Using Automation and Machine Learning— We will focus
on how to use serverless computing to process data. The hands-on exercises will cover
tracking authentication callbacks with an API and transforming that data using a Lambda
function and an EventBridge schedule rule. We explore analyzing the transformed data
with machine learning.

Chapter 9: Sending Notifications— We will send notifications using email, text messaging,
and mobile push notifications. The hands-on exercises will cover configuring SES for
emails, sending an email from a Lambda function, setting up an SNS topic to trigger a



ix

Lambda function, sending a topic message from a Lambda function, setting up SNS for
text messages, and sending a text message from a Lambda function.

Chapter 10: Additional Automation Topics— We discuss automation tasks that a serverless
architecture can support. We will explore automation tasks that include setting up backups,
analyzing text using Amazon Comprehend, performing text-to-speech using Amazon
Polly, analyzing images using Amazon Rekognition, and auditing security settings using
AWS Config.

Chapter 11: Architecture Best Practices— We will focus on architecture best practices when
using serverless computing. We will walk through the AWS Well-Architected Framework
and apply its Serverless Applications Lens. The Framework and Lens provide various
best practices. We will review them to help you better architect and design your serverless
applications.

Chapters 12: Next Steps— We will focus on the next steps you can explore to continue
mastering AWS serverless. We only covered a few topics in-depth but explored them
since it was necessary to gain exposure to them. Some of the following steps will include
advanced topics such as attaching layers to Lambda functions, orchestrating function
execution using AWS Step Functions, automatically creating resources using infrastructure
as code with AWS CloudFormation, AWS Serverless Application Model, and AWS Cloud
Development Kit, creating repeatable deployment processes using AWS CodeBuild and
AWS CodePipeline, and testing serverless applications.
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CHAPTER 1

Introduction to AWS
Serverless

Introduction

This book aims to help you master serverless on Amazon Web Services (AWS).! As a
master, you will have the skill, knowledge, and proficiency to build serverless applications
in the AWS cloud. With the master knowledge, you will be on your road to becoming a
serverless expert.

This chapter will lay the foundation of AWS serverless. We will start with an overview of
cloud computing and how that enabled serverless computing. After that, we will learn
about the different services used in serverless architectures and designs.

Structure

We will cover the following topics in this chapter:
¢ Introduction to cloud computing
* Introduction to serverless computing
¢ Introduction to serverless storage
¢ Introduction to serverless services

* Reviewing AWS serverless services

1 Amazon, Amazon Web Services and AWS are registered trademarks of Amazon Web Services, Inc.



2 Mastering AWS Serverless

Objectives

At the end of the chapter, you will understand AWS’s services. You can apply that
knowledge when we discuss a serverless application built on AWS.

Introduction to cloud computing

In the early days of computing, organizations hosted equipment in buildings they
managed. An organization would buy servers, data storage, router, switches, and racks.
They dedicated a room (or sometimes an entire building) to having multiple equipment
racks. Cables interconnect connected the equipment to switches and routers that provided
network connectivity. Some networks provided local networks that interconnected a select
number of devices. Other networks provided connectivity to the organization’s Intranet so
their staff could connect to their equipment and network services. Some networks provided
Internet connectivity where internet-connected devices could connect. These network
configurations enabled the on-premises hosting and computing in the organization’s data
warehouse. See Figure 1.1 for an example of an organization’s on-premises infrastructure:
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Figure 1.1: An example infrastructure diagram showing on-premises hosting and computing
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As Internet speeds and connectivity improved, service providers created data warehouses
to provide hosting and computing as a service. For example, an organization would pay
a service fee for a web server to be made available. An organization could perform a
make-or-buy analysis. It would host the web server when it made sense from business,
financial, and legal standpoints. Otherwise, they would rent a web server to save on costs
(for example, operational, labor costs, and maintenance) and possibly offload some legal,
compliance, and security implications to the service provider.

The organization’s infrastructure diagrams became simpler as it rented hosting from
service providers. Some diagrams started showing a cloud to abstract all the servers and
services that were no longer on-premises but provided by a service provider. See Figure
1.2 for an example of an organization’s infrastructure that uses a service provider. In this
example figure, a computer that accessed servers using internal networking now accesses
them from the service provider, which is depicted as a cloud:
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Figure 1.2: An example infrastructure diagram that shows a service provider as a cloud
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The term cloud computing was eventually accepted. We will refer to cloud computing as a
set of services and resources provided by a third-party service provider that is accessed
via the Internet and are not physically hosted inside an organization’s building. This
working definition is essential because some serverless solutions allow an organization
to perform serverless computing using on-premises hardware. We are focusing on AWS
serverless, which is a set of serverless services that AWS, a cloud computing provider (or
cloud provider for short), offers.

Cloud providers became popular because their prices became more cost-effective, and
service offerings were more powerful. These improvements were fueled by more affordable
equipment, higher capacity data storage, faster Internet speeds, and higher bandwidth.
Furthermore, companies created new technologies that allowed multiple servers to run
within one physical server. These innovations enabled new cloud providers to emerge.

AWS launched its services to the public in 2006 by offering Internet-based services that
customers could configure using a web-based application.? A customer could sign up
for an AWS account, use the AWS web-based console (AWS console for short), create
a server, configure the networking, set up the Domain Name System (DNS), and get an
Internet Protocol (IP) address. A customer could have a live web server within minutes,
for example. Since its launch, AWS has provided various cloud-based products: cloud
computing (that is, servers), cloud storage (that is, file server equivalents), databases,
networking, and many more.

As previously mentioned, the virtual server technologies enabled AWS and other
service providers to provide cloud-based services to their customers. AWS created data
warehouses (or data centers) in various geographical regions within a country and around
the world. They configured their networking and equipment to allow multiple customers
to create servers and save their data, so they were logically separated. No customer would
be able to access another customer’s resources. They were logically separated because
the software would separate the data and prevent authorized access even though they
might be physically hosted on the same equipment. See Figure 1.3 for an example of logical
separation:

2 “Overview of Amazon Web Services.” Amazon Web Services, Inc. https://docs.aws.amazon.com/
whitepapers/latest/aws-overview/introduction.html
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Figure 1.3: An example of logical separation that a cloud provider might implement

With virtualization technologies, AWS can support several customers with the equipment
in their data centers. Furthermore, it allows customers to choose:

e The number, speed and type of central processing unit (CPU) processors
® The random access memory (RAM) size

e The size of the disk space

e The number, speed and type of graphical processing units

e Other specifications to meet their needs.

How the CPU, RAM, and disk space are provisioned on the physical hardware is done for
us.

AWS follows the shared responsibility model to ensure our data is stored and accessed
safely.> AWS is committed to the Security of the Cloud, and they believe it is the customer’s
responsibility for the Security in the Cloud. This means that AWS will ensure the cloud

3 “Shared Responsibility Model.” Amazon Web Services. https://aws.amazon.com/compliance/
shared-responsibility-model/
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services and infrastructure is secure. Any hardware, software, data storage, networking,
building, staff, operations, and so on, involved in providing cloud services is secured and
maintained securely. This also means that how the customer uses the AWS cloud is their
responsibility to secure. Like with any software and service, there are best practices for
using them. The customer must know how to and be willing to implement them.

Secure virtualization technologies advanced to another level of virtualization. Initially,
the technology provided virtual networks, servers, and disk space. This allowed for the
introduction of containers. A container is like a virtual server but extremely lightweight.
The container’s operating system has a minimum set of libraries and dependencies and no
graphical display. The container has no resources but shares them with the server running
the container orchestration software. A virtual server needs a virtual CPU, RAM, disk
drive, network interfaces, and other resources, whereas a container borrows the resources
from the physical server when it needs them.

For example, a physical server may have 4 CPUs, 16 gigabytes (GB) of RAM, and one
terabyte (TB) of disk space. That server can host four virtual servers that each have 1 CPU,
4 GB of RAM, and 250 MB of disk space. We cannot add a fifth virtual server because we
are out of resources. Even if the virtual server only uses 2 GB of RAM, it was provisioned
with 4 GB of RAM, and they are unusable by another virtual server. See Figure 1.4 for a
drawing illustrating the four virtual servers:

i1 Vinual Server i}
1 CPUY 4 GB RAM / 250 MB Disk Drive

o Virtual Server o
1 CPU!/ # GB RAM / 250 MB Dijsk Drive

i+ Vinual Server i
1 CPUY 4 GB RAM / 250 MB Djsk Drive

i1 Vinual Server i}
1 CPUY 4 GB RAM / 250 MB Disk Drive

4 CPUs i 16GBRAM ! 1TB DiskDrive

Virtualization Software

Server

Figure 1.4: An example of four virtual servers running on a physical server
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Containers use resources differently. Suppose we create four containers on the physical
server. The containers only use 0.5 CPUs and 1 GB of RAM. The containers will use an
image that has the operating system, and they all share the same image. Any runtime
files are stored in a temporary container disk drive that grows as needed and is deleted
when the container is stopped. The container can use a volume to store files on the drive
permanently. These four containers share resources and use up a total of 2 CPUs, 1 GB of
RAM, the size of the container image, and the size of the new files. As long as there are still
available resources on the physical server, we can continue creating containers. See Figure
1.5 for a drawing illustrating the containers:

Contdiner i [ Container

(CPU/RAM &s needed) o Volume
o i [ Container

Contdiner g Volume
(CPU/RAM &s needed) -

Contginer
(CPU/RAM &s needed)

Container <-»] Container
(CPU/RAM as needed) b Image

4 CPUs i 16GBRAM || 1TB DiskDrive
Container Software
Server

Figure 1.5: An example of containers running on a physical server

Cloud providers were able to improve their service offerings because they maximized
the utilization of the physical server resources. Furthermore, it allowed organizations to
design their applications to use smaller servers that used fewer resources and could be less
expensive. The ability to potentially run an application in a single container resulted in the
next level of innovation: serverless computing.
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Introduction to serverless computing

In 2014, AWS introduced AWS Lambda, which is their serverless computing service.*
Lambda allows us to upload and run code as a function without configuring a server or
a container. The service uses containers to run the code. When we upload the code to the
Lambda service, it is stored as a compressed file inside AWS. When the Lambda function
needs to run the code, the service will create a new container, create a volume using the
compressed file, execute the code, and delete the container after a period of inactivity.
How the Lambda service manages that process is beyond our control. We specify the
parameters we would like our Lambda function to have:

e  Amount of RAM

¢ Maximum execution time

e Trigger(s) that starts the code execution
¢ Function code compressed file

e Security permissions

There are other parameters that we will learn in later chapters. The Lambda service uses
the Lambda function parameters to create a container. The Lambda service is considered
serverless instead of a container service for the following reasons:

e The purpose is to run code
e We cannot directly manage the containers
e The containers are short-lived

* AWS may choose to move away from containers as the underlying technology

Other serverless providers do not use containers for serverless computing, and how
AWS operates the Lambda service is out of our control. A container service assumes the
containers are running for long periods. Containers are often used as small servers, and
the container configuration might impact how the application runs. As a result, defining
the Lambda service as a different service offering makes sense.

Moving to a serverless offering provided many benefits to AWS and its customers. In the
previous examples, a physical server could host four virtual servers and more than four
containers. The physical server can host many more containers because they are created
when they are needed and deleted when they are not. Using the previous example, we
can potentially host 100s over Lambda function configurations because the underlying
containers only exist when they are needed. The likelihood that all the Lambda functions
need to exist simultaneously is low. This is a benefit for AWS customers because they can
define as many Lambda functions as needed and only pay when they are used, which can
be significantly less than provisioning a server or container.

4 “AWS Lambda Releases.” Amazon Web Services. https://docs.aws.amazon.com/lambda/latest/dg/
lambda-releases.html
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The serverless computing model provides the following benefits:
* On-demand usage
e Elasticity
® Scalability
* Rapid development
* Reduced infrastructure
* Reduced maintenance
e Lower costs
* Smaller attack surfaces

The success of serverless computing resulted in cloud providers creating new serverless
services and updating existing services to work with serverless applications.

Introduction to serverless storage

In 2006, AWS introduced Amazon Simple Storage Service (S3), which is their object
storage service.” S3 was one of AWS’s early service offerings.® S3 is an object storage
where we can store any type of data as an object associated with a key name. We store
data in buckets which allows us to create logical groups for our objects. We cannot access
objects like files in an operating system or file share server. We access the S3 data using the
following AWS capabilities:

e The web-based console
e The application programming interface (API)
¢ The command line interface (CLI)
e The software development kit (SDK)
AWS and many developers consider S3 as part of the AWS serverless offering. Much like

how we do not need to worry about how a Lambda function is created and managed, AWS
will manage how we save data to S3. With S3, we can:

* Save an object as big as 5 TB.”
e Have no limit on how many objects we can save to a bucket.®
e Create up to 1000 buckets

5  “Document history.” Amazon Web Services. https://docs.aws.amazon.com/AmazonS3/latest/user-
guide/WhatsNew.html

6  “What is Amazon S3?” Amazon Simple Storage Service User Guide. Amazon Web Services. https://
docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html

7 “Amazon Simple Storage Service endpoints and quotas.” Reference Guide. Amazon Web Services.
https://docs.aws.amazon.com/general/latest/gr/s3.html

8  “Bucket restrictions and limitations.” Amazon Simple Storage Service User Guide. Amazon Web
Services. https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html
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S3 provides flexibility and scalability in storage, similarly to how Lambda provides that
for computing.

Since then, AWS has introduced serverless databases or serverless versions of non-
serverless databases. Object storage is beneficial for storing large amounts of data but can
be inefficient for querying and searching. Services exist that enable querying and searching
for object storage, but that can result in a more complex design and increased costs. Rather,
we can use serverless databases. A popular serverless database is Amazon DynamoDB.

DynamoDB is a key-value or Non-Structured Query Language (NoSQL) database.’
Unlike other SQL or NoSQL database services, DynamoDB does not require us to have a
dedicated server. AWS fully manages DynamoDB, using multiple servers and disk drives
to handle the traffic and store our database table. When we use DynamoDB, we can focus
on tables and their data without worrying about configuring and managing the database
servers. We work with the tables and data using the AWS console, API, CLI, or SDK.

DynamoDB allows us to configure how much data we can read and write per second (that
is, read and write capacity). There are two capacity modes:

e Provisioned capacity: We can specify how much read capacity and write capacity we
want as available for our application to use. This provides us with predictability in
performance and costs. This mode is best for when we have a consistent number
of reads and writes to our table.

* On-demand capacity: We can use a pay-per-use mode where we do not need to
specify how much capacity we need. This gives us the most flexibility, but we pay
higher prices per read and write. This mode is best when we have unpredictable
or spikey traffic or when our data sits idle most of the time.

Furthermore, DynamoDB has no limits to the amount of data a table can store. This
unlimited storage provides the benefits of object storage with the added features of
database operations."

Introduction to serverless services

Data storage and application interfaces were the next logical areas to introduce a serverless
solution.

9  “What is DynamoDB?” Amazon DynamoDB Developer Guide. Amazon Web Services. https://docs.
aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html

10 “Service, account, and table quotas in Amazon DynamoDB.” Amazon DynamoDB Developer Guide.
Amazon Web Services. https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/
ServiceQuotas.html
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Serverless data storage services were designed to have the following key benefits:

e Elastic capacities

® Scalable resources
Many serverless data storage services provide virtually unlimited or very high data storage.
These services do not require provisioning for a specific amount of data storage. Instead,
data is stored as needed.
There are different serverless data storage service options which include:

* Object storage

e File systems

* Relational databases

e Non-relational / key-value / document databases
We will explore these services in more detail when we explore the AWS serverless services.

The application interface services can be serverless or not. These services are often
categorized as serverless because they work well with serverless computing and provide
on-demand, elastic, and scalable characteristics. These application interfaces include:

¢ API gateways, management, and services
* Messaging and notifications
e Workflow and business logic orchestration

¢ Event buses and management

We will explore these services in more detail when we explore the AWS serverless services.

Reviewing AWS serverless services

AWS has a web page dedicated to its serverless capabilities.!! See Figure 1.6, which has
a screen capture of a section of the AWS serverless web page showing some serverless
services:

11 “Serverless on AWS.” Amazon Web Services. https://aws.amazon.com/serverless/
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Figure 1.6: A screen capture of the AWS serverless computing web page

AWS provides the following serverless services and services that work well with serverless
computing:

* Amazon Aurora Serverless

* Amazon API Gateway

¢ Amazon CloudFront

e Amazon CloudWatch

e Amazon Cognito

e Amazon DynamoDB (Database)

e Amazon EventBridge

* Amazon Elastic File System (EFS)
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e Amazon Lambda

* Amazon Neptune Serverless

e Amazon OpenSearch Serverless

e Amazon RedShift Serverless

e Amazon Relational Database Service (RDS) Proxy
* Amazon Simple Email Service (SES)

e Amazon Simple Notification Service (SNS)
e Amazon Simple Storage Service (S3)

* Amazon Simple Queue Service (SQS)

e AWS AppSync

e AWS Fargate

e AWS Step Functions

These services are well documented in the AWS website and documentation, but we will
review some of these services that we will use in this book.

Amazon Lambda

We reviewed Lambda earlier in the chapter. (See the Amazon Lambda icon in Figure 1.7.)

/)

Figure 1.7: Amazon Lambda icon

To summarize this service, Lambda allows us to execute functions (code) without
configuring physical servers, virtual servers, and containers. We specify the Lambda
functions configuration, upload the code, and define what events will start (trigger) the
code execution.

We will use Lambda functions as our compute and website backend. See Figure 1.8 for an
example of a Lambda function resource:
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© 2023, Amazon Web Services, Inc. or its affiliates.

Figure 1.8: An example of a Lambda function resource

Amazon API Gateway

API Gateways allows us to create and manage an API for our applications.”? (See the
Amazon API Gateway icon in Figure 1.9.)

Figure 1.9: Amazon API Gateway icon

We can create APIs that follow the Representational State Transfer (REST) designs and
WebSocket communications protocol. There are two flavors of RESTful APIs:

12 “What is Amazon API Gateway?” Amazon API Gateway Developer Guide. Amazon Web Services.
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
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e REST APIs: They provide rich API endpoints that support the HTTP (Hyper-Text
Transfer Protocols) (for example, GET, POST, PUT, DELETE OPTIONS). They use the
request-response, where an HTTP request is made to an API endpoint, and it sends
a response.

e HTTP (Hyper-Text Transfer Protocols) APIs: They provide simpler RESTful APIs
and natively support OpenID Connect and OAuth (Open Authorization) 2.0
protocol.

We can manually create the API or use the OpenAPI® Specification.

We will use API Gateway to create the API endpoints for our application. See Figure 1.10
for an example of an API:
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) api:us-east-
API: api 1:123456789012:a1b2
b
| Resources 3
o
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Stages € 3
2 2
Authorizers O e
Method Response Integration Respol 3
Gateway Responses =3
Select an integration Proxy integrations P
Models response. cannot be configured
to transform
i - — —
Resource Policy responses.

Documentation
Dashboard
Settings

Usage Plans

API| Keys

CloudShell Feedback Language Privacy Terms Cookie preferences

© 2023, Amazon Web Services, Inc. or its affiliates.

Figure 1.10: An example of an API Gateway API resource

13 OpenAPlis a trademark of The Linux Foundation.
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Amazon Simple Storage Service

We reviewed the Amazon Simple Storage Service (S3) earlier in the chapter. (See the
Amazon S3 icon in Figure 1.11)

Figure 1.11: Amazon S3 icon

To summarize this service, S3 allows us to upload various data types as objects. We
associate an object with a key name and upload it to the bucket. An object can be up to 5
TB in size, and a bucket has no limit on the number of objects or total disk space.

We will use S3 to host our website files and save our application data. See Figure 1.12 for
an example of a bucket:
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Figure 1.12: An example of an S3 bucket resource



