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Preface

This book is the result of that curiosity and the hours we spent experimenting, building,
breaking, and learning Golang in building scalable systems to solve real-world problems.

This is not a book full of complicated theory. It is a hands-on guide written by learners, for
learners. We begin with the basics—introducing Go, its speed, simplicity, and why it is a
great language for building modern systems. Then, we move into networking, showing
how machines connect using TCP, UDP, and sockets.

From there, we explore how to build real web services, work with data formats like JSON
and XML, and use tools like Keycloak for identity management. You will also learn about
network packages and how Go makes high-performance server programming easier.
Performance matters, and so we look at ways to make programs faster using profiling and
optimization. We dive into automation too—how Go can help manage devices, networks,
and cloud services.

Security is also a big focus here. We covered authentication, authorization, cryptography,
and OWASP vulnerabilities. Moreover, we also explore ethical hacking with Go in safe,
controlled environments.

We ended with a glossary to make sure you do not get stuck on tricky terms. This book
may not be perfect—but it is honest, practical, and made with care. We are excited to share
what we have learned.

This book is all about using the Go programming language (also called Golang) to build
real-world systems. It teaches you not just how to write code, but how to make things
work—Ilike building fast and safe websites, connecting to other computers, securing
information, and even testing networks in a safe way. Each chapter has hands-on examples
to help you understand how these things work in real life.

The chapters are arranged so that you start with the basics and then move to more advanced
stuff step by step. Here is a quick look at what each chapter covers:

Chapter 1: Introduction to Go Language - Learn where Go comes from, why it is popular,
and how it helps developers build strong, fast programs without too much complexity.

Chapter 2: Networking Essentials - Understand how computers talk to each other over
a network. This chapter explains important concepts like TCP, UDP, and how to make
simple connections in Go.
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Chapter 3: Application Essentials - Build your own web services. You will learn how to
send and receive data, connect with databases, and make applications that people can use
over the internet.

Chapter 4: Data Essentials - Learn how to work with different kinds of data, like JSON
and XML. You will also learn how computers call each other’s functions remotely using
RPC.

Chapter 5: Network Packages Unleashed - Use Go’s powerful libraries to build tools that
help you scan networks, analyze data, and create efficient server systems.

Chapter 6: Introduction to Performance Essentials - Speed matters. This chapter shows
how to make your Go programs run faster and use less memory, with tools that help you
measure performance.

Chapter 7: Automation Essentials - Learn how to write Go programs that automate
tasks—like managing servers or setting up devices—making your life (and job) easier.

Chapter 8: Authentication, Authorization, and Cryptography - Security is super
important. This chapter covers how to verify users, control access to systems, and protect
data using cryptography.

Chapter 9: OWASP with Golang - Find out about the most common security problems
in websites and how to fix them using Go. You will also try out tools that help catch these
issues early.

Chapter 10: Hacking the Network - This one is exciting to every programmer or coder!
It is about about ethical hacking, how to test networks safely using Go, like simulating
attacks in a lab to learn how to defend against them.

APPENDIX: Technical Essentials - This final chapter explains important terms and
concepts in a simple way, so you can quickly look things up while learning or building
your own projects.
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CHAPTER 1

Introduction to Go
Language

Introduction

By 2007, Google was developing Go (popularly known as Golang) in C, an open-source
programming language launched in 2009 with BSD licensing for Linux and Mac Platforms.
GO 1.0 is the first production-ready version which was released in March 2012. We are
currently at Golang version 1.23 (which we will use in this entire chapter).

Many other languages like C, C++, Java, and C# inspired the development of this
language. For instance, the idea of package definitions in this programming language
draws inspiration from Java and C#, while the concept of interfaces is influenced by Java's
inheritance mechanism. Moreover, the syntax and structure of this language bear a strong
resemblance to C.

While pronounced programming language exists widely, you might be thinking, why is
there yet another programming language? Well, all these languages suffer from the great
compilation overhead with an increased footprint of artifacts getting generated.

For example, the #include header files, during the build, are included as many times
as referenced in the overall code, resulting in duplicate import and increased artifact
size. Golang avoids this duplication, resulting in fabulous compilation and building
speed through its inbuilt dependency management. The compilation aspect of Golang
code is almost negligible compared to other languages. It is also highly independent of
the underlying platform architecture. For example, no JVM requirement, which has its
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limitation in terms of maximum memory, could be allocated to a JVM. It can be cross
compiled by setting the GOARCH environment variable.

Structure

In this chapter, we will cover the following topics:
e Choosing Golang
e Setting up the environment
e Environment variables
e Folder structures

e  Welcome to Go

e Packages
e Modules
e Import
e Export

e Data types

Objectives

This chapter contains an introduction to Golang with basic elements and features like
yield or generator, concurrency, oops, generics, fuzzing, and any other core components
of Golang.

Before delving into the details of setting up the environment, understanding environment
variables, folder structure, the significance of main and init functions, and different data
types, it is essential to lay a solid foundation in programming. This introductory passage
will provide you with an overview of these topics and their importance in the development
process.

Choosing Golang

Golang (Go) is widely regarded as an efficient and high-performance language that is
particularly suitable for systems programming, backend services, and cloud-native
applications. This section explores Go’s key advantages, benchmark comparisons with
other languages, and its suitability for various use cases.

Performance and efficiency

Go is known for its excellent performance, as it compiles directly into machine code,
eliminating the need for an interpreter or virtual machine (VM). This results in faster
execution times and lower memory consumption.
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Benchmark comparisons

The following table provides a performance comparison of Golang with other popular
programming languages:

Feature Golang 1.23 C++ Java Python
Compilation Time (ms) 150 450 600 2000
Execution Speed (Ops/sec) | 120,000 140,000 100,000 20,000
Memory Usage (MB) 25 20 50 90
Concurrency Support High Medium Medium | Low
Binary Size (MB) 2.5 1.8 15 N/A

Table 1.1: Performance comparison of Golang with other popular programming languages. Data sourced from

various benchmarking sites and tested on an Intel i7 processor with 16GB RAM.

Concurrency and scalability

One of Go's biggest strengths is its lightweight concurrency model, which makes it ideal
for scalable applications. Instead of OS threads, Go uses Goroutines, which are much
lighter and consume fewer resources. Let us go over the following:

Goroutines versus threads: Unlike traditional threading models in Java and C++,
Go’s Goroutines require minimal memory and can efficiently handle thousands of
concurrent operations.

Channels for safe communication: Go provides channels for synchronized
communication between Goroutines, reducing race conditions and complexity.

Simplicity and readability

Go is designed to be simple, with a clean syntax that makes it easy to learn and maintain:

Minimalist syntax: Unlike C++ or Java, Go avoids complex features like manual
memory management, class inheritance, and templates.

Garbage collection: Go includes an optimized garbage collector that ensures
efficient memory management.

Standard library: Go has a robust standard library with built-in support for
networking, file I/O, and encryption.

Cross-platform and portability

Go offers native support for cross-compilation, enabling developers to compile binaries
for different platforms without additional dependencies. Its features are:
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e No JVM required: Unlike Java, Go does not require a runtime environment,
making it ideal for lightweight deployments.

e Cross-compilation: Setting the GOARCH environment variable allows easy
compilation for different system architectures.

Adoption in DevOps and cloud-native
applications

Go has become the preferred choice for DevOps tools and cloud-native applications due
to its efficiency and scalability. Its features are:

e Used by Kubernetes, Docker, and Terraform: Major cloud-native platforms are
written in Go.

e Microservices-friendly: Go's lightweight nature makes it a great choice for
building microservices.

e Fast deployment: The small binary size and fast execution speed enhance
deployment efficiency in containerized environments.

Setting up the environment

One of the initial steps in programming is setting up the environment. This involves
installing the necessary software tools and configuring them to create an environment
suitable for coding. By properly setting up the environment, you ensure that you have the
required compilers, libraries, and dependencies to write and execute your code efficiently:

e Environment variables: Environment variables play a crucial role in the
programming ecosystem. They are dynamic values that can affect the behavior
of your software. Understanding how environment variables work and how to
manipulate them allows you to control various aspects of your application, such
as configuring paths, defining constants, or adjusting runtime behavior.

e Folder structure: Organizing your project files and directories in a logical and
consistent manner is essential for maintaining a structured and manageable
codebase. A well-defined folder structure helps in locating files, separating
concerns, and collaborating with other developers. We will explore best practices
for designing a folder structure that promotes modularity, scalability, and ease of
maintenance.

Binary distributions can be found at: https://go.dev/dl/

The source code can be downloaded from: https://github.com/golang/go/tree/release-
branch.go1.20

Refer to https://go.dev/doc/install for installation instructions for Linux, Mac, or Windows.
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The following is the text given in the installation instructions, which is tested and verified
for functionality.

Installation of Go in Linux

To install Go on Linux and verify its installation, follow these steps:

1. Downloading Go:

Open a web browser and visit the official Go website: https://golang.org/dl/.

On the Downloads page, find the Linux distribution that matches your system
architecture (For example, Linux x86-64).

Click the download link to save the Go installation archive (tarball) to your
computer.

2. Installing Go:

Open a terminal window.
Navigate to the directory where you downloaded the Go installation archive.
Extract the tarball using the following command:

tar -C /usr/local -xzf go<version>.linux-amdé4.tar.gz

Replace <version> with the version number you downloaded. This will
extract the Go binaries to the /usr/local/go directory.

3. Configuring Go environment variables:

a.

Open your shell's configuration file (For example, .bashrc, .bash_profile,
or .zshrc) using a text editor:

vim ~/.bashrc
Add the following lines at the end of the file to set Go-related environment
variables:

export PATH=$PATH:/usr/local/go/bin
export GOPATH=$HOME/go
export PATH=$PATH:$GOPATH/bin

Save the file and exit the text editor.

Reload the shell configuration by running the following command:

source ~/.bashrc

This will update the environment variables for the current shell session.



