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Preface

Welcome to the world of “End-to-End Observability with Grafana.” This book
represents the culmination of our deep passion for empowering individuals and
organizations with the knowledge and tools needed to achieve comprehensive
observability in their systems using Grafana. Observability has emerged as a
critical aspect of managing modern complex systems. As digital landscapes
continue to evolve and expand, the need for in-depth insights and understanding
of our applications, infrastructure and user experiences becomes increasingly
vital. Simply monitoring individual components is no longer sufficient, we must
adopt a holistic and interconnected approach to gain a comprehensive view of our
entire ecosystem.

Our journey into the realm of observability has led us to Grafana, a powerful and
flexible open-source platform renowned for its data visualization and monitoring
capabilities. Grafana empowers engineers and operators to gain real-time visibility
into their systems, make informed decisions and proactively address any issues that
may arise through its extensive features and integrations. The purpose of this book
is to serve as a comprehensive guide to end-to-end observability with Grafana.
Regardless of whether you are an experienced professional seeking to deepen your
understanding or a beginner taking your first steps, this book provides a roadmap
to help you unlock the full potential of Grafana’s observability capabilities.

By combining theoretical concepts, practical examples, and hands-on tutorials, we
aim to guide you on a transformative journey through Grafana’s features. We will
start by establishing a strong foundation of observability principles, then progress
to topics such as setting up data sources, configuring dashboards, and utilizing
advanced functionalities like alerting and logging. Throughout the book, we will
explore real-world use cases, sharing valuable insights and strategies to enhance
your observability workflows. Our intention is not only to offer a technical
guide but also to inspire and spark your curiosity. We encourage you to explore,
experiment and discover innovative ways to leverage Grafana’s observability
features within your unique environment.

We want to express our sincerest thanks to you, the reader. It is your curiosity,
determination and thirst for knowledge that drive us to share our experiences and



xi

insights. Our hope is that this book will empower you to embark on an exciting
and transformative observability journey with Grafana, enabling you to achieve
unparalleled visibility and control over your systems. Welcome to “End-to-End
Observability with Grafana.” Together, let us embark on this thrilling adventure.

Chapter 1: Introduction to Data Visualization with Grafana - provides a brief
introduction to the use of data visualization in general and specifically in Grafana.
We will then move on to installing a Grafana server onto your machine, using
either a native installer or a Docker container. Launching the server and connecting
to it with a web browser will also be covered.

Chapter 2: A Tour of the Grafana Interface - explores the workings of the major
interface components once you have loaded the Grafana web app.

Chapter 3: An Introduction to the Graph Panel - dives into the Graph panel for a
closer look at how to work with the major components of the panel after creating
a test data source. We will also identify common panel elements in preparation for
looking at other panels.

Chapter 4: Connecting Grafana to a Data Source - explains different data sources
available in Grafana, shows you how to install Prometheus data source and to
visualize the data.

Chapter 5: Visualizing Data in the Graph Panel - show some of the more advanced
features of the Graph panel.

Chapter 6: Creating Your First Dashboard - shows how to build a simple
dashboard and related panels. explains the major components of a dashboard in-
depth. Makes you familiar with the dashboard interface by moving and resizing
panels.

Chapter 7: Visualization Panels in Grafana - takes a quick tour of the other major
panels and how they’re used.

Chapter 8: Organizing Dashboards - shows you how to label dashboards and
organize them into folders to make them easier to find.
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Chapter 9: Grafana Alerting - shows you how to create threshold alerts in the
graph and connect them to notification channels. Step-by-step email notification
channel setup is explained with Gmail and showcases how alerts are received.

Chapter 10: Working with Advanced Dashboard Features - explores the powerful
advanced features of the dashboard, including annotations, templating with
variables, and dashboard linking, as well as techniques for sharing dashboards.

Chapter 11: Exploring Logs with Grafana Loki - explains how Loki can be
leveraged to answer questions about a log dataset.

Chapter 12: Managing Authorization and Authentication - discusses how
Authorization can be enabled to manage User Permissions using Teams in Grafana,
and how Authentication with External Services can be enabled.

Chapter 13: Blackbox Exporter - explains how Blackbox exporter can be set up
and be used to monitor external data from websites.

Chapter 14: Synthetic Monitoring - This chapter discusses enabling Synthetic
monitoring checks in Grafana manually and with automation.

Chapter 15: Maximizing the Grafana Plug-in - discusses types of Grafana plugins,
provides recommendations to some of the widely used Grafana plugins. Also
gives future direction to explore custom Grafana plugins.

Chapter 16: Kubernetes Monitoring - This chapter discusses the monitoring and
alerting setup for Kubernetes cluster using Grafana and Prometheus.

Chapter 17: Grafana Cloud - explains end-to-end SAAS based Grafana Cloud
monitoring setup, how to leverage cloud for monitoring and different subscription
options.

Chapter 18: AIOps Monitoring - provides background information on AIOps
Monitoring. The benefits of implementing AIOps monitoring, in addition to the
challenges it presents. This chapter also includes information regarding well-
known AIOps products that are readily accessible on the market today, as well as
an illustration of how one of the most effective AIOps tools may be linked with
Grafana.
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Chapter 19: Dashboard Setup for Performance Testing and Engineering -
explains Grafana dashboard setup strategy for an application which is focused on
performance metrics and recommendation to use the best dashboard layout.

Chapter 20: Best Practices of Working with Grafana - discusses the best practices
for creating and managing dashboards, how to ensure security and maintain
version control.
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CHAPTER 1

Introduction to Data
Visualization with
Grafana

Introduction

In this chapter, you'll learn the basics of data visualization and how to use Grafana.
Grafana is one of the most popular data visualization tools available today. It is
simple to use, open source, and adaptable. Additionally, Grafana offers a huge
selection of plugins that let you increase its capability. Grafana is a great tool for
expressing your data, regardless of your experience level with data visualization.

You can learn how to install Grafana on your computer in this chapter, which
includes instructions for doing so via a native installer, a Docker container, or even
with Helm charts. When the server is started, you'll learn how to use a web browser
to connect to it.

Structure

In this chapter, we will learn the following:
e Technical requirements
e Data and visualization
e What s the appeal of Grafana?

e (Grafana installation
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e Grafana for Linux

e Grafana for Windows

e Grafana for Mac

e Grafanain a Docker container
¢ Managed Grafana on the cloud
e Grafana server connection

e Conclusion

e Questions

Objectives

This chapter aims to give you a basic introduction to data visualization with Grafana.
We will touch upon the details of Grafana installation requirements on different
operating systems, what makes Grafana appealing as a monitoring tool and how to
connect to Grafana from a local browser.

1.1 Technical requirements

Since Grafana is a web-based application, you'll need to run a few commands to get
it up and running. The following are the technical requirements and prerequisites
for installing and running Grafana v9.0:

e Knowledge of the command shell

e Installation of Grafana on the machine of your choice using a terminal
application or an SSH

e Java8or higher

e Python 3.5 or later
e Git CLI tool

e Docker

e Kubernetes cluster

e Optionally, you'll be able to login as an administrator to use the command
line to set up and run Grafana

¢ Dashboards, chapter details, and other helpful resources of this chapter can be
found at https://github.com/bpbpublications/End-to-End-Observability-
With-Grafana/tree/main/Chapter-01.
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1.1.1 Supported operating systems

Grafana installation is compatible with the following OSes:
e MacOS
e Ubuntu/Debian
e  Windows
e RPM-based Linux (OpenSUSE, RedHat, Centos, Fedora)

1.1.2 Hardware recommendations
Grafana consumes few resources and is very light on memory and CPU. Following
are the minimum recommendations:

e 2 GB of memory

e 10 GB of disk space

e 4CPUs

1.1.3 Supported databases for Grafana
configuration storage

A database is required for Grafana to store its configuration data, which includes
things like users, data sources, and dashboards. The precise requirements are
determined by the size of the Grafana installation and the features that are being
utilized. Grafana is compatible with the following database types:

e SQLite (default)
e MySQL
e DPostgreSQL

1.1.4 Supported web browsers

The most recent version of each of the following browsers includes support for
Grafana. It's possible that older versions of these browsers won’t be supported, so if
you want to use Grafana, you should always use the most recent version available.

e Internet Explorer 11 (Grafana versions < v6.0)
e Chrome/Chromium

e Safari
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e FireFox
e Microsoft Edge

Note: JavaScript needs to be enabled in the browser.

In the next section, more details of data storage and visualization will be provided.

1.2 Data storage and visualization

Researchers, scientists, NGOs, and ordinary citizens all over the world are creating,
storing, and using their own sets of data. Each of them faces the same challenge:
how to aggregate, collate, or distill the vast amounts of information into a form that
is easy for humans to comprehend and act on in a matter of seconds or less. To solve
this problem, we need a better way to store and display our data, as shown in the
following figure:
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Figure 1.1: Website Monitoring Dashboard

Data is everywhere. It's in our phone, car, and everything else around us. This
means businesses will need more data storage and visualization capabilities than
ever before to make sense of the information they collect.

Data storage and visualization is also commonly known as data science, and they
are two sides of the same coin. Data storage and visualization is the process of
organizing, storing, and displaying information in a way that is easy for humans
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to understand. Both are critical components of any data science project. If you can’t
store or visualize data, there’s no point in analyzing it.

Data storage has evolved from simple text files to complex relational databases
and NoSQL data stores like MongoDB. This evolution has allowed us to store more
information than ever before in an accessible format. Data storage is one of the most
important factors in determining the effectiveness of a computer system. It is often
measured (along with response time) in IOPS. The two terms are related, as the
number of IOPS depends on how fast data can be written to or read from storage
devices.

The term data visualization is used to describe techniques for representing information
so that it can be perceived quickly and accurately by users. The goal is to present
complex information so that it will be easy for people to understand and allow them
to make sound decisions based on that information.

Effective visualizations make heavy use of color, size, and shape to convey meaning
more efficiently than text or numbers could do it alone. Data visualization is one
of the most important aspects of data analysis and data science. Data visualization
tools have also evolved from simple charts to interactive dashboards that allow
users to explore large data sets interactively using gestures like panning, zooming
or filtering by information like date or location. Data visualization tools allow you
to see your data in a new way, which can often reveal patterns that were previously
hidden.

Data visualization tools include charts like line graphs, scatter plots, bar charts, pie
charts, and many others; maps showing geographical information; and network
diagrams showing relationships between different pieces of information. For
example, if we want to compare two countries in terms of population size and birth
rate, we can do so by simply dragging-and-dropping countries onto a scatter plot! In
a world where everything is becoming smarter and more connected, it is important
to be able to visualize data to make sense out of it.

For example, let’s say you have a large amount of information about traffic patterns
on a city street over time. Using simple bar charts or line graphs will not give you an
accurate picture of how traffic flows through this street at different times of the day
or on different days. However, using advanced visualization tools like heat maps
(which are graphics that represent data values as colors) or 3D representations (which
show three dimensions) can help you gain much more insight into this problem than
just looking at simple bar charts or line graphs. A good example of this concept can
be seen in an article written by Coby Kennedy for InfoWorld entitled Visualizing Data
for Better Decisions.



