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Preface

This book stands as a tribute to my grandparents, both maternal and paternal, reflecting 
their enduring legacy. Their belief in education and perseverance has always been a 
guiding light in my career, and deeply influenced interactions with aspiring cybersecurity 
enthusiasts and seasoned professionals alike. 

I encountered two individuals at pivotal points in their careers: one, a student eager to 
enter the cybersecurity field, and the other, a cloud administrator aspiring to pivot to 
digital forensics. Their quest for practical, real-world knowledge underscored a void in 
available resources, especially in curated hands-on applied material. This gap in finding a 
single, comprehensive guide that could kick start their journey inspired this book, where 
I aim to curate knowledge and insights drawn from my education and career, offering a 
practical guide that addresses this critical gap. 

Embarking on this journey, I sought to create a manual that is fundamentally practical, 
designed to serve not just as a reference but as a hands-on guide through the multifaceted 
world of digital forensics. The eleven chapters of this book are carefully crafted to guide 
readers from foundational concepts to the advanced techniques required in a professional 
setting. 

From setting up your digital forensics lab to learning and practicing complex digital 
forensics concepts, tools, and techniques, this book is structured to build your understanding 
and skills progressively. As you delve into the realms of computer system and network 
forensics, legal frameworks, and emerging technological challenges, you will be guided 
by real-world scenarios and practical exercises that emulate the work of a digital forensics 
investigator. 

The book’s journey will take you through various facets of digital evidence, including 
volatile and non-volatile data, live forensics analysis, and the intricacies of file systems 
and Windows Registry analysis. You’ll also explore browser forensics, anti-forensics 
techniques, and the constantly evolving landscape of cybersecurity challenges. 

“Cyber Forensics Up and Running” is tailored for: 

• Students who are eager to move beyond theoretical concepts to gain hands-on 
experience. 

• IT professionals who wish to pivot into the digital forensics field. 

• Security managers who aim to deepen their understanding to better support 
their teams. 
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This book is not just to be read; it is to be worked through, step by step, as a personal lab 
partner. It is for those who are ready to engage with the content, and who are eager to follow a guide 
that is every bit as practical as it is informative. If you are not ready for this active learning 
journey, this book might not be the right fit for you. But if you are willing to embrace the 
labs and exercises contained within, this book will be a valuable ally on your journey. 

Chapter 1: Introduction to Essential Concepts of Digital Forensics – This chapter lays 
the foundation for the entire book, introducing the basics of digital forensics, the types 
of cases commonly encountered, and the interplay between digital forensics and other 
cybersecurity fields. This chapter sets the stage for understanding the breadth and depth 
of digital forensics. Readers will gain a comprehensive view of the digital forensics 
landscape, setting the stage for more specialized topics in subsequent chapters. 

Chapter 2: Digital Forensics Lab Setup – Here, we dive into the practical aspects of setting 
up a digital forensics’ lab. The chapter discusses virtual machine environments, essential 
tools, and applications needed to create an effective lab setup. 

Chapter 3: Data Collection: Volatile and Non-Volatile – The focus is on the critical task 
of data collection in digital forensics. The chapter distinguishes between volatile and non-
volatile data, explaining their importance in forensic investigations. It elaborates on various 
methods and tools for data acquisition, such as FTK Imager and Linux Memory Extractor, 
providing practical knowledge for capturing crucial digital evidence. This chapter is 
pivotal in understanding the nuances of different data types and the best practices for 
their collection, which is a cornerstone of any forensic investigation. 

Chapter 4: Forensics Analysis: Live Response – This chapter focuses on live forensics 
analysis, an increasingly important aspect of digital forensics in responding to incidents. 
It explains the significance of live analysis, the tools and techniques for volatile data 
collection, and the integration of digital forensics with incident response. This chapter is 
particularly relevant for those interested in understanding how to respond to live cyber 
incidents and the role of forensics in real-time scenarios. It provides the necessary insights 
for a comprehensive approach to incident response and digital forensics integration. 

Chapter 5: File System and Log Analysis – Chapter 5 discusses techniques for analyzing 
key system components like the Master Boot Record and Master File Table, along with 
methods for file recovery and system log analysis. The chapter empowers readers to detect 
and retrieve subtle digital traces that could be pivotal in an investigation, showcasing the 
depth and detail required in forensic examinations. 

Chapter 6: Windows Registry and Artifacts – The windows registry and artifacts chapter 
explores the in-depth exploration of the Windows Registry, a goldmine for forensic 
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investigators. It teaches readers how to extract, analyze, and interpret data from the 
registry, providing insights into user activities and system configurations. This chapter is 
essential for understanding the wealth of information stored in the Windows Registry and 
how to use it effectively in digital forensic investigations. 

Chapter 7: Network Data Collection and Analysis – In Chapter 7, the focus shifts to 
network forensics, a critical component of digital investigations. It covers the fundamentals 
of network data collection and analysis, including the use of tools like Wireshark and 
Tshark. This chapter provides foundational knowledge for conducting thorough network 
forensic investigations. 

Chapter 8: Memory Forensics: Techniques and Tools – This chapter introduces readers 
to memory forensics, a specialized field within digital forensics. It discusses various tools 
and techniques for extracting and analyzing data from system memory, offering insights 
into the volatile aspects of digital evidence. Readers will learn about tools like Volatility, an 
essential tool for any forensic practitioner focusing on memory analysis. 

Chapter 9: Browser and Email Forensics – In Chapter 9 of ‘Cyber Forensics Up and 
Running,’ we dive deep into the technical intricacies of Browser and Email Forensics. 
This chapter is your guide to the systematic examination of digital artifacts left behind by 
web browsers and emails. From dissecting browser architectures and analyzing artifacts 
to mastering email header analysis, we will cover the tools and knowledge necessary for 
digital forensic professionals to uncover crucial evidence. 

Chapter 10: Advanced Forensics Tools, Commands and Methods – In Chapter 10 of ‘Cyber 
Forensics Up and Running,’ we delve into Advanced Forensics Tools and Methods. This 
chapter equips you with a toolbox of advanced techniques and methodologies to navigate 
complex digital investigations effectively. From command-line utilities to GUI-based 
tools, we explore the intricacies of forensic analysis. Additionally, we harness the power 
of Open-Source Intelligence (OSINT) to extract valuable insights. This chapter is your 
gateway to mastering the tools and methods that seasoned digital forensic professionals 
rely on to uncover critical evidence. 

Chapter 11: Anti-Digital Forensics Techniques and Methods – We explore the concept 
of anti-forensics, dissecting its goals and techniques. From data hiding using tools like 
Steghide and StegDetect to encryption, data obfuscation, and data manipulation, we 
scrutinize the arsenal of techniques used by digital adversaries. Furthermore, we delve 
into the challenges faced by digital forensic practitioners in countering these anti-forensic 
tactics. This chapter equips you with the knowledge to recognize and respond to the covert 
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methods employed to obstruct digital investigations, providing a vital perspective in the 
world of digital forensics. 

The book aims to not only impart knowledge but also to inspire a deeper interest and 
understanding of the dynamic field of digital forensics. Whether you are a student, a 
professional in the field, or simply someone with a keen interest in digital forensics, this 
book offers valuable insights and practical knowledge to enhance your understanding of 
this essential aspect of cybersecurity. 



    xi

Code Bundle and Coloured Images

Please follow the link to download the
Code Bundle and the Coloured Images of the book:

https://rebrand.ly/nk8madm

The code bundle for the book is also hosted on GitHub at 
https://github.com/bpbpublications/Cyber-Forensics-Up-and-Running. 
In case there’s an update to the code, it will be updated on the existing GitHub repository.

We have code bundles from our rich catalogue of books and videos available at https://
github.com/bpbpublications. Check them out!

Errata
We take immense pride in our work at BPB Publications and follow best practices to 
ensure the accuracy of our content to provide with an indulging reading experience to our 
subscribers. Our readers are our mirrors, and we use their inputs to reflect and improve 
upon human errors, if any, that may have occurred during the publishing processes 
involved. To let us maintain the quality and help us reach out to any readers who might be 
having difficulties due to any unforeseen errors, please write to us at :
errata@bpbonline.com

Your support, suggestions and feedbacks are highly appreciated by the BPB Publications’ 
Family.

Did you know that BPB offers eBook versions of every book published, with PDF 
and ePub files available? You can upgrade to the eBook version at www.bpbonline.
com and as a print book customer, you are entitled to a discount on the eBook copy. 
Get in touch with us at :

business@bpbonline.com for more details.

At www.bpbonline.com, you can also read a collection of free technical articles, 
sign up for a range of free newsletters, and receive exclusive discounts and offers 
on BPB books and eBooks.



xii    

Piracy
If you come across any illegal copies of our works in any form on the internet, 
we would be grateful if you would provide us with the location address or 
website name. Please contact us at business@bpbonline.com with a link to 
the material.

If you are interested in becoming an author
If there is a topic that you have expertise in, and you are interested in either 
writing or contributing to a book, please visit www.bpbonline.com. We have 
worked with thousands of developers and tech professionals, just like you, to 
help them share their insights with the global tech community. You can make 
a general application, apply for a specific hot topic that we are recruiting an 
author for, or submit your own idea.

Reviews
Please leave a review. Once you have read and used this book, why not leave 
a review on the site that you purchased it from? Potential readers can then see 
and use your unbiased opinion to make purchase decisions. We at BPB can 
understand what you think about our products, and our authors can see your 
feedback on their book. Thank you!

For more information about BPB, please visit www.bpbonline.com.

Join our book’s Discord space
Join the book’s Discord Workspace for Latest updates, Offers, Tech happenings around the 
world, New Release and Sessions with the Authors:

https://discord.bpbonline.com



    xiii

Table of Contents

 1. Introduction to Essential Concepts of Digital Forensics ............................................... 1
Introduction ............................................................................................................................ 1
Structure .................................................................................................................................. 2
Objectives ................................................................................................................................ 3
What is digital forensics? ...................................................................................................... 3
Types of cases in digital forensics ........................................................................................ 3

Computer crime .................................................................................................................. 3
Corporate espionage and intellectual property theft .......................................................... 3
Financial fraud and embezzlement ..................................................................................... 4
Electronic discovery ............................................................................................................ 4
Human trafficking and drug crimes  .................................................................................. 4
Child exploitation ............................................................................................................... 4
Murder ............................................................................................................................... 4
Terrorism ............................................................................................................................ 4

Digital forensics and other fields of cybersecurity ............................................................ 5
Malware investigation and digital forensics overlap ......................................................... 5
Incident response and digital forensic overlap ................................................................... 6

What is an incident response? ................................................................................... 6
E-Discovery ........................................................................................................................ 6

Digital and cyber technological growth .............................................................................. 7
The PC revolution .............................................................................................................. 7
The Apple MacBook ............................................................................................................ 7
The rise of smartphones ...................................................................................................... 8
The gaming revolution ....................................................................................................... 8
The Internet of Things ........................................................................................................ 8
Cloud computing ................................................................................................................ 8
Drones and autonomous vehicles ....................................................................................... 8

The future of the modern cyber world ............................................................................... 9



xiv    

Virtual Reality .................................................................................................................... 9
Augmented Reality ............................................................................................................. 9
The metaverse ..................................................................................................................... 9

Modern technological explosion and its cyber security challenges ............................. 10
Digital forensics challenges in the cyber modern era ..................................................... 10
Phases of digital forensics  .................................................................................................. 11

Acquisition ....................................................................................................................... 11
Examination ..................................................................................................................... 11
Analysis ............................................................................................................................ 12
Presentation/reporting ..................................................................................................... 12

What is data acquisition? .................................................................................................... 13
Types of data acquisitions ................................................................................................. 13

Types of image formats ....................................................................................................... 13
Locard’s exchange principle ............................................................................................... 14
Types of digital evidence/data .......................................................................................... 14

Example of digital evidence .............................................................................................. 15
Categories of digital evidence ............................................................................................ 16

Volatile .............................................................................................................................. 17
Non-volatile ...................................................................................................................... 17

Preserving digital evidence integrity ................................................................................ 17
Dos .................................................................................................................................... 17
Don’ts ............................................................................................................................... 18
Methods and techniques of preserving evidence   integrity ............................................. 18

Chain of custody ...................................................................................................... 18
Hashing algorithms .................................................................................................. 19
Encryption ............................................................................................................... 19
Digital signature ...................................................................................................... 19
Write blocker ............................................................................................................ 20
Write protected digital evidence storage device ....................................................... 20

File carving ............................................................................................................................ 20
How is file carving different from file recovery ................................................................ 21

Digital forensics time objects: MAC(b)  ............................................................................ 22



    xv

Location of MAC(b) on NTFS file systems ...................................................................... 22
Conclusion ............................................................................................................................ 24
Points to remember .............................................................................................................. 25
Questions ............................................................................................................................... 25
References .............................................................................................................................. 25

 2. Digital Forensics Lab Setup .............................................................................................. 27
Introduction .......................................................................................................................... 27
Structure ................................................................................................................................ 27
Objectives .............................................................................................................................. 28
What is a Virtual Machine Environment? ........................................................................ 28

Advantages of a virtual machine environment ................................................................ 29
Host machines in virtual environments ........................................................................... 30
Minimum system requirement for Ubuntu VM .............................................................. 31
Minimum system requirement for Windows 10 VM ...................................................... 31

Install and configure VirtualBox and VMs ....................................................................... 32
Install VirtualBox on Ubuntu .......................................................................................... 32

Steps to create a virtual machine ............................................................................. 33
Cloning and Snapshot in VirtualBox ................................................................................. 35

Cloning ............................................................................................................................. 35
Snapshots .......................................................................................................................... 37

Reverting to a snapshot ............................................................................................ 37
Deleting snapshots ................................................................................................... 38

Essential digital forensics tools and applications ............................................................ 38
Hex Editor ........................................................................................................................ 38
The Sleuth Kit .................................................................................................................. 40
Autopsy installation ......................................................................................................... 42

Key features of Autopsy ........................................................................................... 42
Installing Autopsy on Windows OS........................................................................ 43
Installing Autopsy on MacOS ................................................................................. 43
Creating a new case in Autopsy .............................................................................. 44

Volatility ........................................................................................................................... 46



xvi    

Setup volatility on Ubuntu ...................................................................................... 46
Installing Volatility 2 on Windows OS ................................................................... 47
Installing Volatility 3 on Windows OS ................................................................... 47

PowerForensics ................................................................................................................. 49
SQLite............................................................................................................................... 50

Installation of SQLite Studio on Windows OS ....................................................... 50
Plaso and Log2timeline.py ............................................................................................... 50

Plaso installation on Windows ................................................................................ 51
Plaso installation on Ubuntu ................................................................................... 51

Other standalone tools and utilities ................................................................................. 52
Conclusion ............................................................................................................................ 53

 3. Data Collection: Volatile and Non-Volatile .................................................................... 55
Introduction .......................................................................................................................... 55
Structure ................................................................................................................................ 56
Objectives .............................................................................................................................. 56
Volatile vs. non-volatile ....................................................................................................... 56
Order of volatility ................................................................................................................ 57
Digital forensic image formats ........................................................................................... 59
Hash-based validation ......................................................................................................... 60
Volatile data collection ........................................................................................................ 61

DumpIt ............................................................................................................................. 62
PMEM .............................................................................................................................. 63
WimPmem ........................................................................................................................ 63
FTK Imager ...................................................................................................................... 66
Linux Memory Extractor ................................................................................................. 68

Using LiME to capture an Android memory dump ................................................ 69
Overview of volatility.......................................................................................................... 70
Memory acquisition from virtual platforms .................................................................... 72

VirtualBox ........................................................................................................................ 72
VMWare ........................................................................................................................... 73

Acquiring VMware virtual machine memory using PowerShell ............................ 73



    xvii

Memory Acquisition Using VMware Host Client .................................................. 74
Hyper-V ............................................................................................................................ 75

Non-volatile data collection ............................................................................................... 76
Type of forensics images ................................................................................................... 77

FTK Imager .............................................................................................................. 78
Data Duplicator ....................................................................................................... 80
GuyMager ................................................................................................................ 83

Steps to create a forensic image or to clone the drive ....................................................... 83
Conclusion ............................................................................................................................ 85
Points to remember .............................................................................................................. 85
Questions ............................................................................................................................... 86

 4. Forensics Analysis: Live Response .................................................................................. 87
Introduction .......................................................................................................................... 87
Structure ................................................................................................................................ 87
Objectives .............................................................................................................................. 88
What is live forensics analysis or live incident response? .............................................. 88
Why is live forensics analysis important? ........................................................................ 89
Building your own volatile data collection script ........................................................... 90

Windows environment ..................................................................................................... 90
Linux environment ........................................................................................................... 92

Digital Forensics and Incident Response .......................................................................... 95
Incident Response ............................................................................................................. 95
Digital Forensics .............................................................................................................. 95
DFIR ................................................................................................................................. 95
Triage in DFIR ................................................................................................................. 96

Live Response Collection: Cedarpelta .............................................................................. 97
CDIR Collector by CDI ........................................................................................................ 98

Types of data collection on Windows OS ......................................................................... 99
How to use CDIR Collector ............................................................................................ 100

Triage-IR: An incident response toolkit .......................................................................... 100
Endpoint Detection and Response .................................................................................. 102



xviii    

Features of EDR ............................................................................................................. 103
Triage Data Collection vs. Modern EDRs ....................................................................... 103
Process Tree and Timeline ................................................................................................. 104

Process Tree in EDR ....................................................................................................... 104
What is the timeline? ..................................................................................................... 105
Creating a timeline ......................................................................................................... 105

Conclusion .......................................................................................................................... 106
Points to remember ............................................................................................................ 107
Questions ............................................................................................................................. 107
References ............................................................................................................................ 107

 5. File System and Log Analysis ......................................................................................... 109
Introduction ........................................................................................................................ 109
Structure .............................................................................................................................. 109
Objectives ............................................................................................................................ 110
Magic header and file identification .................................................................................111

Scenario: Uncover true file format ................................................................................. 113
Master Boot Record analysis ............................................................................................ 115

Master Boot Record ........................................................................................................ 115
Master Partition Table .................................................................................................... 116
How to access the Master Partition Table ...................................................................... 117
How to access MBR ........................................................................................................ 117

Master File Table ................................................................................................................ 119
How to locate MFT ......................................................................................................... 121

Attribute 0x10: Standard information .................................................................. 124
Attribute 0x30: File_Name .................................................................................... 124

MFT analysis tools ............................................................................................................. 126
Recycle Bin .......................................................................................................................... 129

What happens when a file is moved to Recycle Bin? ...................................................... 130
How Recycle Bin handles deleted files in Windows 10 .................................................. 130
Challenges in analyzing Recycle Bin ............................................................................. 132

File recovery ........................................................................................................................ 133



    xix

Methods to recover deleted data ..................................................................................... 133
File recovery using Recuva .................................................................................... 134
File recovery using Autopsy .................................................................................. 135

System logs ......................................................................................................................... 136
Windows event logs ........................................................................................................ 136

Location of Windows event logs ............................................................................. 137
Structure of Windows event logs ........................................................................... 137
Windows event logs artifact ................................................................................... 137
Event ID: 7045 - New service added ..................................................................... 138
Event Code 4688: A new process has been created ................................................ 139

Linux system logs ........................................................................................................... 142
Command line history .................................................................................................... 145

Timeline analysis ................................................................................................................ 147
Autopsy .......................................................................................................................... 148

How to use Timeline in Autopsy ........................................................................... 148
Log2timeline ................................................................................................................... 149
What is Plaso? ................................................................................................................ 149
Log2timeline.py .............................................................................................................. 151

Analysis plugin ...................................................................................................... 153
Timesketch ...................................................................................................................... 153

Conclusion .......................................................................................................................... 155
Points to remember ............................................................................................................ 155
Questions ............................................................................................................................. 155
References ............................................................................................................................ 156

 6. Windows Registry and Artifacts..................................................................................... 157
Introduction ........................................................................................................................ 157
Structure .............................................................................................................................. 158
Objectives ............................................................................................................................ 158
Windows Registry analysis ............................................................................................... 158

The importance of Windows Registry ............................................................................ 159
Location of Windows Registry hives .............................................................................. 159



xx    

How to extract Windows Registry hives ........................................................................ 159
How to extract Windows Registry hives ........................................................................ 160
Registry hive extraction using FTK ............................................................................... 161
FTK Obtain Protected Files ............................................................................................ 161
Extracting registry from forensics image ....................................................................... 162

Analyze Registry Hives using Registry Explorer .......................................................... 165
Scenario: Find recently accessed files on a machine ....................................................... 165
RecentDocs Registry Key ............................................................................................... 166
Scenario: Find out system information .......................................................................... 168
Scenario: Find persistence mechanism set up by threat actor on a system .................... 170
What are persistence tactics? ......................................................................................... 170
Commonly known Registry keys used for persistence ................................................... 172

Shimcahce ............................................................................................................................ 174
Amcache .............................................................................................................................. 175

Step to analyze Amcache ................................................................................................ 176
UserAssist ............................................................................................................................ 178

What is the UserAssist key?........................................................................................... 178
Value for Digital Forensics and Incident Response ....................................................... 178

Prefetch ................................................................................................................................ 180
Jumplist................................................................................................................................ 183
LNK file analysis ................................................................................................................ 188

LNK and startup folder: Persistence .............................................................................. 189
ShellBag ............................................................................................................................... 190

Shellbags locations .......................................................................................................... 191
Recent Apps ........................................................................................................................ 192
USB drive or thumb drive analysis ................................................................................. 194
Mounted devices ................................................................................................................ 196
Conclusion .......................................................................................................................... 199
Points to remember ............................................................................................................ 200
Questions ............................................................................................................................. 201



    xxi

 7. Network Data Collection and Analysis ........................................................................ 203
Introduction ........................................................................................................................ 203
Structure .............................................................................................................................. 204
Objectives ............................................................................................................................ 204
Pre-requisites ...................................................................................................................... 204
What is network forensics? ............................................................................................... 205
Network forensics scenarios ............................................................................................. 206
Foundational insights for network forensics investigations ........................................ 206
List of sources of network forensics data ....................................................................... 207
Collect and access network forensics data ..................................................................... 208
What are Packet Captures? ............................................................................................... 214

Importance of PCAPs in Digital Forensics and Incident Response ............................... 215
Brief history of PCAPs ................................................................................................... 215
Capture PCAPs on Windows environment ................................................................... 216
Wireshark ........................................................................................................................ 216
Tshark ............................................................................................................................. 217
Wireshark vs Tshark ....................................................................................................... 218
Dumpcap.exe - Command line ....................................................................................... 219
Capture PCAPs on Linux environment ......................................................................... 219

Berkley Packet Filters ........................................................................................................ 220
Wireshark: Profile and preferences .................................................................................. 223

Features of Wireshark ..................................................................................................... 225
Endpoints ............................................................................................................... 225
Conversation .......................................................................................................... 225
Expert information ................................................................................................. 226

CloudShark ......................................................................................................................... 230
Features of CloudShark .................................................................................................. 231

Networkminer .................................................................................................................... 233
Features of NetworkMiner ............................................................................................. 234

PCAP analysis scenario: Malicious file downloaded .................................................... 235



xxii    

Conclusion .......................................................................................................................... 238
Questions ............................................................................................................................. 239
References ............................................................................................................................ 240

 8. Memory Forensics: Techniques and Tools .................................................................... 241
Introduction ........................................................................................................................ 241
Structure .............................................................................................................................. 241
Objectives ............................................................................................................................ 242
What is memory forensics? ............................................................................................... 242
Memory acquisition from virtual platforms .................................................................. 243

VirtualBox ...................................................................................................................... 244
VMWare ......................................................................................................................... 244
Hyper-V .......................................................................................................................... 245

Overview of Volatility and Rekall ................................................................................... 246
Rekall .............................................................................................................................. 246
Volatility ......................................................................................................................... 247

Top 20 Volatility commands .................................................................................. 249
Volatility 2 vs Volatility 3 ...................................................................................... 251

Extracting volatile data from the memory dump .......................................................... 252
Netstat ............................................................................................................................ 252
PsList .............................................................................................................................. 253
Volatility commands for Linux, Mac, and virtual machine ........................................... 254

Investigating suspicious files ........................................................................................... 255
GetSIDs .......................................................................................................................... 257

Finding malware using Volatility and Yara (Yarascan) ................................................ 258
Alternate memory locations ............................................................................................. 259

Pagefile(pagefile.sys) ....................................................................................................... 260
Importance of Pagefile digital forensics ................................................................. 261

Hibernation file (hiberfil.sys) .......................................................................................... 261
Swap file (swap.sys) ....................................................................................................... 263
Volume Shadow Copy ..................................................................................................... 264

File Carving ......................................................................................................................... 266



    xxiii

Bulk_extractor ................................................................................................................ 266
Conclusion .......................................................................................................................... 269
Points to remember ............................................................................................................ 269
Questions ............................................................................................................................. 270

 9. Browser and Email Forensics .......................................................................................... 271
Introduction ........................................................................................................................ 271
Structure .............................................................................................................................. 272
Objectives ............................................................................................................................ 272
What is a browser? ............................................................................................................. 272
What is browser forensics? ............................................................................................... 273
Importance of browser forensics ...................................................................................... 273

Examples of artifacts extracted from browsers ............................................................... 274
Architecture of the modern browser ............................................................................... 276

Web browser features ...................................................................................................... 279
Browser investigation ........................................................................................................ 280

Google Chrome ............................................................................................................... 281
Acquiring Chrome data .......................................................................................... 281
Analyzing the browser data ................................................................................... 283
History ................................................................................................................... 283
Downloads  ............................................................................................................ 285

Mozilla Firefox ............................................................................................................... 287
Chromium Edge .............................................................................................................. 290
Opera browsers ............................................................................................................... 290

Summary ............................................................................................................................. 292
What is Email? .................................................................................................................... 292
What is Email Analysis? .................................................................................................... 293
Email formats ...................................................................................................................... 294

Multipurpose Internet Mail Extensions ........................................................................ 294
Electronic Mail ............................................................................................................... 294
Microsoft Outlook Message ............................................................................................ 295
Mailbox ........................................................................................................................... 295



xxiv    

Why are email formats important for email forensics? .................................................. 295
Email header analysis ........................................................................................................ 296

Anatomy of an Email header .................................................................................. 296
How to perform email header analysis? ......................................................................... 297
Sample email header analysis ......................................................................................... 302

Analysis of the above email header ......................................................................... 303
Email and E-discovery ...................................................................................................... 305
Conclusion .......................................................................................................................... 306
Points to remember ............................................................................................................ 307
Questions ............................................................................................................................. 307
References ............................................................................................................................ 307

 10. Advanced Forensics Tools, Commands and Methods ................................................ 309
Introduction ........................................................................................................................ 309
Structure .............................................................................................................................. 310
Objectives ............................................................................................................................ 311
PowerForensics ................................................................................................................... 311

PowerForensics Windows cmdlets ................................................................................. 311
Boot sector cmdlets ......................................................................................................... 312
Ext4 Filetype cmdlets ..................................................................................................... 313
NFTS Filetype cmdlets ................................................................................................... 313
How to install PowerForensics ....................................................................................... 315
Exploring PowerForensics commands ........................................................................... 317

Autopsy ............................................................................................................................... 318
Keyword search and regular expressions........................................................................ 318
Hash Lookup ................................................................................................................... 319
Email analysis via Autopsy ............................................................................................ 322
Extension Mismatch ....................................................................................................... 323
Multimedia Analysis ...................................................................................................... 325

File carving and recovery .................................................................................................. 326
Foremost ......................................................................................................................... 326

Steps to install Foremost on Linux ........................................................................ 326



    xxv

Foremost installation on Windows ........................................................................ 326
Scalpel ............................................................................................................................. 328

Features and capabilities of Scalpel ........................................................................ 328
Steps to set up Scalpel and file recovery ................................................................ 329

OSINT: Good known Hashes, Files, URLs, and Certs .................................................. 330
OSINT for Hashes .......................................................................................................... 331

VirusTotal ............................................................................................................... 331
National Software Reference Library ..................................................................... 331

OSINT for files ............................................................................................................... 332
Online file analysis platforms ................................................................................ 332

OSINT for URLs ............................................................................................................ 332
OSINT for certificates .................................................................................................... 333

Windows 10 Feature Forensics ......................................................................................... 333
Notifications ................................................................................................................... 333
Sticky Notes .................................................................................................................... 337

Analysis of Sticky Notes ........................................................................................ 337
Cortana forensics ............................................................................................................ 338
Windows Mail  ............................................................................................................... 340

Conclusion .......................................................................................................................... 341
Points to remember ............................................................................................................ 342
Questions ............................................................................................................................. 342
References ............................................................................................................................ 342

 11. Anti-Digital Forensics Techniques and Methods ....................................................... 345
Introduction ........................................................................................................................ 345
Structure .............................................................................................................................. 345
Objectives ............................................................................................................................ 346
What is anti-forensics? ....................................................................................................... 346
Goals of anti-forensics ....................................................................................................... 346
Anti-forensics techniques .................................................................................................. 347

Data Hiding.................................................................................................................... 348
Steghide .................................................................................................................. 348



xxvi    

StegDetect .............................................................................................................. 350
OpenPuff ................................................................................................................ 351
Alternate Data Stream ........................................................................................... 352

Data Obfuscation ........................................................................................................... 355
Encryption ............................................................................................................. 356
Polymorphism ........................................................................................................ 356
Data Fragmentation ............................................................................................... 357
Encoding ................................................................................................................ 357

Data deletion and physical storage media destruction ................................................... 359
Wiper malware ....................................................................................................... 360

Data manipulation and fabrication ................................................................................ 362
Timestamp manipulation ....................................................................................... 363
Metadata alteration ................................................................................................ 363
Logs falsification .................................................................................................... 363
Decoy files .............................................................................................................. 363
File Header modification  ....................................................................................... 364
Scenario 1: Manipulating metadata using Exiftool ............................................... 365
Scenario 2: Altering the timestamp ....................................................................... 367
Scenario 3: Injecting log entries into log file ......................................................... 368

Anti-forensics challenges for digital forensic practitioners ......................................... 369
Technological limitations and complexity ...................................................................... 370
Personnel and resource challenges ................................................................................. 370
Legal and ethical challenges ........................................................................................... 371

Legal challenges ..................................................................................................... 372
Ethical challenges ................................................................................................... 372

Conclusion  ......................................................................................................................... 373
Points to remember ............................................................................................................ 373
Questions ............................................................................................................................. 374
References ............................................................................................................................ 374

Index .............................................................................................................................377-387



Introduction
Welcome to practical digital forensics. This book is your gateway to the world of digital 
investigation, offering a comprehensive guide to mastering this dynamic field. In a rapidly 
evolving digital landscape, the demand for skilled professionals in digital forensics has 
never been greater. The chapters are structured to equip you with the knowledge and tools 
necessary for success as a digital forensics investigator.

The first chapter serves as your gateway to the realm of digital forensics. It begins by 
defining digital forensics and discussing the types of cases that fall under its purview. 
Furthermore, it explores the relationship between digital forensics and other fields of 
cybersecurity, providing readers with a context for the role digital forensics plays in the 
broader security landscape. This chapter also delves into the modern technological growth 
of the past and reviews future technologies and digital forensics challenges in the modern 
tech era.

Additionally, you will learn about Locard’s exchange principle, the different types and 
categories of digital evidence, and the techniques used to preserve evidence integrity, such 
as chain of custody, hashing algorithms, digital signatures, and write blockers. Finally, the 
chapter explains the differences between file carving and file recovery and covers time 
objects and their location on NTFS file systems.

Chapter 1
Introduction to 

Essential Concepts of 
Digital Forensics
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Chapter 2, Digital Forensics Lab Setup, takes a practical approach, guiding you in setting 
up a virtual environment, mastering cloning and snapshots, and familiarizing you with 
essential tools like HxD, The Sleuth Kit, Autopsy, Volatility, and more.

Subsequent chapters explore volatile and non-volatile data, live forensics analysis, file 
systems, Windows Registry analysis, network forensics, memory forensics, browser 
forensics, and anti-forensics. Along this journey, you will gain the knowledge and skills 
to uncover hidden truths, identify suspicious activities, and make informed decisions in 
digital investigations.

This book is not just informative, but it is a practical resource designed to empower 
you with expertise in digital forensics. Each chapter builds on the last, deepening your 
understanding and hands-on experience. Join us on this journey of discovery, where each 
chapter reveals a new facet of digital investigation, and the possibilities are endless.

Structure
In this chapter, we will discuss the following topics: 

• What is digital forensics?

• Types of cases in digital forensics

• Digital forensics and other fields of cybersecurity

• Digital and cyber technological growth

• The future of modern cyber world

• Modern technological explosion and its cyber security challenges

• Digital forensics challenges in the cyber modern era

• Phases of digital forensics

• What is data acquisition?

• Types of image formats

• Locard’s exchange principle

• Types of digital evidence/data

• Categories of digital evidence

• Preserving digital evidence integrity

• File carving

• Digital forensics time objects - MAC(b)
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Objectives
By the end of this chapter, readers will have a solid understanding of the key concepts and 
challenges involved in digital forensics, as well as the techniques used to preserve digital 
evidence integrity.

What is digital forensics?
Digital forensics is the process of using scientific methods to collect, preserve, analyze, and 
present digital evidence in a court of law in a legally permissible manner. It is a branch 
of forensic science that deals with recovering and investigating digital data to help law 
enforcement agencies, businesses, and individuals understand and use digital proof to 
solve crimes and disputes.

Types of cases in digital forensics
Digital forensics experts have to deal with various types of cases. Let us see a few examples 
in this section.

Computer crime
Digital forensics analysts may be called upon to investigate crimes committed using a 
computer or other digital device. It could include hacking, identity theft, data exfiltration, 
sabotage, etc. 

For example, a financial institution suspects that an employee has been using a compromised 
credit card to make fraudulent purchases online. Digital forensics investigators would be 
called to examine the individual’s computer and other digital devices to determine how 
the credit card information was obtained. They would analyze the individual’s browsing 
history, email, and other electronic communications to look for any signs of phishing 
attempts or other social engineering methods that could have been used to obtain the credit 
card information. They would also examine the individual’s computer for malware or 
potentially malicious software that could have been used to steal credit card information.

Corporate espionage and intellectual property 
theft
Digital forensics experts investigate intellectual property theft, such as the theft of trade 
secrets, copyrighted material, and corporate espionage cases.

For example, an employee at a company is suspected of stealing sensitive information 
from the company’s digital assets. Digital forensics investigators would be brought in to 
examine the employee’s computer and any other devices they may have used to access 
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the company’s network. They would use specialized software to analyze the computer’s 
hard drive, looking for signs of data exfiltration, such as large amounts of data transferred 
to external devices or cloud storage services. They would also examine the employee’s 
internet browsing history, email, and other electronic communications to determine 
whether the employee had any motive or intent to steal the information.

Financial fraud and embezzlement
Digital forensics experts assist financial forensics experts in collecting digital evidence, 
such as financial records and emails, identifying fraud, and helping prosecute criminals.

Electronic discovery
Digital forensics analysts would assist in identifying and collecting electronically stored 
information relevant to a legal case.

Human trafficking and drug crimes 
Digital forensics experts assist by analyzing digital evidence, such as text messages and 
social media posts, to help identify suspects and build a case.

Child exploitation
Digital forensics analysts also help investigate child exploitation cases. They would use 
specialized software to search the computer’s hard drive for images and videos of child 
pornography. They would also examine the suspect’s internet browsing history, email, 
and other electronic communications, to determine whether the suspect had been actively 
searching for or distributing child pornography. They may also look for further evidence, 
such as chat logs or other communications related to child pornography.

Murder
Digital forensics experts would assist in investigating murder cases. They may be called 
upon to analyze digital evidence, such as cell phone records, social media posts, and GPS 
data, to help identify suspects and build a case.

Terrorism
Digital forensics experts may be called to investigate digital evidence related to terrorism 
activities by analyzing in-line communication and to identify individuals or groups 
involved in promoting or planning terrorist activities by analyzing emails, social media 
posts, chat groups, and applications to help identify the suspect. 
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In conclusion, digital forensics play a critical role in investigating digital crimes and can 
be used to uncover and present evidence in various cases. In each scenario, the digital 
forensics investigator must use a combination of technical expertise and legal knowledge 
to conduct a thorough and legally admissible investigation.

Digital forensics and other fields of 
cybersecurity
The tools, techniques, and methods used in digital forensics can be directly applied to other 
fields of cyber security like malware investigation, incident response, and E-discovery. It 
allows investigators to collect, preserve, and analyze digital evidence to uncover the truth 
behind cybercrime, security breaches, and other cyber and digital incidents. This section 
will discuss how digital forensics is used in these fields and provide detailed examples to 
illustrate the process.

Malware investigation and digital forensics 
overlap
First, let us begin with the question: what is malware?

Malware, or malicious software, is a type of software designed to harm or exploit computer 
systems. Digital forensics play a vital role in investigating malware incidents by allowing 
investigators to identify the origin and spread of the malware, as well as the damage it has 
caused. 

For example, when a company detects malware on its network, a digital forensic 
investigator is called to examine the infected systems. The investigator would first make 
an image of the hard drive of the affected computer, allowing them to safely analyze the 
system without altering any evidence. Then, they would then use specialized software 
tools to analyze the malware, such as identifying the type of malware, how it entered the 
system, and its intended purpose.

The investigator would also look at the system’s logs to determine when the malware was 
first introduced and track its spread throughout the network. This information is critical 
in identifying the source and scope of the attack and devising a strategy to respond and 
recover from the incident.

Once the investigation is complete, the investigator will provide a detailed report of their 
findings, which can be used to prosecute the attackers and help the company improve its 
security measures to prevent future attacks. Examples of tools and techniques that can be 
used in malware investigation are:


