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Preface

Network design and implementation are driven by organizational needs and changes.
Network administrators possess a broad range of knowledge, including network planning
and design, network infrastructure, network operations, security evaluation, and the
ability to assess network capacity and performance. In a world where high availability
and continuity of service are paramount, network administrators are the backbone of a
company's assets.

The revamped Network+ exam addresses the evolving landscape of IT networking,
focusing on the most sought-after skills to meet contemporary challenges, network
optimization, hybrid infrastructures, and more. With Network+, candidates will gain the
essential abilities needed to excel in their roles and attract potential employers. Network+
serves as the foundation for a rewarding career, making it the preferred choice for
foundational networking skills across various job roles in the industry.

This book is designed to provide a comprehensive guide to the role and duties of a network
administrator. While it prepares the reader for the CompTIA Network+ exam, it goes
beyond that. This guide thoroughly equips readers with specific networking skills, setting
them on a path toward a valuable career in technical support and IT operations. Readers
will acquire the skills to install, configure, maintain, and monitor network hardware
and software, and effectively use troubleshooting tools. The content also emphasizes the
importance of security in network operations. This book is intended for anyone interested
in pursuing a rewarding career in network administration. I hope you find it informative
and helpful.

Second edition updates: The second edition includes new content reflecting changes in
the exam, such as evolving use cases for modern networks, important factors of physical
installations, and additional details on implementing IPv4 and IPv6 network services.

Chapter 1: OSI Model - The chapter emphasizes the importance of standards in the IT
industry. It explores the origins and development of the OSI model, detailing how its
seven layers decompose the essential concepts of networking functions and processes.
Additionally, the chapter provides an overview and explanation of each individual
layer, describing their roles in data transmission. It thoroughly explains the processes
of encapsulation and decapsulation as data moves across networks. Through detailed
descriptions and illustrations, the chapter guides the reader through the OSI model layers,
enhancing their understanding of network fundamentals.
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Chapter 2: Network Topologies - The chapter provides a comprehensive overview of
network topologies, complete with illustrations for each type. It distinguishes between
physical and logical topologies, explaining their differences. Additionally, the chapter
delves into the functioning of virtual networks and highlights the crucial role of
hypervisors. It emphasizes the importance of understanding virtualization in the modern
networking landscape.

Furthermore, the chapter covers various network types, including PAN, LAN, CAN,
MAN, WLAN, and WAN. This edition provides additional details on software-defined
networks (SDN) and software-defined wide area networks (SD-WAN), noting that these
networks are application-aware, feature zero-touch provisioning, are transport agnostic,
and have central policy management.

Chapter 3: Cables and Connectors - The chapter discusses the cables and connectors
utilized in Ethernet, coax, and fiber networks. It illustrates the appropriate cable types
and corresponding connectors for various network applications, specifying each cable's
intended use. Readers learn the distinctions between wired and wireless networks and
receive step-by-step guidance on constructing straight-through or crossover cables
according to proper wiring standards. Additionally, the chapter covers best practices for
effective cable management.

Chapter 4: IP Addressing and Subnetting - The chapter permits the reader to learn the
fundamental concepts of IP addressing. The chapter covers IPv4 and IPv6 addressing
structures, the transition to IPv6 and explains how the transition is taking place.
Furthermore, the reader is shown how to subnet and apply best practices in creating
network subnets. The chapter includes hands-on subnetting practice. IP addressing makes
devices accessible for communication. As such, the chapter includes practical examples
based on real scenarios. This chapter helps the reader to solve real addressing problems
and provides an easy mechanism to identify addressing schemes in networks. The chapter
and second edition extends understanding on how to implement IPv4 and IPv6 network

services.

Chapter 5: Ports and Protocols - The chapter educates readers on the protocols within
the TCP/IP suite. As the only routable protocol, TCP/IP is essential for data transmission
across all network types, both locally and globally, wherever packets need to be sent and
received. The chapter details port numbers and explains their relevance to understanding
functionality and security practices. It also provides guidance on which protocols might
be blocked by firewalls unless specifically required.
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Chapter 6: Implementing and Troubleshooting Network Services - The chapter shows
core concepts of networking services. The reader is walked through a typical installation
of a role-based feature in Windows Server 2019. The reader is shown how to install and
configure DHCP and DNS on a server operating system. This chapter also offers a detailed
description of NTP as an important network service.

Chapter 7: Data Center Technologies - The chapter provides detailed explanations and
numerous illustrations on the operation of datacenter technologies. It focuses on datacenter
architecture, storage solutions, and RAID. Practical examples of RAID implementations
for various scenarios are covered, demonstrating the best practices for specific use cases.

Chapter 8: Cloud Concepts - The chapter is aimed to give the reader more familiarity
with cloud computing, deployment models and service models. This chapter covers real-
world examples of cloud provision and allows the reader to comprehend the appropriate
services suited to the needs of an organization. In essence, the chapter informs the reader
and permits them to identify and make good choices, when discussing or selecting online
services with colleagues or other stakeholders.

Chapter 9: Managing Network Devices - The chapter is a detailed description of network
devices and how they are mapped to the layers of the OSI model. The chapter is intended
to demonstrate the functionality and purpose of the device in order to enable the reader to
identify which device is necessary for a specific job role on the network. Furthermore, the
chapter describes how the device operates and shows the reader what to watch out for to
ensure the device is optimally suited for its role. The chapter emphasizes how to ensure
network performance, integrity and resilience to maintain the expected service levels and
maximize bandwidth.

Chapter 10: Managing Switching Protocols - The chapter takes a deeper dive into
switching technologies and protocols such as STP and ARP. The chapter focuses on how
switches make decisions, and how they learn and build their MAC table. The chapter
permits the reader to comprehend switching functionality in order to evaluate, diagnose
and troubleshoot switches on a network. Additionally, the chapter introduces the concept
of VLANS, explains switch segmentation and shows the reader how to make decisions
about the presence of VLANS in their companies. The chapter also shows the reader how
and when to implement port security.

Chapter 11: Managing Routing Protocols - The chapter takes a deeper dive into routing
technologies and protocols such as OSPE, EIGRP, and BGP. The chapter focuses on how
routers make decisions, and how they learn and build their routing table. The chapter
permits the reader to comprehend routing functionality in order to evaluate, diagnose and
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troubleshoot routers on a network. Additionally, the chapter introduces the concept of
subnets, explains router segmentation and shows the reader how to make decisions about
the presence of subnets in their companies. The chapter also shows the reader how and
when to implement static or dynamic routing and how to competently manage network
bandwidth.

Chapter 12: Installing and Configuring Wireless Technologies - The chapter allows the
reader to differentiate between IEEE 802.11 standards. The chapter provides detail on each
of these standards, the frequency bands in use and configuration options per standard.
Furthermore, the chapter also walks the reader through the steps to configure a SOHO
router, adhering to best practices and optimum security measures.

Chapter 13: Managing and Monitoring a Network - The chapter outlines Windows
integrated tools and free open source software, used to manage and monitor networks.
The chapter’s primary intention is to permit the reader to apply this knowledge in a
practical way and show them how to use integrated or third-party tools to troubleshoot a
system. The chapter offers examples of ways to assess network performance and provides
mechanisms to narrow down relevant issues that negatively impact network operation.

Chapter 14: Policies and Procedures in Practice - The chapter emphasizes the
practicalities of running a business or organization, focusing on required documentation
and the negotiation needed for effective corporate network management. It highlights the
importance of planning, designing, and reviewing policies and procedures as part of the
organization's change management ethos. Additionally, it provides recommendations for
being positive collaborators in IT and business operations.

The chapter also covers physical installations with guidance on the installation and
maintenance of network equipment. It explains how to consider optimal locations (e.g.,
IDF, MDF), select the appropriate rack size, manage port-side exhaust/intake for cooling,
organize cabling with patch and fiber distribution panels, ensure lockable components for
security, and address power needs using UPS, PDU, power load, and voltage requirements.
Furthermore, it details accounting for environmental factors such as temperature and
humidity.

Chapter 15: Resilience, Fault Tolerance, and Recovery - The chapter offers a detailed
description of backup and failover strategies and demonstrates where these strategies fit
in with high availability planning and with a Disaster Recovery Plan. Furthermore, the
chapter shows the reader how to implement RAID and explains which failover strategy
suits a given scenario. This chapter covers practical examples of working with recovery
strategies.
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Chapter 16: Security Concepts - The chapter introduces the reader to common security
concepts. The chapter lays the foundations for further topics covered in the upcoming chapters.
Additionally, the chapter shows the user ways to safeguard users on a network and how to
mitigate internal and external threats, thereby protecting the network users’ privacy and data.

Chapter 17: Cybersecurity Attacks - The chapter extends on the concepts of the previous
chapter and offers a detailed description of vulnerabilities, threats and attacks. This chapter
shows the reader how to mitigate threats and demonstrates strategies for eliminating
vulnerabilities and loopholes on the network. The chapter provides practical examples of
real-world technology-based attacks and social engineering attacks and offers advice on
how to counter these risks and threats.

Chapter 18: Network Hardening Techniques - The chapter covers practical techniques
related to securing and hardening a network. Furthermore, the chapter also allows the
reader learn and apply the strategies to manage workstations, monitor network devices,
secure hardware and software, and educate users to ensure best practices while accessing
the organization’s network resources. The chapter covers network management policies
and protocols such as password complexity, multi-factor authentication, SMNP and Syslog
among others.

Chapter19: Remote Management- The chapter shows core concepts of remote management
procedures and provides practical examples and remote management connectivity options
to the reader. The chapter includes practical examples and case use scenarios for diverse
VPN configurations. The chapter covers remote desktop connectivity options and explains
to the reader the context of their use, emphasising security implications. Additionally, this
chapter provides the reader with a step-by-step guide to configuring an RDP gateway on
a Windows server.

Chapter 20: Implementing Physical Security - The chapter focuses on the objectives of
physical security controls and shows the reader effective security methods to be used, and
how to implement these methods on networks. Furthermore, the chapter also instils in
the reader the relevance of prevention measures and demonstrates proactive actions used
by network administrators to optimize security procedures and protocols running on the
network. These procedures includes perimeter security of the building itself and includes
the concept of security zones.

Chapter 21: Network Troubleshooting - The chapter gives special attention to the network
troubleshooting model. The chapter goes through the steps of the troubleshooting model
and presents the reader with tips and tools for handing each step with proficiency. This
chapter encourages the reader to follow this model and methodology and consequently
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become equipped with the cognitive awareness required for a job role in administering
networks.

Chapter 22: Troubleshooting Cable Connectivity - The chapter covers the skills and
competences required to troubleshoot cable connectivity. The chapter presents bounded
media as the fundamental backbone of wired networks and shows the reader how to
visually inspect cables and LEDs in Ethernet and fiber networks. Furthermore, the chapter
shows the reader how to use hardware tools to diagnose and troubleshoot defective or
incorrectly chosen cabling.

Chapter 23: Network Utilities - The chapter covers network software tools as used
in command line interface and Cisco’s IOS. The chapter offers real-world examples of
problems that occur on networks where these tools are invaluable. Furthermore, the
reader is shown how to use a wide variety of tools and is given practical case uses for each
tool presented. The chapter demonstrates a range of third-party software tools and CLI
commands, and explains how to use each tool and identify the correct purpose of its use.

Chapter 24: Troubleshooting Wireless Networks - The chapter presents a detailed
overview of the infrastructure of wireless networks. Additionally, the chapter focuses on
wireless deployments, standards and limitations, common issues and solutions and other
common checks and tests. The chapter encourages the reader to follow troubleshooting
methods to work through and resolve the issues that arise in wireless networks and at all
times incorporate the learning of network models, such as the OSI model and the network
troubleshooting model.

Chapter 25 Troubleshooting General Networking Issues - The chapter covers the
common considerations applicable to general networking issues. The chapter provides
the reader with comprehensive detail on common issues and shows the reader how to
incorporate knowledge of the OSI model, when resolving network issues. Furthermore,
the chapter also maps network problems to the relevant layer of the OSI model and offers
the reader ways to manage problem-solving. This chapter brings the learning full cycle
and permits the reader to apply the OSI model in a practical way, using it as a tool and
guide in network repair.

Chapter 26: Network+ Practice Exams - The chapter provides the reader with practice
multiple choice questions. The questions are aligned with the domains of the Network+,
as outlined in CompTIA’s official exam objectives.



xiii

Coloured Images

Please follow the link to download the
Coloured Images of the book:

https://rebrand.ly/kviekfn

We have code bundles from our rich catalogue of books and videos available at
https://github.com/bpbpublications. Check them out!

Errata

We take immense pride in our work at BPB Publications and follow best practices to
ensure the accuracy of our content to provide with an indulging reading experience to our
subscribers. Our readers are our mirrors, and we use their inputs to reflect and improve
upon human errors, if any, that may have occurred during the publishing processes
involved. To let us maintain the quality and help us reach out to any readers who might be
having difficulties due to any unforeseen errors, please write to us at :

errata@bpbonline.com

Your support, suggestions and feedbacks are highly appreciated by the BPB Publications’
Family.

Did you know that BPB offers eBook versions of every book published, with PDF
and ePub files available? You can upgrade to the eBook version at www.bpbonline.
com and as a print book customer, you are entitled to a discount on the eBook copy.
Get in touch with us at :

business@bpbonline.com for more details.
At www.bpbonline.com, you can also read a collection of free technical articles,

sign up for a range of free newsletters, and receive exclusive discounts and offers
on BPB books and eBooks.



Xiv

Piracy

If you come across any illegal copies of our works in any form on the internet,
we would be grateful if you would provide us with the location address or
website name. Please contact us at business@bpbonline.com with a link to
the material.

If you are interested in becoming an author

If there is a topic that you have expertise in, and you are interested in either
writing or contributing to a book, please visit www.bpbonline.com. We have
worked with thousands of developers and tech professionals, just like you, to
help them share their insights with the global tech community. You can make
a general application, apply for a specific hot topic that we are recruiting an
author for, or submit your own idea.

Reviews

Please leave a review. Once you have read and used this book, why not leave
a review on the site that you purchased it from? Potential readers can then see
and use your unbiased opinion to make purchase decisions. We at BPB can
understand what you think about our products, and our authors can see your
feedback on their book. Thank you!

For more information about BPB, please visit www.bpbonline.com.

Join our book's Discord space

Join the book's Discord Workspace for Latest updates, Offers, Tech happenings around the
world, New Release and Sessions with the Authors:

https://discord.bpbonline.com




X0

Table of Contents

1. OSI Model ..... . . . . . . . 1
INErOAUCHON. ...t 1
SHUCKUTE. ...t 1
ODJECHIVES ... 2
Need for standards...........ccccoviiiiiiiiiiiiiii 2

Standards Versus Protocols............cocivviniiiiiniiiciniiiii s 2
Evolution of the OST mMOdel ........c.ouvueueiieeieieieiiceirceeetseee e eaeaens 3
Protocol data UNTES .........c.coveueviiiiiiiiiciiiccccct 5

Bl oo 6
FTAIME ..ot 7
PACKEE ...t 8
SEGIMEIE ..ot 8
Analogy for data tranSmisSSION ............ccvvueueueciiiiiiiiicicccccc 8
Seven layers of the OSI mMOdel.........cccoccuiiiiiiiiiiiniiiiiiiiccc e 9
PRYSICAL IAYET ... 9
Modes of COMMUNICALION ......ovuviriiiiiiiciiiiiiiiiicisec e 10
Data TINK LAYeT .......c.ccviiiiiiiiiiciciciciiiicic e 12
NEFWOTK LAYCT ..ot 13
Transport LAYET ........cocvoveveveeieiiiiicieieieiecc e 15
SCOMATIO vttt s 15
SESSION LAYET ...ttt s 16
Presentation [Ayer.............coovvvecumueieieiciiiicccee e 17
APPLICALION LAYET ...t 18
Data encapsulation and decapsulation ............ccccoevviininininininnccccces 19
Defining data encapsulation ..............cccccveeeiiiiiiiiiniiiiiciicicsseecc 20
Data flow and encapsulation ...t 20
S5tages of data flOT ........c.cvovviuiuiueieieiiicicii s 21
DeCAPSUIALION ...ttt 23
CONCIUSION.....cuiiiiiiii bbb 24

POINES tO TOIMEIMDET ..ottt e ettt e e ettt e e saaeeessaeeeessnaeeesaaeeeas 24



xvi

KeY tOIMIS ..ottt 25
QQUESTIONS ..ottt ettt eere ettt e ettt e ee e e eeteeeeetbeeeessseeesesseaeessseeensseeeessaeesesseeeeesseeeensrens 26
2. Network Topologies ... . . . . . . 27
INErOAUCHON. ...t 27
SHUCKUTE. ... 27
ODJECHIVES .o 28
Physical versus logical tOPOlOZIES .........ccvuiucuriiueurinicieiicieceereciee s 28
Physical topologies ............cceeiiiiiiiiiiiiiiiiiiciicticie e 29
BUS tOPOIOZY ....ouieieiiciciiieiicccc e 29

Star tOPOlOGY ...vvvvcvciiiiiii s 31

Ring tOPOIOGY .evvvviiiiiiicicicieec 34

Mesh tOPOIOQY ......cvviiiiiiiiiiiicici 36

Hybrid t0PologY........ccovvviiiiiiieieiiiciiiciiciccce et 39

Tree tOPOLOGY ...ttt 40

L0gQICAl tOPOIOGIES ...ttt 41
LOQICAL DUS ... 41

LOQICAL FING oottt 41
INEtWOTIK tYPES ... 42
Personal area nettwork ... 42
Local areq nettwork............cccveveviiiiiiiiiiiciciciciciccccc e 43
Campus Area NetWOTK ..........cvvveveieieiiiiiiiiccicieie e 43
Metropolitan area Network ..............cccccvvivviviniiiiiiiiiiiiicecc 43
Wide area NEFTDOTKS .......cocvvviviiiiiiiiciciccccctt s 44
WLAN co.oomii e 44
Virtual NetwWork CONCEPLS ....c.ccvvveiviriiiniiiiiirc s 45
HYPOIVISOTS. ..ottt 46
CONCIUSION.....eeiiiiiiiiic s 47
Points to T€MEMDET ........cciviiiiiiiiiii s 48
Key termS. ..o 49

QQUESHIONS ...ttt ettt ere et ee e eeteeeveeeseeeaeeeeteeeseeesaeesseentssenseesseeenseeenneenns 49



xvii

3. Cables and Connectors 51
INtrOdUCHON. ... 51
SEUCHUTE....ceiiiiiiiitcc s 52
ODJECHIVES ...t s 52
COPPET ittt 52

Unshielded twiSted PAIT............ccoovvviuiurueieieieiiiiiiicccce e 52
Shielded FWiISEEAd PAIT .........coveuevivreirieiiinieicciieitseene ettt 55
UTP CaADLE FYPES....uovviiiieieiiiiiiiiiiiciciciceieitt e 57
Maximum [engths of Cable ............ccvvveieiiiiiiiicieeecccee e 58
Ethernet cable color code standards ...............ccccecvvvviieiiniciiiiiiiiiiiicccccicn 60
T-568a straight-through Ethernet cable................cccocovvvvivceeniniiiciicicicnnns 60

Rj-45 crossover Ethernet cable ............cccoiciiciinicinniceccceeceeeaas 61
Ethernet cable instruCtions...........ceueievieiiiiieieisieiiititciceeee s 62

BASIC tHEOTY .o 63

UTP testing parameters ..........ccouviviviviicniiiiiiniiiiieieisiiiet e 63
Coaxial cable ........ccoiiiiiiiiiiii s 64
Coaxial Cable LYPES ...ttt 64
Cable SETUCHUTE ...t 64
COaX CONNECLOT FYPLS..uueriviiveieieiiriiiiicie et 65
FIDOT s 66
Types Of fIber MEAI ...........cvcvoveviiiiiiicieieieicicttcce e 67
LIQHE SOUTCES.....covviiiiiiiicicicctctt 68
Fiber optic cable types and distance............c.cccoovviiiiiniiiniiiiiccccces 69
Fiber conNector tYPeS.......cccueieiiviiiiiicccce e 70
TYANSCEIVCY FYPLS .ttt 71
CONCIUSION.....ouiiiiiiii bbb 71
Points to 1€MEMDET ........c.coiiiiiiiici s 72
KeY tOIMS ..ottt s 72

QQUESHIONS ...ttt eieete ettt et te et e e teeebeesave e sse e sae e saeassasessaesssaansseansasanseesssesnssennes 74



xX0Uiii

4. IP Addressing and Subnetting .. 75
INtrOdUCHON. ... 75
SHUCKUT®. ...t 76
ODJECHIVES ...t s 76
IP @ddreSSing.......ccviiiiiiiniiiicicicc e 77

Understanding the significance of IP addressing through an analogy...................... 78
Structure of IP AAATESSES...........ccccvvvvuviciiiiiiiiiiiiciciicccct s 80
IPV4 @ddreSSINg ......coovviiiiiiiiiiieiciccie s 82
Binary bit position And DAlUE.................cccveueveeieieiiiiiiiccee e 82
SUBNEE TMASK ..ot 84
Private vs. public addresses..........c.ccoeiiviiiiiiiiinniicc 85
IPv4 reserved AddresSes...........cvvviiiiiiiiiciiiciiiiiiiiiciciccccc 86
Private Address SPACE............ccvvivviiiiiieieieiiiciitccte e 87
Classless inter-domain YOULING ..........cccovveeueeeieieiiiciiicce e 90
Variable Length Subnet Masking ............coeueieuniemiinicunienieieeeeseienesesensesensens 92
Sample VLSM SCENATIO........ccovvviuiuiueieieieieiciiticicieieiss et 92
Benefits 0f VLSM ......c.cooovviiiiiiiiiiiiiiiiiiiiciciciciciccctt i 97
Discovering a network ID using the bitwise AND 0peration ...........cccevcvvniruenne 98
Comparing IPv4 and IPv6 address SHUCHUTES............ccvvurvereieieieiiiiiiccicieieei, 99
IPV6 addressing.........coouvuiiiiiiiiiiiiiiiiiccccc s 99
AsSIgNING IPU6 AAATESSES ........vcvviiiiiiicicicicieicicisce e 101
IPv4 and IPv6 coexistence and migration teChNIqUes ...............ccccccvucvviieveiiiiinnnns 102
Subnetting With TPV6 ..........cccvieiiiiiiiciiciiscici s ees 103
CONCIUSION. ...ttt 104
Points to 1eMEeMDbET ..........ccooiiiiiiiiii 104
KeY tOIMIS ..o 104
Answers t0 VLSM/SUbRetting qUESHIONS ...........cceeerveererereirieirieissisieinsieinsisseans 105
QQUESTIONS . .ieeteeeieeiteeteete ettt et e st e e et e st esse e be e beesbaess e seesseessaessasssanseessasssesssassessesnsennes 106

5. Ports and Protocols....... vereereseneneneaeaeaaanns 107
INErOAUCHON. ... 107
SHUCKUT®. ...t s 108

ODJECHIVES ...ttt s 108



TCP /IP PrOtOCOL SUILE....eveereiiniecieiieeieieieietreacie et 108
Ports and protocols ... 111
Port assignNmMent ..........ccoooiiiiioiiiiicce 112
Charts of ports and Protocols ... 112
Internet layer protocols..........cuiiiiiiiiniiiiii 113
Transport layer Protocols ... 115
Application layer protocols..........cccccoviiiiiiiiniiiiiiiii 116
CONCIUSION....cviiiiiiiiciiiti e 120
Points t0 1€MEMDET ..........ccoiiiiiiiiiiiii s 121
KeY OIS ..ottt 121
QUESHIONS ...ttt ettt ettt e e rte e e te e e be e sabeeeabe e bae e beeentsasssaessseessseansseensaeensasnnses 122
6. Implementing and Troubleshooting Network Services....... ceeennnaeneaeaenes 123
INtrOAUCHON. ...t 123
SETUCTUTE....cviiiiiiic e 124
ODJECHIVES ...ttt s 124
Dynamic Host Configuration Protocol............cccoeviiiiinininiiiicccce, 124
Implementing and configuring DHCP ............cccccccoviiiiiiiiiiiiiiiicccicccicine 126
Installing the DHCP SeIver role ..o 127
Configuring DHCP..........ccovvveieieiiiiiiiiccee et 133
Domain Name SeIVICE ........cciiiiiiiiiiiiicicc e 139
WOTKING Of DINS ...t 139
Network Time Protocol ... 142
SEPAEUMT .o 142
CONCIUSION.....ouiiiiiiicic s 143
Points t0 1€MEeMDET ..........ccooiiiiiiii 144
KeY tOIMIS ..ot 144
QQUESTIONS ..ottt ettt ettt eete e e ettt e e e ette e eeteeeeebaeeeenseseeesseseesssaeessseeessseeennsseeennsaeenanns 145
7. Data Center Technologies . . . . cererererenenenssanas 147
INErOAUCHON. ... 147
SHUCKUTE. ... s 148
ODJECHIVES ...t 148

Data center NetWoOTrk arChiteCtUIO ... .oo.veeeeeeeeeeeeeeeeeeeeeeeee et e e eeee e e e eeae e 148



XX

Tiered network architeCture.............ccccciviiiiiiiiiciiiciciiiiicce e 149
Software-defined Networking..........ccccccvvvviiiiiiiiiiiiiiiiiii 151
SPINe ANA LA ..ot s 151
THAFFIC fIOTWS ..ot 152
Storage area NEtWOTKS.........ccuoviiiiiiiiiiiiii s 153
Fault tolerance and redundancy ..........cccceeiiiiiiiccc e 154
CONCIUSION.....ouiiiiiiiiiccc s 154
Points to T€MEMDET ........ccouiiiiiiiiici e 155
Key termS....covvviiiiiiiiiiic e 155
QQUESHIONS ...ttt ettt et eete e et e eaeeeaveeeaveeeaeeeeteeensseeseeeaseeenseensneenseeeseeennes 155
8. Cloud Concepts S 157
INtrOdUCHON. ...t 157
SEUCHUTE. ...t 158
ODJECIVES ...t s 158
Deployment models............ccoiiiiiiniiii 158
PUBLIC CIOUA ...t 159
Private CLOUA ...t 159
HYbrid ClOUd.......oooeeiiiiic 160
COMMUNIEY CLOUA. ... 160
Service MOES ......cooviviiiiiiiiiii s 161
SOfWATE AS 0 SCTVICE.....vvvvviiiiiiicictcieie et 161
INfrastructure AS 4 SETVICE .........cccvovvvvviieieuciiiiiiiicicicie et 162
Platform s @ SErviCe..........cveuiiviiiiiiieieieicicitctc e 163
Desktop S @ SETVICE........cvvueueveieieieieicieiiccicie e 164
User-managed vs. provider-managed service MOdels............coecvvveinivcinincininne, 165
Connectivity OPHONS ...ttt 166
Virtual private Nettork.........cccccveivinveioineiniiicicieetseeeseetsee st 166
Private-direct connection to the cloud provider ............ccccccvvvvivviviiiicccciainn, 167
MUIFTEEHATICY ...t 167
Use cases for modern network environments............ccccovvvvinininiiccnnniniicnennen. 168
Software-defined wide area NEFWOTK............ccvvvvvueeiniiiiiiiiccceee s 168

Software-defined wide area network in Practice.............ccocovvvvcviiiiiiiiiinisiccncnn, 169



INfrastruCture As COAe............oovvueueurinieiiiiiciiiiicieieiee et 170
Branching Strategies............coccvvvvivieieiriiuciiiiiiiiicicisisciciccctess s 171
CONCIUSION....cviiiiiiiciiitc e 172
Points t0 1€MEMDET ..........ccoiiiiiiiiiiiii s 172
KeY OIS ..ottt 173
QUESHIONS ...ttt ettt ettt e e rte e e te e e be e sabeeeabe e bae e beeentsasssaessseessseansseensaeensasnnses 174
9. Managing Network Devices...... . . . resresesneneaneseanens 175
INtrOAUCHON. ...t 175
SELUCHUTE....cviiiinii e 176
ODJECHIVES ..ottt 176
Networking devViCes .........ccvueuiiiiiiiiiiiccice e 176
NEtWOTK SEGMENES ...t 177
REPOALET ..o 178
HUD. ..o 178
Network interface CArd ..ot 179
LAYEr 2 SWIECH .ot 179
BYIAGE .ot 181
ACCESS POINE..vivvviieiceiiiiictc et 181
ROULET .ot 182
Layer 3 capable switch/multilayer SWItcH ...........oovereceeriniernicenieeeecerieienn, 183
FIr@wall..........cccuiiiiiiiiiiiiiiiciciiiii 184
V0iCe GALETIAY ..o 184
L0AA DALATICET ...ttt s 185
Media CONVETEET ...t 185
Wireless LAN CONETOLIET ...........cccoovouivimiiiiiiiciiiiiiiicicccit i 186
CaDLE THOACIN ... 186
Digital subscriber line MOdem .............cocvvvvvviciiiiiiiiiiiisicicccccic s 186
Other NetwOrk deVICeS ...........cvuvveveieiciciiiiiiiiicicieieceisice s 187
Networked devices ... 187
Internet 0f TRINGS.......cccvvveviviiiiiiiiiiiiciciciccc st 187
CONCIUSION.....ouiiiiiiiic e 188

POINES tO TOMEIMDET ..ottt ettt e et e e saa e e e sae e e s nneeessnnees 188



xxii

KeY tOIMIS ..ot 189
QQUESTIONS ..o cteee ettt ettt ettt ettt e e ettt e e e ette e eeteeeeebaeeeeaseaeeesseseesssaeesasseeessseeeesseeesnsaeenanns 189
10. Managing Switching Protocols . rereresneneaeaeneneaeaens 191
INtrOdUCHON. ...t 191
SHUCKUTE. ... 192
ODJECHIVES ..ot 192
Operations and functions of @ SWitCh.........ccceveiiviiiiniincccccce 192
Virtual local area Networks ...........ccoocviiiiiiiiniiiiicccc e 193
Access ports and trUnK POTES.........ccvevevevevivcccieieieeccccce e 196
V0ICE VLANS..c..ocvoieveieiiiiiitee ettt 197
POrt SECUTILY wooveeiietiiet e 199
Secure MAC address tYPes...........c.cceuecciiiiiiiiiniiiiiciciisiicise e 199
POrt VI0laAtION.......covviciiiiiiiiiciciicicci s 200
Other ProOtOCOLS .......vuviiiiiiic s 200
Link AQQUEQALION.......coveuiriviiiiiieiiiiieiiisieicisett ettt s 200
Spanning tree ProtoCol.........ccoiiiiiiiriiiiic e 202
Other STP CONSIAerations ............covuvueueuiiiiiiiiiisiiicicicicitiisisie s 204
Address 1es0lUtion ProtoCoL..........ccvueueiviiiiiiiiiiiiiicicisiciciiiccccee e 204
CONCIUSION.....ouiiiiiiicic s 206
Points to 1€MEeMDET ..........ccoiiiiiiiiii 206
KeY tOIMIS ..ot 207
QQUESTIONS ..o cveeeeeiiee ettt ettt eete e eete e e e etteeeeteeeeebaeeeeaseeeeesseseesssaeessseeessseeensseeennsasenanns 207
11. Managing Routing Protocols..... . . . o 209
INtrOdUCHON. ... 209
SHUCKUTE. ... 210
ODJECHIVES ..t 210
Primary functions and features of a router............ccccccoevvviiiiiiiinii 210
ROUter THEETACES .....vuvvvevieiciciciiictcic e 211
ROUTNG HADIE ... 212
Interconnecting NetwOrKS. .........cevviveuecinieioiniiicisiciiieeiccse s 215
Static and dynamic rOUtING .........coeeveiiiiiiiiiccccc 217

SEALIC TOULLS ..ottt et e ettt e e e e ettt e e e e esa e e s e e e 217



Benefits of StAtiC TOUEING.......cocvvveviiiiicicicieieiciciicee e 217
Drawbacks and limitations of Static TOUENG ...........ccccvvvviviiiiiiininiciccinn, 218
DYRAIMIC TOULES ...ttt 219
Routing Information Protocol .............ccccocvvvvciiiciiiviiiiiniccciiiiiciccccc 219

Interior Gateway Routing Protocol............cccuviviveicinviininciciiciniicisieciniecnns 220
Open Shortest Pathwoay First...........ccccovviicuveeiniciiiiiiiicccese s 220
Intermediate System to Intermediate SYStem ...........ccccccvvvvvvivvciiiiiiiicciiiiiiiiieines 222
Border Gateway Protocol..............cccovuveiiviiiiiiiiiiiiieiicccicceeees 222
Administrative diSTANCE ...t 222
Benefits of dynamic 10ULING ..........ccoveeiiniiiiiiiciiiieiccccc s 223
Drawbacks and limitations of dynamic roUting..........c.c.eceevvevvvvvccceniennnnn, 223
Bandwidth management.............ccovviiiiiniieniccecee e 224
CONCIUSION....cviiiiiiiiciiiti e 224
Points t0 1€MEMDET ..........ccoiiiiiiiiiiiii s 225
KeY OIS ..ottt 225
QUESHIONS ...ttt ettt et ettt e et e e e te e e beesabeeease e bae e beeesaaessaessseessseansseensaeenseennses 226
12. Installing and Configuring Wireless Technologies . ceerennnaeaeaeaenes 227
INtrOAUCHON. ...t 227
SEIUCHUTE. ..ot 228
ODJECHIVES ..ottt 228
Benefits of wireless technologies............cccccunriiiiiciniciniiiccccccee 228
Wireless standards............coccuiiiiiiiiiiniiiii s 229
Channels and frequency bands............ccocuvricnicininiiniciecccce s 230
HiStOriCal COMEEXT ......oviiiiiiiiiiiiiiiicicccc e 231

2.4 GHz frequency) Dand.............cccoovveiciiiiiiiiiiiicicicciccccce e 233

5 GHz frequency Dand................cccevvvvovovicicicicicicicicicccceee e 234
Channel DONAING ..........cccovvvviiiiiiiiiiiiiiiiiicic s 235
Modulation teCHIIGUES...............ccovviiiiiiicicicicicicicccce s 235
Examples of wireless deployments ............ccocveeeeieviiviiineeeeieiiscceee e, 237
Autonomous AP vs. central SWItCHING .........coccovvvvirvccinieiiieiiiicicineiies 239
Wireless topologY MOAES.............cccvurueueieieiiiiiiiicicicieseie s 241

ANLENNA FYPES .o 241



XX10

Wireless identifiCation ..........coocovveucueueieieieiiiiiccee e 243
Cellular technolOgIes ...........covvvviiiiiiiiiiiiiciiiiicicicice s 243
Multiple-Input and Multiple-Outpuit...........ccccvveciiniiiiiiiiicciciiciiie 244

Configuring @ SOHO router ........ccceeveveiiiccccc e 244
CONCIUSION.....couiiiiiiiictccc s 250
Points t0 T€MEMDET ........c.ccooiiiiiiiiiiii s 251
KeY tOIMIS..cociiiiiiiiiiit e 252
QQUESTIONS ...eeteeiieeiteetteie et ettt et et e et e et este e beebeesbesse e seesseessaessassaanseessasssesssassessesnsennes 252
13. Managing and Monitoring a Network..... crereesnesennereannes 253
INErOAUCHON. ... 253
SEUCHUTE....viiiiiicic e 254
ODJECHIVES ...ttt s 254
Performance metrics and SENSOTS ..ot 254
Performance Monitor on a Windows 10 SYStem .............ccvvvveevevieiinccenneinieiennn, 255
Network availability MONIEOTING......cccvevivieiiiiiiiiciiieicce s 259
Open-source network monitoring tools...........ccceeeiiiiiiiininnicce, 260
Simple network management protocol .............c.cccvccviiiiiiniinicciiiiiicceecn, 261
Network device [0gS........cuumveuiiiiiiiiiiiiieieiiicicitcci e 263
SYStEM 10ZS.....cuiiiiiiiccc s 264

SYSIOG vttt 265

Open-source SYSI0G SETVETS.........cvueveueieieieiiiiiiicieiee e 266

Environmental factors and SENSOTS ...........cccccvvevciiiiiiiiiisisiecciisiiecceeeas 269

NEFIOW AAEA ..ottt 270

CONCIUSION.....ouiiiiiiicic s 271
Points t0 1€MEeMDET ..........ccooiiiiiiii 272
KeY tOIMIS ..ot 273
QQUESTIONS ..ottt ettt ettt eete e e ettt e e e ette e eeteeeeebaeeeenseseeesseseesssaeessseeessseeennsseeennsaeenanns 273
14. Policies and Procedures in Practice ......... . . cerererereressssaeaens 275
INErOAUCHON. ... 275
SHUCKUTE. ... s 276
ODJECHIVES ...t 276

Plans and procedures............ccocoviuiiiiiiiniiiiiic s 276



XX0

Change Management ............cc.occuiiiininiiniee s 277
Incident reSponse plan..........cccoviiuiiiiiiiiiii 278
Disaster 1eCOVeTY PIam ........cccuiiiiiiiiiicicicc e 280
Business continuity plan ............coovoiiiienii e 281
SYSEML LIfECYCLE ... 283
Standard operating procedures..............coovririinininiiinii s 284
Policy COMPANCE.......c.ccviuiiiiiiiicc s 285
Hardening and secutity PoliCies..............cccovvveurueeieiiiiiiiiciccisiciciiiisiscicce s 285
Common documentation ..o 286
Important factors of physical installations ..........c.cccveeuriueiciniciricneenicirieneeenn. 287
Hot Aisle/Cold AiSle 1ayOouL.......ccceueecueiieieiricieirieiereeeeeieiesseeie et seeesenns 288
Main distribution frame vs. intermediate distribution frame ............ccccccoeueuniee. 288
SEIISOTS ..ottt 289
COMIMON AGTCCIMENES ...ttt 289
Non-disclosure AQTeETNENt ...........cvvvvveueirieiiiinieiiiiiieiiiieit et 289
Service-1evel AZTEEMENt .............ccovvveurueieieiiiiiiiicee e s 290
Memorandum of understanding ..............ccoocevvvcviiviiiiiiiiciccie 290
CONCIUSION....cviiiiiiiiciiiic e 291
Points t0 1€MEMDET ..........ccoiiiiiiiiiiiii s 291
KeY OIS ..ottt 292
QUESHIONS ...ttt ettt et ettt e et e e e te e e beesabeeease e bae e beeesaaessaessseessseansseensaeenseennses 292
15. Resilience, Fault Tolerance, and Recovery . . reeeeseeesnessanesnne 293
INtrOAUCHON. c...cviiiiiiiicic s 293
SELUCTUTE. ...t 294
ODJECHIVES ...ttt s 294
Redundancy of hardware and software strategies..........ccccceucuriurincirirciniciniininn. 294
Load Dalancing ... 295
MUIEIPALRING ..o 296
Network interface card teAMINgG ...........cccccciviviiiiiiiiiviiiiiiicic e 298
Implementations of RAID .......ccccoviiiiniininiiinciiicceeceseee e 299
Redundant BATATATE/CIUSTOTS ..c..veeeeeeeeeeeeeeeeeeeeeeeeeee et e e e e et eeeeseee s eere e 304

Facilities and infrastructure SUPPOTE .........cvvvvvviiiciiiniiiiiiiiiiiciciececcce 304



XXU1

Redundancy and high availability CONCEPEs........ooovvvvvvviiiceiciciciiiiiiicieee e, 305
Network device DACKUP/TESIOTE ..........c.cveieeeririeisisiesistesste sttt 306
CONCIUSION....cviiiiiiiciiitc e 307
Points t0 1€MEMDET ..........ccoiiiiiiiiiiiii s 308
KeY OIS ..ottt 308
QUESHIONS ...ttt ettt ettt e e rte e e te e e be e sabeeeabe e bae e beeentsasssaessseessseansseensaeensasnnses 309
16. Security Concepts........ . . . . ceeenenesseneneseanes 311
INtrOAUCHON. ...t 311
SELUCHUTE....cviiiinii e 312
ODJECHIVES ...ttt s 312
Confidentiality, integrity, and availability ...........cccccooioiiiiiiice, 312
TRIEALS......oceeiiei et 313
Common vulnerabilities ANd eXPOSUTES ...........cccvvevvveviiiiiiiceieiciiiiiicccee e 315
Principle of least privilege...........ccoceeiiiiiiiiiiiicc 316
Zero Trust model ... 317
Zero Trust through network segmentation .............c.ccoevvevveeeeniiiicicceesinnn, 317
ZOTOAAY .o 318
Defense in depthi.........ccociiiiiiiiicccc e 319
Authentication Methods.........ccovicuiiiiiiiicccccc e 321
Two-factor (2FA)/multifactor authentication................cccvvveviovioniieivciccincincininiins 321
Risk Management ..o 322
Security information and event management............cccccocoeuiiiiiiininiie 323
CONCIUSION....cviiiiiiiiiii e 323
Points t0 1€MEMDET ..........ccoiiiiiiiiiiiii s 324
KeY OIS ..ottt 324
QUESHIONS ...ttt ettt et ettt e et e e e te e e beesabeeease e bae e beeesaaessaessseessseansseensaeenseennses 326
17. Cybersecurity Attacks . . . . cerernnneneaeaeaeaeanas 327
INtrOAUCHON. c...cviiiiiiiiicc s 327
SELUCTUTE. ...t 327
ODJECHIVES ...ttt s 328
Technology-based attacks............ccccuiuriiiiiciniiniiiricicic e 328

OSI model and cyber-attack examples................ccccvcvvviiiiinininiciiiiiiiciccceca, 328



Layer 1: The physical IAYer ............ccovvmumurueeinieiiiiiiiicieessieiessscee e 329

Layer 2: The datalink [ayer.............ccccccvvviiiniiiiiiiniiiciiicicicieccccsns 330

Layer 3: The network Layer.............coveeeeiiiiiviieisiieiciiccctess e 331

Layer 4: The transport [ayer ...........cccveeeveieiciieiiiieeeeeieieseccciee e 333

Layers 5, 6, and 7: The session, presentation, and application layers............... 334
CYDCT-AHEACKS ..o 334
Man-in-the-Middle QttaCK............cccccoovviviiviiiiiiiiiiicicicc 335
MATWATC. ...t 335
Social eNGINEETING ......cucvvviiiiicicictee e 336
Case StUAIES........ccoviiiicic s 338
QUEBSEIONIS. c.eeveeeieeese sttt sttt ettt st st sttt et e et 339
CONCIUSION.....ouiiiiiiiiiccc s 341
Points to T€MEMDET ..o 341
Key termS....coviiiiiiiiiii e 341
QQUESHIONS ...ttt et ettt ettt eete e et e eaeeeaveeeaveeeaeeeetesesseeseeenseeesseensneenseeenseeennes 343
18. Network Hardening Techniques . . . o 345
INtrOdUCHON......ciiiiiicc s 345
SEUCHUTE. ...ttt 346
ODJECHIVES ...t 346
Securing @ WOrKStation .........cccoeuiueiiiiiiniiiiiccccc 346
Techniques to secure @ NEtWOTK .........cccucuiiiiniiiiiiiiciiiciccc e 348
ACCESS COMPTOLLISES ..ot 348
Example 0f ACLS......c.coeuiiiiiiiiiiiiieicicctcce s 349

Router advertisement QUATA.............coovovvvecucieeieieiciciicccee e 350
ARP THSPECHION ..ottt 351
Dynamic ARP Inspection best practice............cccovvveeeieiniiiivececieisieieisnnn, 351

DHCP SHOOPING «.vcvviieveriieiiniiciiiicicteisteis sttt 352

VLAN security CONSIACTALIONS..........cocvvveveveieieiiiiniiiiicieieieiecccees s 352
SECUTE SNMP......cvovviiiiiiiiiiiiciciccc 354
WITELESS SECUTTEY ..ottt 358
Wireless encryption protoCols ............ccceievevcieeeicisiniiiiiiiiccees s 359

D O o 1 TR 362



xXxviii

Wireless access point SeCUTILY TNEASUTES ...........cvuvurueueieieiiiiiiicicicieieieisiessccicaenenns 363
Best practices of WLAN attack countermeasures.............cccoovuvueunicininiiininncnennnee. 363
Wireless intrusion detection/prevention SYStems.............cvveerieinierineunieinienneen. 363
Penetration testing ..........oueeiviviiiiiiieieieicii e 364
Vulnerability SCANTING......c.ccvveuvviniiiiiiieiiiiieisiiciisetss et 365
Internet of Things security considerations .............cccocueeueieciricinicincisicinisiscenn. 365
JOT WEAKNESSES ...ttt 366
Best security practices Of I0T ..........ccovvvvviieveiiininieiiiiiciiciceeecc 366
CONCIUSION.....oiiiiiiiiic s 368
Points to 1eMEeMDEeT ..........ccooiiiiiiiiii 368
KeY tOIMIS ..ot 369
QQUESTIONS .. cveeeeeiiee ettt ettt et e e ettt e e e etteeeebeeeeebaeeeeaseaesesseseesssaeesasseeessseeeesseeeensaeenanns 369
19. Remote Management.. - - - - vrereresnenernenenennenes 371
INErOAUCHON. ... 371
SHUCKUTE. ... 372
ODJECHIVES ..t 372
Virtual private NetWOrk ... 372
Site-10-5ite VPN .....cocoovoviviiiriiiiiciitiieieieictct i 374
Client-t0-site VPN ...t 375
Clientless VPN ...ttt 376
Split tunnel and full tunnel CONfigUIALION..........ovuvveveveiviviiiiicicieieeeeccies 378
Split tunneling case use AN eXAMPIE ............ccccovevvvvivvniciiiiiiiiiiciecccc 378
Remote desktop cONNeCtiON..........cccveviiiiiiiiiiiiiccc e 379
Remote desktop Protocol..........ccvueveieieieiiiciiicieieicieieicitcce e 381
RDP: Secutity CONSIATALIONS ......c.vvrveviirieiiinieiiiiieiiiieitseeieetst e 382
Remote Desktop GateWay..........ccceiirrciciiinininiiccicicie e 383
Configuring an RDP Gateway on a Windows Server................ccovvvieivencucnnnn. 383
Configuration of remote desktop AtEWAY ...........oevieviviviviiiieiiiiiiiicicieieee, 384
Configuring remote desktop gateway servers/Settings............ccceviviveiviciniuninnn. 386
Creating COMPULET GrOUPS.........covivvivieiiiiiiiiiiiiiciit e 388

Virtual network computing ...........ccovviiiiiiiiicc e 390

VATHUAL AESKEOP ..ottt 390



Authentication and authorization considerations..........c..c.cccveeeeerecrrenicrenrecennn. 391
Remote Authentication Dial-In USer SErvice...........ccuviviviiiiiciiiniiiiiiciiiiiiiiiinines 391
Terminal Access Controller Access-Control System PIus ............cccoovvvveveunvenennen. 393

In-band vs. out-of-band management..........cccooveiiiiiiiiin e 394
TOIHICE/SOCUTE SHELL .ot e et eeee st e st esaeeeae et esaeeseseeeeseeneens 396

CONCIUSION.....oeiiiiiiii e 396

Points to 1€MEeMDET ..........cooiiiiiiiiiiiii 396

KeY tOIMIS ..ottt 397

(@ DTt o) 1= RSP 397

20. Implementing Physical Security . . . crereresnssernsnsnesnenes 399

INErOAUCHON. ... 399

SEUCTUTE. ...ttt 400

ODJECHIVES ... 400

Physical security CONIOIS.........cccviuiiiiiiiiiiiiiicci s 400
DIEET oottt s 401
DEEECE ..ottt 402
D LAY ... 403
RESPON ..o 404
RECOVET vt 405

Detection Methods .........cccuvviiiiiiiiiiiie e 405
ASSCE HAGS oottt s 405
ALBIIS (.ot 406

Configuration management............ccccovvrieiiriiiniic s 406

Prevention Methods ..........ccceuiciiiceiccccccce s 407
BIOTHEITICS oottt 407
LOCKING TACKS ...t 408
SECUTTEY ZOTES c.vvvviiiicriiicieicicict et 409
Employee training ..........ccoooviveieueieeuiiiiiiiiisieeccccese s 409
ASSEE AISPOSAL ..o 410
Sanitize devices for diSPOSAL ..............cvviiiiiiiiiiiiiiiiiiiiticc 411
Factory reset/wipe CONfIQUIAHION..............cccuviuciiuniiiciciiisicicieecs s 412

(0] el T T3 Te) s HE SRR 413



xXxx

Points t0 T€MEMDET ........c.ccooiiiiiiiiiiiiii s 414
Key tOrmIS. .ot 414
QQUESTIONS . .eeeteeiieeiteeieete ettt et et et e e e et e s te e be e beesbeese e seesseessaessasssanseessaessesssassessesnsennes 414
21. Network Troubleshooting.......... creveesnerenaeresnnes 415
INErOAUCHON. ... 415
SEUCHUTE....viiiiiicic e 416
ODJECHIVES ...t s 416
Stages Of troubleShOOtNG ..........ccviiiiiiciiciicc e 416
FITSE SEOP ..ttt 417
Gather information about the problem ...............cccccvvevciiiiiiiiiiincccicnan 417
Question the users: The value of effective questioning .............c.cocoeevvcueuennne. 418

SECONA SEEP ..ottt 420
TRIFA SEEP .vvvviiteeett s 422
FOUTHR SEEP v 423
FIftR SEEP ..t 424
SIXEH SEOP oot 424
SEUEHEN SEEP....ovvieiiiieiiisieetsee ettt 425
Working through the stages of troubleshooting .............ccccceucunicvciiiccinicininnn. 426
CONCIUSION.....ouiiiiiiicic s 426
Points to 1€MEeMDET ..........ccoiiiiiiiiii 426
KeY tOIMIS ..ot 427
QQUESTIONS ..o cveeeeeiiee ettt ettt eete e eete e e e etteeeeteeeeebaeeeeaseeeeesseseesssaeessseeessseeensseeennsasenanns 427
22. Troubleshooting Cable Connectivity ...... . . cererererenessnasaeaens 429
INtrOdUCHON. ... 429
SHUCKUTE. ... 430
ODJECHIVES ..t 430
Common cable connectivity iSSUESs.........ccccouvuiuiiiiiiiiiiiiiccc 430
Link status troubleshOOting ............ccoceuiiiiciniiiniiniciniciiccc e 431
Meeting cabling Standards...............ccceveeveieiiiiiiiciceeeeee e 432
Basic CaDLE tESES .......cucueuiviiiiiiiciicieic s 433
Cable MANAZEINENLE .......ovuvvvvieieieieieiciicce e 434

CabLe fAULES ...t 434



Common Network t0O0IS........ccviiiiiiiiiiiiiii s 436
CADIE CTIMPET ..ottt 436
Punch down 100L............cccooivveiniiiiiiiiiiiiiiiici s 437
TONE GENETALOT c.vvivviieiiiriiicieieniict e 438
Loopback Adapler ...ttt 438
Optical Time-Domain Reflectometer.............covvvvueenieiviiiiciciceisesieiicccennes 439
MUIETINELET ... 439
CaDIE FESEET ...ttt s 440
WITE AP oo 440
NEFWOTK FAP ..ottt 441
FUSTON SPLICOTS .ottt 442
SPectrum ANAlYZETS ...........ccvvvviviiiiiiiiiciiiiiitcic s 442
Cable Strippers/SPS/CULLETS..........ccucuviueieiiriiisicicteiceic e 443
Fiber LIght ELer .........cccucuvuiiiiiiiiiiiiiccicccc e 443

CONCIUSION.....ouiiiiiiiictc e 44

Points t0 T€MEMDET ........c.ccooiiiiiiiiiiii s 444

Key tOrMIS. .ot 444

QQUESTIONS . .eeteeeieeiteetteit et ettt et et e et e et este e be e beesbeess e seesseessaessasssenseessasssesssessessesnsennes 445

23. Network Utilities.......... ceresenneneeaeananas 447

INErOAUCHON. ...t 447

SEUCHUTE....viiiiiicic e 449

ODJECHIVES ... 449

Network sOftware tOOLS ........c.cccciiiviririiiiiiiii e 449
WI=Fi QRALYZET ..ot 449
Protocol analyzer/packet CAPIUTE.........c.coveceverieeerisierisicestee st 450
Bandwidth speed teSter...........owvvviiiiiiiiicicieieiciciciicie e 451
EPCHf ot 452
POrt SCANNET .o 453
NELFIOW ANALYZETS ... 454
Trivial file transfer protocol SETVET ..........ccovvvviviiieieuriiiiiiiiiiiiceecc e 455
Terminal eMUIALOT .........cccuviiiiiiiiiciiccc e 455

0 Tl 7T PR 456



xxxii

Command lne toolS........cccccuiiiiiiiiiiiiiiii s 456
PING oo 457
PrOCESS ... 457
Troublesho0ting eXamples............ccecveveiivvcucieieieeieieieiccee s 458
SAMPIE OULPULE ...t 459
IPCONFIG/IFCONFIG/IP.......coovciviiiiiiiciiiiciiicicicic sttt 460
Troubleshooting exXamples.............cccvvvuviiieuiiiiiiiiiiiiiiecccctcts s 460
SAMPLE OULPUL ... 461
NSLOOKUP ..ottt 463
Troubleshooting exXamples...........ccccvvecirvicinieiiiniiiiisecciieieeee s 463
SAMPLE OUEPUL ..o s 464
THACETOULE] THACETE v ee e e e e e e et eseeeeaeeeseseeesesesaeeeseseeseeensseeseseeeseans 464
Troubleshooting examples............ccovvvveeieieiiiiiiiiisieieicces s 465
SAMPLE OUEPUL ..o s 465
Address Resolution ProtoCOL...........cccvviveiiineiiiiiiiiiiiiiinieicicccicisissecccns 466
Troublesho0ting exXamples.............ccccveiiviiurieieieieieiiiiscee e 467
SAMPIE OULPULE ..ottt 467
NETSTAT ..ottt 468
Troublesho0ting exXamples............cceeveveiiveceieieieeieieiccee s 468
SAMPIE OULPULE ...t 469
HOSTNAME ...ttt 469
SAMPIE OULPULE ..ottt 469
ROUTE ....c.ooiiiiiiieccstctt st 469
SAMPLE OUEPUL ..o s 469
TELNET ..ottt 470
OPLIONS vttt 470
SAMPIE OULPULE ...ttt s 471
TCPDUMP ..ottt s 471
SAMPLE OUEPUL ..o s 471
INMAP. ...ttt 471
Basic network platform commands...........cccoeeeiiiniinini e 472
Examples of commands in the IOS ..o, 473

USET EXEC THOE oot esete et ereet e seave s seiateereavtesseaesessneees 473



xXxXx1iii

Privileged EXEC MOAe.........ccvveveieiiiiiiiiiieieiciciciciicicicss e 474

SAMPIE OULPULE ..ttt 474
Putting commands into action ... 476
TCP three-way NANASHAKe...............cvvveveveieiciiiicceeee s 476
Three-way RAndsHAKe ..ot 477
CONCIUSION.....oeiiiiiiii e 479
Points to 1€MEeMDET ..........cooiiiiiiiiiiiii 479
KeY tOIMIS ..ottt 479
(@ DTt o) 1= RSP 479
24. Troubleshooting Wireless Networks....... . . rereresneneneneaeaeaeanas 481
INErOAUCHON. ... 481
SEUCTUTE. ...ttt 482
ODJECHIVES ... 482
Wireless deplOyments.........cccueueviiiicciciincccie e 482
Standards and Imitations ..........cccceiiiininiininiii 483
Received signal strength indication and ABM..............cccccovvvvvieiiiinicicicesn, 485
RSESLiiiiiiiiiiiitt 485

ABIM .o 485
Effective Isotropic Radiated Power/Power Settings............cccocovuviecievuniciniennnn. 487
Measuring trANSMISSION ........c.cceveviviivieiiiniiiiiiiciiie s 487
Wireless CONSIACTALIONS ..........ccccvvuvieucuciciiiiiiiiiiice s 487
ANEENNA PLACCTHENE ...ttt 487
COVETAZE OVETIAP ... 488
POlATiZAION ... 489

AP aSSOCIALION FIIME c.ovvvinvveniicviniietenictcticeeiceet e 489
Channel UHIIZALION. .........ccciviviiiiiciiiciiciciciic s 490

STEE SUTTLY c.vvvvivviiciciiicteteet s 490
Common issues and SOIULIONS.........coviiviiiiininiiiiic e 492
Misconfigured eVICES ..........cvuvveviiiiiiiiiiiieieieieiccicee e 492
Signaling and COVEYAZE .........ccovvvvviriviniiiciiiiiicicisiciieet sttt 493
INECTFOTEIICE ... 493

Channel interference or QVETIAP ...........cocvvvvivivvuieciiiiiiiiiiciccccc 494



xXxXxX10

Captive POrtal ISSUES ..........c.cvcveveveieveriiiicicieiee e 495
Client disassOCIAtION TSSUES ...........ccururiiiieiiiiisieiiiciciiiiteisisise e 496
Disassociation AHHACK ..............coevveiuiiiiiiiiiiciiceccc 496
Other checks and teStS ........ccvcueiicieiiciecece s 497
CONCIUSION.....couiiiiiiiictccc s 497
Points t0 T€MEMDET ........c.ccooiiiiiiiiiiii s 497
KeY tOIMIS..cociiiiiiiiiiit e 498
QQUESTIONS ...eeteeiieeiteetteie et ettt et et e et e et este e beebeesbesse e seesseessaessassaanseessasssesssassessesnsennes 498
25. Troubleshooting General Networking Issues......... crereesnerenaeseannes 499
INErOAUCHON. ... 499
SEUCHUTE....viiiiiicic e 500
ODJECHIVES ... 500
General cONSIAErations..........ccurueueuiuciiiininiiiicccc s 500
Establishing a network bAseline .............cccveveeeievevciiiiiciceececsccce e 501
Using the OSI model in troubleshooting ............ccccvvvvinvicinieininciniicisecinine, 501
COIMIMON ISSUES.....vcviiiiniiiiiicii bbb 502
PRYSICAL LAYET ...t 503
Data-link LAYET ..........coviviiiiiiiieieieicccictcc s 503
SWILCHING [OOPS ..evvvviviecee s 504

REMOLE ACCESS ... 506
Troubleshooting VLAN assigniment iSSUES .........ocvvvvvvvcrcueueisieieiiiiiccaceennnns 506
NEFWOTK LAYCT ...t 506
Issues with routing tables...............coovevevieieieiiiiiiiiiiiciiecc 507

Static and dYnamic TOULES .........ccueveveveveiiiiiicieieeeeecee s 507
ROULTIG J0OPS....ovcuiiiiiiiiiiciiiiiciiiiiciictetst st 508
Troubleshooting DINS SEHINGS ........ccccvvvvvvucurieieieieiiiiiiiisccee s 509
TrANSPOTE LAYET ..o 509
SESSION LAYCT ...ttt 510
APPLICALION LAYET ...t 510
Business operations/operational procedures .............ccveeeerenceernneecinnecrenecenen. 511
CONCIUSION.....ouiiiiiiiic e 512

POINES tO TOMEIMDET ..ottt ettt e et e e saa e e e sae e e s nneeessnnees 512



KeY tOIMIS ..ot 512
QQUESTIONS ..o cteee ettt ettt ettt ettt e e ettt e e e ette e eeteeeeebaeeeeaseaeeesseseesssaeesasseeessseeeesseeesnsaeenanns 513
26. Network+ Practice Exams rereeesnereneaeneneaeanas 515
EXQIN T 515
Networking fundamentals..............ccocccveviiniinineiiniiniicicieissece s 515
Networking implementations.............cccovvveceeeeieiiiiiiiiiceeeeescee e 519
NEFWOTK OPETALIONS ..ottt 521
NEFWOTK SECUTTEY .ottt 523
Network troublesh00tiNg ..........cvuvueveieiiieiiiicicieeiee e 525
EXQIN 2ottt 528
Networking fundamentals................cooevvvviiieeseiiiiiiiiieee e 528
Networking implementations.............cceccccviiiiiiiiiinniiiiiinicceseccce e 531
NEtWOrk OPErtions ..........ccueveviiviiiiiiieiiieiiiciitste e 534
NELWOTK SECUTTEY coevviiviiiciiciciee e 536
Network troublesHOOtING .........cccceviiviiiciiiciiiiiiiiisiciie s 538
EXam T aNSWETS .....cuoiuiiiiiiiiiniiiicici s 541
EXQIMN 2 @NSWETS c.oviviiiiniiicictcss s 543
APPENDIX: Network+ (N10-009) Certification Exam Objectives .........cececcrururuennneee 547
1.0 Networking ConCepts.......cvuieieiiiiiiiicccieee e 547
2.0 Network implementation...........cccceveivinieininiciniiiinincieceeee e 547
3.0 Network Operations ..........ccveviiiicicinisiccc e 548
4.0 Network SeCUTTLY ....ccvvviviiiiiiiiiiciiicc e 548
5.0 Network troubleShOOtNg ..........ccoceiiiiiiiniiriiiriciicicce e 548

Index ..549-560







CHAPTER 1

OSI Model

Introduction

This chapter outlines the need for standards in the IT industry. The chapter describes the
origins and evolution of the OSI model and how the seven layers of the OSI model break
down the core concepts of networking functions and processes. Furthermore, the chapter
also gives the reader an overview and explanation of each discrete layer and describes
how the layer operates in data transmission. It explains in detail how encapsulation and
decapsulation work as data traverses networks. The descriptions and illustrations walk
the reader through the layers of the model and build their understanding of network
fundamentals.

Structure

This chapter will cover the following topics:
e Need for standards
e Evolution of the OSI model
e Seven layers of the OSI model

e Data encapsulation and decapsulation
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Objectives

After reading this chapter, you will be able to explain concepts related to the Open Systems
Interconnection (OSI) reference model. You will also be able to understand protocol
architectures and appreciate the need for standards and protocols, breaking down the
overall functionality of data transmission into its constituent parts.

Need for standards

When new systems of communication emerge and evolve, the way they grow and develop
is not necessarily evenly distributed. This occurs especially in the case of a global system,
where changes are not limited to local or even regional factors. The way global systems
spread, and scale is not geographically, logistically, or uniformly measured over time.
Technology and networking are notimmune to this disruptive but initially fragmented means
of growth. When we go back to the inception, evolution, and proliferation of networks and
observe how these networks and networking technologies have expanded throughout the
world, especially from the early 80s, the need for organizational standards and guidelines
is apparent. When you have technology as a diverse, globally distributed phenomenon,
it is even more apparent that there must be guiding principles to keep everything intact,
orderly, flowing smoothly, and operating in a somewhat cohesive, reliable fashion. Three
words will stand you through the test of time in expressing the critical nature of having
standards in place to fasten the growth and expansion of networking. These words are
interoperability, compatibility, and scalability. Unless one considers all of these three
areas and what they signify in physical or logical internetworking operations, what one
manufactures, designs, innovates, or implements may not work in the landscape of a global
operation or, indeed, within the network infrastructure itself. In real-world operations,
organizing principles and standards are a must. When discussing networking, the OSI
model (and other models such as TCP /IP) could be identified as the universal language for
exchanging and discussing ideas about networking functionality and computer network
operation and design.

Standards versus protocols

When one considers what is meant by standards, we usually qualify the word with low,
poor, high, or excellent as a descriptor. In essence, standards are sought as a level of quality,
achievement, and so on that is considered acceptable or desirable. In the narrative of
networking, this is what occurred when multiple organizations were brought together
to put shape and order to networks as they were expanding in the early decades of
growth. Participants and experts hailed from many disciplines. Without proper growth
management, this expansion of networking could have been an outright chaotic
catastrophe. The gathering of minds and expertise met the challenges and problems posed.
Regarding standards, one could ask, is there a difference between standards and protocols
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when discussing networking fundamentals? If there is, why is it good to mentally sharpen
this distinction? As we move through the chapters, you will see why fine-tuning your
definitions and spotting differences optimizes your understanding of networking concepts
and practices.

Organizational standards mainly apply to people: what they create, manufacture, design,
engineer, and build. Bodies that control these standards essentially seek uniformity in
terms of quality in processes, methods, high quality, efficiency, and workability in tactical
policies and procedures. But it would not be amiss to say that standards and the use of
standards indicate or relate to the production and labor of people. Protocols, when one
pursues networking, relate specifically to data. A network protocol is a set of rules for
formatting and processing data. And there we have the difference. It is true to say that
protocols are made and implemented by people, but when one speaks of protocols, one is
directly considering what the function of the protocol is, the way the data is formatted or
presented, why a given rule is required for data transmission, the impact of the protocol on
data, and its role in networking as a practical thing. In short, when we think of standards,
we associate organizational standards with people, but when we think about protocols,
we associate protocols with data. As networking evolved over the decades, organizational
standards helped to make worldwide networking a viable venture. Protocols make
networking functions possible.

Evolution of the OSI model

The OSI model was developed in the 1970s by the International Organization for
Standardization (ISO) and adopted as an international standard in 1984.

It was originally developed as a universal standard for creating networks. It provides us
with a great teaching tool to understand networking fundamentals. The ISO model is a
conceptual framework akin to a blueprint an architect may be given on a house or larger
structure. It is a reference guide for all kinds of specialisms in networking practice. The
OSI model is used to describe the functions of a networking system. When referred to as
a guide, it assists us in understanding the flow of data as it travels across the network and
between networks and explains what happens to the data along the way. The model is
broken down into seven layers. Each layer handles the functions and tasks in hardware
and software to promote error-free data transmission. Just as an architect who follows a
blueprint aims to map out a structure accurately, professionals like network engineers,
electricians, hardware manufacturers, and software developers strive for success by
adhering to the OSI model's guidelines and rules. However, though absolute success is not
guaranteed, successes are increased with careful adherence to these networking standards.
Think of it like a big-picture puzzle or jigsaw. Although one piece is independent in its own
right, it still holds integrity to the overall design and to the overall functionality in practice
and in the interdependencies of the layers. The OSI model holds the pieces of the picture
of networking functionality together. It does so by synthesizing and breaking down the
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overall picture and practice into seven layers that divide and distinguish the parts from
the whole. If you ask yourself what a network needs to do to be fully operational, the OSI
model will assist you with an answer.

This book focuses on explaining the OSI model, and describing how it is structured and
used in networking. The book’s intention is not to argue the legitimacy or relevance of the
OSI model in modern networking. However, understanding the theory behind the OSI
model offers several potential benefits for technicians and administrators. By exploring
these theories and models, we can better grasp their practical applications and abstractions.
Viewing these concepts from a problem-solving, solutions-focused perspective allows us
to address questions like if it works — then how? and apply what we learn to our daily tasks. This
approach enhances our ability to troubleshoot, design, and optimize network systems
effectively. Consequently, our purpose in this chapter is to view the seven layers as IT
practitioners and focus on the actions indicative of each layer.

We will focus on the following questions regarding the OSI model in this section:
e  What is happening on this layer?
e How does it work?

e Moreover, how would you apply this understanding in practice in your day-to-
day duties?

e Could knowing something about this specific area, assist you in your job role,
perhaps as a network trouble-shooter or network administrator?

In summary, the OSI model presents us with a marvelous means of visualizing networking
interactions and getting our teeth into the mechanics of what the model embraces.

The OSI model has seven layers, from layers 1-7: the physical layer, the data link layer,
the network layer, the transport layer, the session layer, the presentation layer, and the
application layer.

Note: Mnemonics are used to remember the seven layers. From layers 1-7, it is Please
Do Not Tell Secret Passwords Anytime; from layers 7-1, it is All People Seem To Need
Data Processing.

The model is usually presented in stack formation because this graphical representation
demonstrates the concepts of data flow and protocols best as we move up and down through
the stack.

Figure 1.1 outlines the seven layers and shows the protocol data units associated with each
layer:
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Figure 1.1: OSI model layers

In Figure 1.2, the primary functions of each layer are outlined. Note the focus is not on the
protocols or mechanisms that implement the functions, just the functions themselves:

7 High-level APIs, including resource sharing, remote
file access

6 Translation of data between a networking service

/ and an application
5 ,) ‘Managing communication sessions ‘
A Reliable transmission of data segments between

points on a network
2 ' Structuring and managing a multi-node network |
2 Reliable transmission of data frames between two
nodes connected by a physical layer

1 Transmission and reception of raw bit streams over
a physical medium

Figure 1.2: The functionality at each layer

Protocol data units

A protocol data unit is an OSI term that refers to a group of information added or removed
by a layer of the OSI model. Protocol data units (PDU) is a significant term related to



