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significance of a well-rounded and practical approach to exam preparation. This
book results from my firsthand experience and extensive research and insights
gathered from fellow CKAD-certified professionals. It has been meticulously
crafted to equip you with the essential knowledge and hands-on skills necessary
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Best of luck in your CKAD exam preparation, and may this book serve as a valuable
resource to help you achieve your certification goals.

The book has two simple objectives:
¢ Help you to master Kubernetes.
e Help you to crack the CKAD exam.

There is currently a high demand for Kubernetes skills in the job market. According
to a survey by the Cloud Native Computing Foundation (CNCF), Kubernetes is the
mostin-demand skill for cloud-native professionals. Many companies are adopting
Kubernetes to manage their containerized applications and infrastructure, and as a
result, there is a growing need for professionals with expertise in using Kubernetes
to design, deploy, and maintain cloud-native systems.

Thus, learning and mastering Kubernetes is essential.
This book is divided into 14 chapters. The details are listed below:

Chapter 1: Introduction to Kubernetes, Docker, and Minikube - In this foundation
chapter, we will learn how software development and deployment have changed
over the years and also do a deep dive and try to understand the world of Cloud
native technologies, Container, Docker and Kubernetes. We will also learn how
to set up your Minikube. Minikube is a tool that allows you to run a single-node
Kubernetes cluster locally on your own machine. Minikube single node cluster
will be used to execute all the practice exercises.

Chapter 2: What, Why, and How of CKAD Exam - This chapter discusses the
certification, curriculum and tips and tricks needed to pass the CKAD exam. We

will also cover the topic of time management and how to practice and prepare for
the CKAD exam.

Chapter 3: Exploring Pod, Deployment, ReplicaSet, and Namespace - From this
chapter, we will start learning Kubernetes resource objects. First, we will start
learning the core concepts of Kubernetes with Pod, Deployments, ReplicaSet
and namespace. We will also discuss the basic structure of Kubernetes primitives
and how to interact with Kubernetes objects via the command line-based client,
kubectl. At the end of the chapter, you will understand how to create Kubernetes
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objects imperatively and declaratively and know how to create core Kubernetes
objects, and define their most basic configuration.

Chapter 4: Deployment Strategies and Helm Packages - In this chapter, we will
learn how to update apps running in a Kubernetes cluster and in an actual zero-
downtime update process. We learn different deployment strategies and also learn
Helm, the package manager, which is a tool to help you define, install, and upgrade
applications running on Kubernetes.

Chapter5: Pod Design and Concepts - In this chapter, you will learn many concepts
related to Pod and deployment, which is essential to know to pass the exam. This
chapter will teach us about labels, annotations, and deployment. We will also
learn about autoscaler, how to roll out a new revision of your application, and
how to roll back to a previous revision. And lastly, we'll touch on the Kubernetes
primitives Job and CronJob.

Chapter 6: Multi-container Pods and Design Patterns - In this chapter, we will
learn about Multi-container Pod, its need, use cases and design Patterns. We will
also look into Init Container.

Chapter 7: Kubernetes Volumes and Persistence - In this chapter, we will cover
Kubernetes volume types. The chapter covers, different types of volumes for
reading and writing data. We will also learn how to create and configure them.
Kubernetes models persist data with two primitive PV and PVC. In this chapter,
we will cover Persistence volume and Persistence volume claim, how to set it, and
its relationship with Pod. We will also cover the Storage class, how to set it, and its
creation using PersistentVolume.

Chapter 8: Configuring Volume, Environment Variables, ConfigMap, and
Secrets - In this chapter, we will learn some advanced concepts to configure the
Kubernetes object. We will start first with how to configure runtime behavior
using environment variables. How to configure apps through config maps and
how to handle sensitive information in Kubernetes using secrets. We will also
cover Volumes and how to mount them to Pod.

Chapter 9: Service Accounts Resource Quota and Security Contexts - In this
chapter, we will learn how to define security context to define privilege and access



control settings. We will also learn the configuration needed to assign a Service
Account to a Pod and also learn about resource boundaries and how to set resource
quota.

Chapter 10: Liveness and Readiness - Probes are used by Kubernetes as an
indication of a pod’s health and state. Health probes help automate detection and
correction of issues seen in the Kubernetes cluster. These probes help in checking if
the application is working as expected. In this chapter, we will discuss the various
probes, namely readiness, liveness and startup probes, the difference between
liveness and readiness probes and under which scenario to use. We will also learn
how to configure them and how to debug scenarios associated with liveness and
readiness probes.

Chapter 11: Monitoring and Debugging of Kubernetes Cluster - In this chapter,
we will see how to monitor and debug Kubernetes clusters. You will learn
strategies for debugging a misconfigured or misbehaving Kubernetes object. Also,
we will see how to monitor clusters and nodes.

Chapter 12: Kubernetes Networking and Services - This chapter will focus on
various types of Kubernetes services and will also learn about exposure of Pods
inside or outside of the cluster, depending on their declared types. You will also
learn Kubernetes networking and network policy.

Chapter 13: Mock Exam 1 - This chapter will cover the first mock exams with
solutions. The questions in these exams will give you a real exam-like feel
regarding your ability to read and interpret a given question, how to manage time,
and validate and debug your own work.

Chapter 14: Mock Exam 2 - This chapter will cover the second mock exam
with solutions. The questions in these exams will give you a real exam-like feel
regarding your ability to read and interpret a given question, how to manage time,
and validate and debug your own work.
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CHAPTER 1

Introduction to

Kubernetes, Docker,
and Minikube

Introduction

In this foundation chapter, we will learn how software development and deployment
have changed over the years and dive deep into understanding the world of
Container, Docker, and Kubernetes.

We will also learn about how to set up your minikube. minikube is a tool that allows
you to run a single-node Kubernetes cluster locally on your own machine. minikube
single node cluster will be used to execute all the practice exercises.

Structure

In this chapter, we will cover the following topics:
* Software development, deployment, and evolution
e Evolution of microservice
¢ Introducing Docker
¢ Introducing Kubernetes
e Architecture of Kubernetes

e Benefits of Kubernetes
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¢ Installing Docker
* Installing minikube

e Practice test

Objectives

By the end of this chapter, the reader can understand how software development has
changed over the years, the role of containers and virtual machine in the evolution
of microservice, Kubernetes architecture. I hope this chapter provides a solid
foundation.

Software development, deployment, and
evolution

Around 15 years back, if our team wanted to deploy an application or run a service,
we had to provision a whole new physical server. Back then, if we were developing an
application such as a J2EE application, the team needed to work with the purchasing
department to order physical hardware. It would take 4-8 weeks for the hardware
to arrive, then the IT team would install OS with the required binaries/software
updates and hand over the server to the project team. Only then the project team
could deploy the application and initiate user testing before roll-out to production.
So, from project inception to actual production, it used to take anywhere between 4-6
months. It was a frustrating, expensive, non-efficient, and time-consuming process.
The scaling was costly and difficult, as it entitled buying more hardware.

Cutshort to today; we can provision and spin up anew server and deploy applications
within a few hours. All the provisioning activities can be conducted using a self-
help portal, and there is no dependency on the IT team. Over time, the industry
has evolved with technologies such as virtualization and containers. Let us try to
understand this evolution from a physical server to virtualization to containers with
the help of examples.

Deploying applications on a physical server

Resources are needed for a service or application to run on a physical server. The
resources are Memory, Central Processing Unit (CPU), Input/Output (I/O), and
disk space. These resources are managed by the operating system, as shown in the
following figure: there is a hardware layer of the physical server with resources. On
the hardware, the operating system is loaded. The application runs on the OS, which
helps manage the resource utilization for the application.
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In Figure 1.1, we can see how the resources are managed by the operating system:
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Figure 1.1: Physical server

Typically, the physical server architecture is single-tenant; that is, you only have one
application running on a physical server. If multiple applications are running on a
physical server, one application may consume most of the compute resources and
impact other applications running on the same server. This is a common problem of
shared resources without strong boundaries. Hence, a physical server runs only one
application in most cases, thus not efficiently utilizing the physical server resources.

Moreover, most of the time, nobody knew the performance requirements of the
new application. Procuring a new server would take several months, forcing the IT
department to make guesses while choosing the model and size of the server to buy.

Thus, IT department used to buy big fast servers to run the applications, and in most
instances, these servers were underutilized. It was a total waste of capital resources
and money.

Deploying applications in Virtual Machines

Sometime around the mid-2000s, Virtual Machines (VMs) came into existence,
where each server with VM technology could run multiple applications. The virtual
machine was a game changer. With the advent of technologies such as VMware and
hypervisor, organizations can utilize physical servers more efficiently. They can now
allocate, add, and remove resources must faster. So, there was a drastic improvement
in how servers were procured for applications, as new servers were no longer
procured for every new application. With VM technologies, multiple applications
can reside on a single server application, and the same physical server can be shared
across multiple applications.

With a virtual machine, you have the same physical server with all the resources,
but instead of the server operating system, there is a hypervisor such as vSphere
or Hyper-V loaded to it. The Hypervisor is where you create your virtual machine.
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In Figure 1.2, each VM has its own virtual device, such as a virtual CPU and virtual
RAM. On top of these virtual hardware, you load a guest operating system and the
applications. Refer to the following figure:
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Figure 1.2: Virtual machine

Application services are deployed to each of these virtual machines, so thereis a tight
boundary and no sharing of the resources. The benefits of virtualization are obvious;
instead of having just one application per server, you can now run several guest
operating systems and a handful of applications with the same physical hardware.

Deploying applications in containers

So how are containers different from VMs? In short, containers virtualize the
operating system instead of the hardware. Containers offer enhanced portability
and efficiency by bundling code and dependencies together. Functioning as an
abstraction at the application layer, they provide a seamless way to package and run
software applications in any environment.

Multiple containers can run on the same machine and share the operating system
kernel with other containers. Each of these containers runs as isolated processes.
Compared to VMs, containers are only megabytes in size and take just seconds to
start, versus gigabytes and minutes for a VM.

In the following figure, containers sit on top of a physical server and its host operating
system (either Linux or Windows):
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Figure 1.3: Container

Docker is a tool that uses containers to make the creation, deployment, and running
of applications a lot easier. It binds the application and its dependencies inside a
container.

Evolution of microservices

In the previous sections, we looked at how the software industry has evolved from
physical servers to virtual machines to containers. This evolution has also impacted
the software architecture, its deployment, and its development.

During the era of physical servers, most of the applications were built as monolithic
applications. In monolithic applications, all components must be developed,
deployed, and managed as one entity. Any change in one of the application’s
components required the redeployment of the whole application.

Tohandle the increaseinload on amonolithic system, you could either vertically scale
the system by adding more CPUs and memory or other server components. You can
also scale horizontally, that is, by setting up additional servers and running multiple
copies of the application. Scaling out horizontally has its own challenges, and you
will need to re-architect the application if you want to scale out certain components
of the application. The components of the applications are tightly coupled to the
scale-out. Most of the time, you end up scaling out the whole components of the
application, even though the intent was to scale only certain components. So, the
solution was to split up this complex monolithic application into independently



