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Preface

Blockchain is a transformative force, reshaping several industries and technologies
and redefining data integrity. This book is designed to be your guide by providing a
comprehensive explanation for engineering students and enthusiasts. It simplifies the
complex concept of blockchain and Distributed Ledger Technology (DLT).

In this book, you will learn about many topics, from the basics of blockchain and DLT to
the real-world application of blockchain. You will also learn about Bitcoin, permissionless
and permissioned blockchain, and will be provided with numerous practical examples to
help you understand the concepts.

I hope you will find this book informative and helpful when unraveling the foundations of
decentralized systems and exploring the limitless potential of blockchain.

Chapter 1: Cryptography and Distributed Systems — In this chapter, the focus is on the
intersection of cryptography and distributed systems. The chapter begins by introducing
the fundamental concepts of both cryptography and distributed systems, highlighting
their importance in securing and managing data in a networked environment. It explores
concepts like public-key cryptography, digital signatures, and secure multi-party
computation are explored in the context of distributed systems. The chapter also explores
the implementation of cryptographic primitives in blockchain technology and other
distributed ledger systems. The importance of cryptographic algorithms in achieving
consensus mechanisms, like proof-of-work or proof-of-stake, is also discussed.

Chapter 2: Introduction to Blockchain Technology — This chapter addresses the technical
intricacies of blockchain technology and DLT. It also explores key theoretical aspects
such as the CAP theorem, the Byzantine Generals Problem, and the nuances of consensus
mechanisms, including types, cryptographic primitives, and data structures underpinning
blockchain functionality.

Chapter 3: Bitcoin — This chapter discusses Bitcoin, covering its historical genesis,
transaction dynamics, and foundational concepts. It also explores Bitcoin keys, addresses,
and wallets, including elliptic curve cryptography, Base58 encoding, and BIP-38
encryption. In this chapter you will learn about transaction scripts, mining intricacies, and
the structure of blocks, culminating in the pivotal genesis block. It will help you navigate
the Bitcoin network, addressing core nodes, peer-to-peer architecture, and incentive-based
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engineering. The chapter concludes by exploring Bitcoin forensics, analyzing addresses
and wallets precisely.

Chapter 4: Permissionless Blockchain: Ethereum — This chapter introduces Ethereum
1.0 and 2.0 and gives a detailed exploration of the Turing completeness inherent in the
Ethereum Virtual Machine (EVM), and a meticulous comparison with Bitcoin. The
discourse extends to practical aspects such as Ether units, Ethereum wallets, and the
utilization of Metamask. Transactional intricacies are examined, including structure,
gas dynamics, and the conveyance of values to Externally Owned Accounts (EOA) and
Contracts. The chapter culminates with a formal discussion on Smart Contracts and their
deployment through Solidity.

Chapter 5: Permissioned Blockchain: Hyperledger Fabric — This chapter focuses on
Hyperledger Fabric and encompasses an in-depth introduction to the framework,
elucidating the tools and architecture integral to Hyperledger Fabric Blockchain. The
chapter further delves into the intricate components of Hyperledger Fabric while
addressing challenges related to interoperability and scalability within the blockchain
landscape.

Chapter 6: Crypto Assets and Cryptocurrencies - This chapter dissects concepts like ERC20
and ERC721 Tokens, exploring the differences between ERC-721 and ERC-20 tokens, and
talks about the significance of Non-Fungible Tokens (NFT). This chapter serves as a guide
to navigating complex digital assets and provides a great understanding of Initial Coin
Offerings (ICO), Security Token Offerings (STO), and diverse cryptocurrencies.

Chapter 7: Blockchain Applications and Case Studies — This chapter introduces readers
to the transformative impact of blockchain in IoT, Al and cyber security. Explore how
blockchain enhances security in the Internet of Things, ensures ethical Al applications,
and fortifies cyber defenses. Real-world case studies exemplify the practical implications,
making this chapter an essential guide to the evolving intersection of blockchain technology
and these dynamic domains.
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CHAPTER 1
Cryptography and
Distributed Systems

Introduction

Cryptography and distributed systems have emerged as the primary disciplines in the field
of modern data security and efficient information exchange. Cryptography symbolizes
the centuries-old quest for secure communication. Cryptography has transcended
boundaries, from the cryptic hieroglyphs to the complex algorithms of the contemporary
time. Meanwhile, the concept of distributed systems has germinated from the continuous
evolution of computing and networked systems and aims to transform the way data is
accessed, shared, and utilized across various platforms through collaborative data sharing,
processing, and scalability.

This chapter will explore the intertwined disciplines of cryptography and distributed
systems. Besides the histories and complexities of these groundbreaking technologies, we
will learn about the nuances of encryption, digital signatures, key exchange, authentication
mechanisms, and more.

Structure

This chapter contains the following topic:

e Routes of cryptography
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* Emergence of distributed system
e Cryptography’s basic concepts and terminologies
e Evolution of cryptography

* Encryption

e Principles of cryptography

e Encryption algorithms

e Working of Diffie-Hellman

e Cryptographic protocols

e Cryptographic key management
e Public key cryptography

e Hash functions

¢ Distributed file systems

¢ Distributed database

e Blockchain and cryptography

* Security protocols

Objectives

The chapter elucidates the interrelated relationship between cryptography and distributed
systems and how their integration strengthens the security and integrity of decentralized
networks. It aims to offer a comprehensive understanding of cryptography and distributed
systems by shedding light on their evolution, fundamentals, features, and applications.
The chapter will talk about encryption algorithms, encryption standards, cryptographic
protocols, and more in detail. Through this, we will gain insights into their collaborative
potential in addressing the technological challenges of contemporary times.

Routes of cryptography

Trails of cryptography trace way back in time, when simpler methods of encryptions were
used, such as transposition ciphers, and polyalphabetic ciphers for high termed security
contents. Encrypting things was fun during the childhood days for most of us, as we
used to swap messages to our best buddies. Everyone might have used one or the other
way to hide the message content from public like the use of invincible ink or wax. The
necessity to hide messages has been present since we transitioned from living in caves to
forming communities and embracing the concept of civilization. Once distinct groups or
tribes emerged, the notion of competing against each other arose and was disseminated,
accompanied by hierarchical aggression, covert communication, and manipulation of
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the masses. The most primitive forms of encryption were discovered in the birthplace of
civilization, which is unsurprising, encompassing areas presently associated with Egypt,
Greece, and Rome.

The earliest known form of cryptography dates back to ancient Egypt, where hieroglyphs
were used to encrypt sensitive information. Throughout history, various forms of
cryptography have been used, including substitution ciphers, transposition ciphers, and
polyalphabetic ciphers.

The Caesar cipher, named after Julius Caesar (a Roman military general in 100BCE)
who used it to encrypt his military messages, is one of the simplest and earliest known
substitution ciphers. The Vigenere cipher and the Playfair cipher, developed in the 16th
and 19th centuries respectively, are examples of polyalphabetic ciphers. These traditional
methods of encryption can easily be broken by modern computers and are no longer
considered secure for protecting sensitive information.

Monoalphabetic and polyalphabetic ciphers are two types of secret codes used in
cryptography.

Monoalphabetic cipher

In a monoalphabetic cipher, each letter in a message is consistently replaced with a single,
fixed letter. For instance, in a Caesar cipher, every A might always become a G, leading to
a simple and predictable substitution. However, monoalphabetic ciphers are vulnerable to
attacks like frequency analysis, where the frequency of letters in the encrypted message is
analyzed to crack the code.

In this cipher, each letter in the plaintext is shifted by a fixed number of positions in the
alphabet.
For instance, with a shift of 3, the following changes can be observed:

e Original: HELLO

¢ Encrypted: KHOOR

Here, each letter is replaced by the letter that is three positions ahead in the alphabet.

Polyalphabetic cipher

On the other hand, a polyalphabetic cipher adds complexity by using multiple
substitutions for the same letter based on a secret key. The Vigenere cipher is a common
example, where each letter in the key corresponds to a different shift in the alphabet.
This dynamic substitution makes it more challenging for cryptanalysts to decipher the
message, providing increased security compared to monoalphabetic ciphers. Poly means
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many, and in this case, it means many ways of encrypting each letter, adding an extra layer
of protection to the coded message.

In this cipher, a keyword is used to determine different shift values for each letter in the
plaintext.

For example:
e Original: HELLO
¢ Key: KEY
* Encrypted: RIJVS

Here, the first letter H is shifted by 10 positions (K in the alphabet), the second letter E by
4 positions (I in the alphabet), and so on.

The various roots of ancient cryptography are as follows:

Egyptians

The ancient Egyptians used a primitive form of steganography, which is the practice of
hiding a message within another message or medium. They would carve hieroglyphs on
the back of a stone slab, then cover the back with a layer of wax and write a harmless
message on top of it, making it hard to detect that there was a hidden message. The method
of steganography was also used by the Greeks and Romans, who would shave the head of
a messenger and tattoo a message on his scalp, this reference is portrayed in a Hollywood
movie, and then they used to wait for his hair to grow back before sending him on his way.

Greeks

The Greeks devised a slightly different and simpler method of encrypting messages by
wounding a piece of tape around a stick. When the tape was unwound, the writing would
appear gibberish. The intended recipient would then use a matching stick to decipher the
message. On the other hand, romans used the Caesar Shift Cipher technique for encryption.
It involved shifting letters by a fixed number, typically three, to create the coded message.
To decode the message, the recipient would subsequently move the letters backwards by
the identical magnitude. The Caesar Shift Cipher exemplifies a monoalphabetic cipher.

Emergence of distributed system

Likewise, the concept of distributed systems also has a long history. It dates back to the
early days of computing when mainframe computers were connected through networks,
where a universal flow of data always ends up with a certain particular node or few
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among the system. The initial development of distributed systems has been driven by
the demand for expandability, dependability and availability. As the scope of internet
broadened and more devices and resources were let out to explore the network, it was the
best point to make entry for distributed systems, and to play a crucial role in contemporary
computing infrastructure. In the early days of software architecture, monolithic systems
were prevalent. These systems combined data access codes, business logic, and user-
interface code, making it difficult to separate the layers, such as when the DBMS changes,
or reuse components in other applications due to lack of modularity. The progression of
distributed computing systems has been substantial since their origins. In the beginning,
an individual computer could only execute one job at a time, and it was necessary to have
multiple machines running concurrently to carry out multiple tasks.

However, this alone was inadequate to establish a fully distributed system, as it necessitated
a method of intercommunication between different computers or software running on
them. This resulted in the creation of message-based communication, where information is
exchanged between computers using messages, as well as other techniques such as file and
database sharing. The advent of multitasking operating systems and personal computers
marked a new era in distributed systems. The emergence of operating systems such as
Windows, Unix, and Linux enabled the execution of multiple tasks on a single machine.
This, in turn, facilitated the construction and operation of entire distributed systems
within one or a few interconnected computers via messaging. This development led to
the emergence of the service-oriented architecture (SOA), wherein distributed systems
were constructed by integrating a set of services running on one or multiple computers.
The service interfaces were specified using WSDL (for SOAP) or WADL (for REST), and
service consumers employed these interfaces for their client-side implementations. Please
refer to the following Figure 1.1:

SOA Conceptual Architecture

Service registry
BN

2
N A\

;) P

Q® %
Service Provider +—> Service consumer
Bind

Figure 1.1: Graphical representation of the SOA conceptual architecture.



