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Preface

This book will provide you with all the information that is required to understand AWS
services to pass AWS Cloud Practitioner Certification exam, which is now updated to new
version CLF-C02. It also will give you a solid foundation to choose when and why to use
some specific AWS services based on the requirements of your job. This book explain the
qualities of the cloud and will give you, as an individual or a company, a competitive
advantage for the strong security guarantees, the elastic provisioning of servers, the speed
of development and safeguards given by AWS. We will discover the main computing
model, the billing and costs associated and all the other possible AWS services that the
exam can ask you.

After reading this book, you will be able to follow the best practices suggested by AWS
and will improve your work and the quality of your architectures for years to come. This
book will help you pass AWS Cloud Practitioner Certification and to start your new career
as a cloud engineer, a solution architect, a DevOps, support/help desk for the best cloud
available.

Chapter 1: Cloud Introduction - This chapter introduces cloud computing, defines its
core concepts, and outlines the benefits of adopting a cloud-based approach. It presents
an overview of Amazon Web Services, its key offerings, and the potential advantages of
transitioning to a cloud provider. The chapter provides a broad overview of the main
functionalities available on AWS, grouped into its major service areas. It also explains
the different deployment topologies supported by cloud providers, highlighting their
advantages and disadvantages. At the end, the chapter outlines the foundational pillars
of the AWS Well-Architected Framework with a focus on designing scalable, reliable, and
secure solutions within the AWS environment.

Chapter 2: AWS Global Infrastructures and Main Services - This chapter provides
a high level overview of AWS's global capabilities, focusing on how it operates across
multiple regions and Availability Zones (AZs) to support deployments around the
world. It highlights how AWS ensures high availability through its use of AZs and Global
Infrastructure. We will also explore the main macro areas where AWS excels, along with the
most commonly used services. Detailed descriptions of individual services will follow in
the next chapters. Additionally, you will be introduced to AWS Global CloudFront content
delivery network (CDN), along with options and features related to edge locations that
AWS users can leverage to optimize performance and reduce latency.
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Chapter 3: AWS Identity Access Management - This chapter provides a more detailed
overview of how AWS manages users, roles, and groups. It focuses on the various features
and options available for AWS users, emphasizing best security practices such as MFA
and different types of access, including access tokens. It also highlights the tools available
to monitor IAM security, check users' last access times, and review the types of policies
applied.

Chapter 4: AWS Compute Services - This chapter covers EC2 as AWS's primary compute
service, detailing instance types, billing options (on-demand, reserved, spot), and instance
classes for different workloads like GPU, compute, memory-optimized. It discusses
supported operating systems such as Windows, Linux and architectures like x86, ARM.
ECS is introduced as the service for running Docker containers, integrated with ECR for
image management. The chapter explains AWS Lambda, the serverless compute service,
and its impact on system architecture, with use cases, pros, cons, and event-driven triggers.
Finally, it discusses other AWS compute services, comparing their use cases, pros, cons,
and pricing models.

Chapter 5: AWS Storage Services - This chapter highlights S3 as one of AWS's best services,
explaining its role as an object storage solution. It covers the different storage options
available, such as Glacier and Standard, and outlines the pricing model. The chapter also
explores how S3 can be used for web hosting static assets. Additionally, it introduces other
useful storage services like EBS and EFS, explaining their roles in storing data for various
use cases.

Chapter 6: AWS Database Services - This chapter covers AWS's relational database
solution explaining its meaning and history. It details database options like PostgreSQL,
SQL Server, MySQL, and introduces Aurora. DynamoDB, AWS's NoSQL key-value
database is discussed with options like on-demand, provisioned, auto scaling, and features
such as main and sort keys, along with global distributions. Redshift, AWS’s primary
data warehouse is introduced for analytical purposes, along with big data and analytics
services. The chapter also highlights other AWS big data services and databases, sparking
interest in various solutions, from graph databases to document databases, and their use

cases.

Chapter 7: AWS Networking - This chapter explains what a VPC is and how it provides
users with security and networking guardrails in AWS. It covers the common use cases
for AWS networking and the various options available, including networking features
and configurations. Additionally, the chapter explores other networking services, such as
VPNs and Direct Connect, and how they help in establishing secure, reliable connections
between on-premises environments and AWS.
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Chapter 8: AWS Security - This chapter provides a detailed explanation of AWS shared
responsibility model, outlining what it means for users and the responsibilities of AWS. It
covers SLAs and safeguards AWS guarantees. The chapter also discusses security measures
at the networking level and how AWS services can enhance security at the data level,
particularly through key management. It explains how to comply with regulations such
as EU GDPR, HIPAA and demonstrates how to monitor AWS user activity and operations
using CloudTrail.

Chapter 9: AWS Content Delivery and Global Applications - This chapter explains the
concepts, usage, and pricing of Route 53. It also covers what a content delivery network
CDN is, along with the usage and pricing of CloudFront. Additionally, the chapter explores
other AWS services designed for global distribution.

Chapter 10: AWS Events and Messages - This chapter explains the SQS service, pricing
model, and use cases. It also covers the different types of queues and discusses why
they are essential in applications for managing asynchronous communication. It also
describes the SNS service, its pricing model, and its role in pub/sub messaging with
event buses, highlighting why this service is valuable in applications. Additionally, the
chapter explores other messaging and event-driven services, including Kinesis, MQ, and
EventBridge, detailing their use cases and pricing models, and explaining when to choose
these alternatives for specific application needs.

Chapter 11: AWS Cloud Monitoring - This chapter explains the main functionalities of
CloudWatch, including custom alarms, metrics, and dashboards for monitoring AWS
resources. It also covers the features, highlighting its usefulness for auditing and tracking
user activity across AWS services. Additionally, the chapter introduces other monitoring
and diagnostic services, such as X-Ray for tracing application performance, CodeGuru for
code quality analysis, and AWS Health for personalized alerts and information about AWS
service events impacting your environment.

Chapter 12: AWS Cloud Deployment and IaC - This chapter explains the main features of
CloudFormation, its use cases. It also covers AWS CDK, highlighting its key features and
use cases as an alternative to CloudFormation for defining infrastructure. Additionally,
the chapter explores AWS's CI/CD services, including CodeCommit, CodePipeline, and
CodeBuild, detailing how they streamline the software development lifecycle. It also
discusses the advantages of using these services and the associated costs.

Chapter 13: AWS Billing and Organizations - This chapter outlines the pricing models
for various AWS services along with AWS Billing and Cost Explorer for managing and
analyzing costs. It also covers AWS Organizations, explaining its use cases and how it
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allows you to segment companies or create sub-level organizational units for better
management and control of resources across different teams or departments.

Chapter 14: AWS Advanced Identity Services - This chapter explains the main features
of AWS Cognito, including its use cases for user authentication, authorization, and
management. It covers federation and single sign-on capabilities, allowing seamless
access across multiple applications. Additionally, the chapter explores other AWS services
for authentication and authorization, highlighting their roles in securing applications and
managing user access across different environments.

Chapter 15: Machine Learning and Other AWS Services - This chapter explores other
AWS services used for machine learning, highlighting their capabilities and use cases in
building intelligent applications. It also covers a range of AWS compute services, focusing
on more specialized use cases. The chapter provides a comprehensive overview of AWS's
diverse compute options, showcasing the full spectrum of possibilities for leveraging AWS
infrastructure to meet various application needs.

Chapter 16: Preparing for the Exam - This chapter provides additional resources for readers
to test and study for the exam. It includes tips on how to effectively prepare for exam day,
covering common installations and best practices to follow. The chapter also prepares the
reader for proctored exam inspections, outlining what to expect. It also offers advice on
how to access discounts or take the exam, ensuring a cost-effective path to certification.
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CHAPTER 1

Cloud
Introduction

Introduction

Amazon Web Services (AWS) is a cloud computing platform that provides a wide range
of cloud-based services and solutions to individuals and businesses. It gives security,
scalability, and a vast range of services for all possible use cases. AWS is a company created
by Amazon (http://amazon.com) and was launched in 2006. Since then, it has grown to
become one of the most popular cloud computing platforms in the world and the first
public cloud used in business.

AWS revolutionized the concept of deployment and infrastructure as what was used
before, bringing new concepts like pay on demand, elastic compute, and auto scaling,
giving a better and solid service level agreement (SLA) of services and offering better
security all around. All those features can be used in small startups and difficult use cases
like in the enterprise.

AWS was the first cloud provider, the first product bringing us concepts such as Cloud,
Serverless, Elastic compute, and so on. AWS is the biggest and most important cloud as it
is the most comprehensive in terms of services offered and also because it is the fastest in
innovating its offering year by year.

As of today, 2023, based on different professional surveys, AWS is the most used cloud provider
for startups and enterprises worldwide. For example, the Stack Overflow survey of 2023 gives
AWS (as in the previous years) the primate of the most used cloud by IT professionals:

https://survey.stackoverflow.co/2023/# most-popular-technologies-platform-prof
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Structure

In this chapter, we will cover the following topics:
e History of AWS
e Cloud computing
e Elastic computing
e Advantages of AWS
e Deployment types
e AWS Cloud Practitioner exam
e Benefits of AWS Cloud services

Objectives

This chapter will give the reader a high level view of the main AWS services, and we will
gain an insight into basic cloud concepts. Starting from the history of AWS, we will then
explore different use cases and why choosing a cloud provider like AWS could benefit you
and your team. Then, we will see how the AWS Cloud Practitioner exam is structured,
how it could be useful for the reader and their career, and the main domains that you need
to know to pass the exam. Finishing this chapter will help you to start to understand the
main terms and services of AWS, create your first AWS account, and understand all the
main topics of the exam. This is an introductory step for all the topics discussed in the next
chapters.

History of AWS

The story of AWS began in the early 2000s, when Amazon.com, under the leadership of
Jeff Bezos, recognized the need for a more efficient and scalable way to manage its vast IT
infrastructure and to improve the speed of development of new services from his team
of engineers. AWS could be described as a spin-off from Amazon.com, built as another
company dedicated to reproducing the same scalable services used for Amazon.com.

Genesis and inception (2002-2006)

The company's existing IT infrastructure struggled to keep up with this growth, leading
to challenges in maintaining a high level of engineering velocity. As Amazon expanded
its product range, the need for faster development cycles, efficient deployment, and
seamless scalability became significant. Amazon recognized that its existing approach
to IT infrastructure was hindering its engineers' ability to innovate and iterate quickly.
Traditional data centers were labor-intensive to manage and required substantial upfront
investments. The result was slow development cycles, stifled innovation, and a growing
gap between engineering potential and reality.
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To address these challenges, Amazon began developing internal tools and services that
leveraged cloud computing principles. These tools allowed Amazon's engineers to
provision resources on demand, experiment more freely, and accelerate development
cycles. Over time, it became evident that these solutions had the potential to revolutionize
not only Amazon's own operations but the entire industry.

In 2002, the concept of AWS emerged. By transforming their internal tools into external
services, Amazon aimed to provide other businesses with the same technological
advantages that had helped streamline their own operations. This marked the inception of
AWS and the birth of cloud computing as a transformative force.

Launching the cloud (2006-2010)

The pivotal moment arrived in March 2006 with the launch of Amazon's Simple Storage
Service (S3), which offered developers a scalable and reliable storage solution in the
cloud. This marked the official entry of AWS into the market. A year later, Amazon Elastic
Compute Cloud (EC2) was unveiled, allowing users to rent virtualized computing
resources on demand. These services ignited a revolution, providing businesses with
unprecedented flexibility and scalability.

Diversification and expansion (2010-2014)

AWS quickly broadened its service portfolio. Amazon introduced services like Amazon
SimpleDB, a highly available NoSQL data store, and AWS Elastic Beanstalk, a Platform-
as-a-Service (PaaS) offering. The introduction of these services demonstrated AWS's
commitment to catering to a diverse range of application needs, from databases to
application deployment.

Enterprise adoption and dominance (2014-2017)

As AWS matured, it became evident that cloud computing was not just for startups and
small businesses. Major enterprises started migrating their critical workloads to AWS,
driven by its reliability, scalability, and cost-effectiveness. In 2015, AWS achieved an
annual revenue run rate of $7.3 billion, solidifying its position as the dominant player in
the cloud market.

Innovation and specialization (2017-2020)

AWS continued to innovate and release new services at a rapid pace. It ventured into
specialized areas such as artificial intelligence (AI) and machine learning (ML) with
services like Amazon Polly, Rekognition, and SageMaker. AWS Marketplace also emerged,
offering third-party software and services to complement the AWS ecosystem.
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Beyond cloud infrastructure (2020-2023)

In recent years, AWS expanded its focus beyond traditional cloud infrastructure. It delved
into space with AWS Ground Station, providing satellite communication capabilities, and
made significant strides in edge computing with services like AWS Greengrass. Acquiring
companies like Annapurna Labs and CloudEndure further strengthened its technological
prowess.

From its humble beginnings as an internal initiative to its status as a technology
powerhouse, AWS's journey has been one of innovation, expansion, and transformation.
It has not only revolutionized the way businesses approach IT infrastructure but has also
played a pivotal role in shaping the very nature of technology deployment and scalability.

As we move forward, the legacy of AWS will undoubtedly continue to evolve, driving
new standards and possibilities in the tech industry. With its ongoing commitment to
customer-centricity and innovation, AWS remains at the forefront of the digital revolution,
inspiring businesses and individuals to dream big and harness the power of the cloud.

Cloud computing

Cloud computing is a technology that enables businesses and individuals to access
powerful computing resources on demand without having to invest in expensive hardware
and infrastructure. Instead, they can rent resources from cloud providers like AWS, which
has a vast global network of data centers that offer scalable and flexible services.

Cloud computing offers several advantages over traditional on-premises computing.
Firstly, it allows businesses to scale their resources up or down depending on their needs,
pay only for what they use, and avoid the costs and complexities of managing their
infrastructure. With cloud computing, businesses can scale and create applications that
can be accessed near the location of their users from anywhere in the world, thanks to
AWS geographically distributed networks (AWS Region) and AWS CloudFront content
delivery network (CDNs). This provides significant flexibility for businesses and
their customers, even if the business is working with customers coming from various
geographical locations around the world.

Also, cloud computing offers businesses a significant advantage over traditional on-
premises computing systems in terms of security. With cloud computing, businesses can
benefit from the latest security technology and infrastructure maintained and updated by
the cloud provider, freeing them from the costs and complexities of managing their own
security systems.

Elastic computing

Elastic computing encompasses the capacity to seamlessly modify the allocation of
computing resources, such as CPU and memory, to adapt to fluctuating workloads
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experienced by your applications and services. This flexibility ensures that your system
can efficiently scale up or down as demand varies. This elasticity allows you to scale up or
down as needed, ensuring your applications can handle varying traffic levels efficiently.
AWS offers services like Amazon EC2 that exemplify this concept by providing resizable
virtual servers that you can launch or terminate based on your use cases.

The Elastic term in AWS enables companies to have the flexibility and adaptability of various
cloud resources beyond just computing, including storage, databases, and networking.
An elastic infrastructure allows you to provision and de-provision resources quickly,
automate scaling based on conditions or policies, and optimize cost and performance by
dynamically adjusting resources. This elasticity is a fundamental characteristic of cloud
computing, allowing you to align your IT infrastructure with your specific business needs
and effectively manage costs.

Benefits of cloud computing

Cloud computing has several advantages, including scalability, cost savings, flexibility, and
security. One of the primary advantages of cloud computing is its scalability. Businesses can
quickly and easily increase or decrease their computing resources as demand fluctuates.
This can be particularly beneficial for businesses with seasonal or unpredictable workloads,
like black Fridays for e-commerce, a flow of new signups for a mobile app from socials,
startups with new customers giving them new data to handle, big data workloads on
Apache Spark and other big data frameworks, ML tasks, big enterprises in need to handle
a big new customer dataset and new traffic, and so on.

So, the cloud enables enterprises big and small to handle the unpredictable: the spikes in
traffic that an application can see if it gains traction and users, but also to make engineers
faster in handling new projects and workloads; also it enables working on a solid base for
the infrastructure, so a cloud as AWS could improve the velocity of the development team
but also improve the handling of new user demands.

Cloud computing also saves businesses money on hardware and infrastructure costs by
only paying for the resources they use. They do not have to invest in expensive servers,
storage, and networking equipment that they may not fully utilize. Instead, they can rent
resources from cloud providers like AWS, which offers a wide range of services that cater
to businesses of all sizes.

Another advantage of cloud computing is its flexibility. It allows businesses to spin up
instances on demand around the world near the location of their users, based upon the
needs of the business, and create servers in seconds instead of waiting hours or days as we
can see with on-premises setups. This is possible thanks to all the features of a cloud like
AWS, like integrating with on-premises setups, accessing and creating secure credentials
for storage and credentials for users in a team, creating secure connections using VPN, and
secure direct connection to the resources on the cloud and on-premises servers.



