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Preface

Welcome to the AWS Certified Security - Specialty Certification Guide (SCS-C01), an 
exhaustive guide that is specifically designed to assist you in managing the complexities of 
AWS security and achieving this highly valued certification. This book has been designed 
to ensure that you have a comprehensive understanding of the essential concepts, practices, 
and technologies necessary to secure AWS environments.

Chapter 1: Getting Started with Foundations of Cloud Security- This chapter covers 
the foundation for your learning experience by addressing the fundamental principles 
of cloud security. You will gain an understanding of the different security challenges and 
benefits that cloud computing offers.

Chapter 2: The AWS Certified Security-specialty Exam Domains - This chapter covers 
the specific domains that are covered by the certification exam. In order to ensure that 
you have sufficient preparation for every section of the exam, this chapter outlines the key 
areas of interest that you need to focus on.

Chapter 3: Identity and Access Management: Laying a Solid Foundation - This chapter 
covers the fundamentals of IAM. To ensure that access to your AWS resources is both 
secure and effective, you will learn how to manage users, groups, roles, and permissions.

Chapter 4: Securing Infrastructure Design in AWS - This chapter covers the best practices 
for designing secure AWS infrastructure. It also covers methods for securing your digital 
assets and network from a variety of threats.

Chapter 5: Securing Network Design in AWS - This chapter covers the specifics of 
securing your network architecture. You will learn about VPCs, subnets, security groups, 
and other network elements that are essential to the security of AWS.

Chapter 6: Application and Host-based Security - This chapter covers the applications 
and host environments. Best practices for protecting your code, applications, and operating 
systems are also discussed in this chapter.

Chapter 7: Data-at-rest, Data-in-transit and Data-in-use Protection - This chapter covers 
data security in Cloud. To ensure the security of your sensitive information, you will learn 
about a variety of data security measures, such as encryption, access controls, and data 
obfuscation.

Chapter 8: Encryption and Key Management - This chapter covers the field of encryption 
and Key Management. This chapter provides a comprehensive explanation of the 
methods and services necessary to effectively implement and perform encryption and key 
management within AWS. 
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Chapter 9: AWS Multi-account Architecture and Access Control - This chapter covers the 
benefits and complexities of managing multiple AWS accounts. You’ll learn how to establish 
a secure multi-account strategy that ensures proper access control and governance.

Chapter 10: Infrastructure-as-Code and CI/CD - This chapter covers the modern practices 
for automating infrastructure deployment and management. You will learn how to use 
Infrastructure-as-Code (IaC) tools and continuous integration/continuous deployment 
(CI/CD) pipelines to maintain secure and compliant environments.

Chapter 11: Application and Network Logging Strategies - This chapter covers how to 
promptly detect and respond to security incidents by implementing effective logging 
strategies.

Chapter 12: Troubleshooting Security and Monitoring Alerts - This chapter covers the 
practical approaches to troubleshooting security issues and responding to monitoring 
alerts. The tools necessary to maintain a secure and resilient AWS environment are 
discussed in this chapter.

Chapter 13: Incident Detection, Response, and Remediation -  This chapter covers the 
critical aspects of incident management. To reduce the impact of security incidents on 
your organization, you will learn how to detect, respond to, and resolve them.

Chapter 14: Compliance, Governance, and Data Security Standards - This chapter 
covers the essential requirements for maintaining compliance with various standards and 
regulations. You will gain knowledge about establishing governance frameworks and 
adhering to data security standards in this course.

Chapter 15: Assessment, Audit, and Evidence Collection - This chapter covers the 
guidance on conducting security assessments and audits. In order to effectively gather 
and present evidence of your security practices, this chapter ensures that you are prepared.

Chapter 16: Automated Security Investigation and Remediation - This chaptercovers 
the implementation of automation in security operations. You will learn how to use AWS 
services to automate security investigations and remediation duties, which will improve 
your capacity to respond to threats promptly.

Chapter 17:  Exam Preparation Tips - This chapter covers the conclusion of the book by 
summarizing the primary topics and offering concluding insights on your progress to the 
role of AWS Security Specialist.

Whether you are new to AWS or seeking to expand your knowledge, this book is designed 
for developers and security professionals. This guide will help you gain the skills and 
confidence to excel in the field of AWS security and achieve your certification objectives. 
This book will be both informative and beneficial.
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Introduction
Computing in the cloud has evolved as a crucial technological advancement that has 
significantly altered the method in which we manage, process, and store data. The 
traditional approach to computing has been fundamentally altered as a result of the 
provision of an infrastructure that is both scalable and adaptable and that can be accessed 
at any time and from any location. On the other hand, with tremendous power comes great 
responsibility, and the obligation of safeguarding the cloud infrastructure falls on both the 
Cloud Service Providers (CSPs) and the clients who use their services. The principles of 
cloud security, the shared responsibility paradigm, risk assessment, threat modeling, and 
best practices are going to be covered in this chapter.

Structure
This chapter will cover the following topics:

• Understanding the fundamentals of cloud security
• Overview of the shared responsibility model
• Risk assessment and threat modeling
• Cloud security recommended practices

Chapter 1
Getting Started with 

Foundations of Cloud 
Security
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Objectives
This introduction chapter will offer readers with a basic grasp of the fundamentals of cloud 
security and will build the basis for the rest of the book, which will delve into particular 
tools and approaches for securing cloud environments. The goal of this chapter is to provide 
readers with a solid understanding of the fundamentals of cloud security. The reader will 
obtain a clear grasp of the significance of cloud security as well as how to approach it 
methodically after going through an overview of the shared responsibility model, risk 
assessment, and threat modeling. In addition to that, this chapter will present readers with 
a set of best practices that they should follow to keep their cloud environments safe.

Understanding the fundamentals of cloud 
security
Data, apps, and the underlying infrastructure in a cloud computing environment all need to 
be protected for cloud security to be effective. Access control, encryption, network security, 
Identity and Access Management (IAM), and disaster recovery are some of the different 
security methods that are included in this. It is essential to have a solid understanding of 
the principles of cloud security to guarantee the safety of cloud-based infrastructure. The 
following are some of the central ideas:

• Confidentiality: The protection of sensitive information from being accessed or 
disclosed in an unapproved manner is what is meant by the term confidentiality.

• Integrity: It refers to the protection of data from unintended changes or deletions 
made by unauthorized parties.

• Availability: This refers to the guarantee that the data and services will be 
accessible whenever they are needed.

• Authentication: This refers to the process of determining if a user or a computer 
system is who they claim to be.

• Authorization: This refers to the process of allowing access to resources according 
to user roles and permissions. This procedure is referred to as "authorization."

• Non-repudiation: This is the assurance that a user cannot deny doing an action; it 
is also known as the non-repudiation guarantee.

Overview of the shared responsibility model
The shared responsibility model is a framework that defines the responsibilities of both 
the Cloud Service Provider (CSP) and the client about the protection of the cloudʼs 
underlying infrastructure. The model shifts based on the deployment model for the cloud, 
which can be either public, private, or hybrid. Refer to the following Figure 1.1, showing 
the shared responsibility model for a CSP:
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Figure 1.1: Shared Responsibility Model for a CSP

The cloud service provider is responsible for the security of the underlying infrastructure 
in the public cloud deployment paradigm, whereas the client is responsible for the security 
of the applications and data. The customer is responsible for the security of the underlying 
infrastructure when the private cloud deployment model is used, while the cloud service 
provider is responsible for the security of the applications and data. The customer and 
the CSP both bear equal responsibility for the safety of the infrastructure, apps, and data 
when it comes to hybrid cloud deployment models. Because it guarantees that all parties 
involved are aware of their obligations and take appropriate actions to safeguard the cloud 
infrastructure, the shared responsibility model is an essential component of cloud security.

Note: Ownership of risks, controls, and outcomes are underpinned by a shared 
responsibility matrix. Risk management responsibilities can vary sharply depending 
on the selected cloud deployment and service models. Hence it is critical to understand 
the areas of responsibility within this model, which allows us to define the scope of 
the assessment.

Risk assessment and threat modeling
The two most important parts of cloud security are risk assessment and threat modeling. 
Risk assessment is the process of finding possible risks and weaknesses in the cloud system 
and figuring out how likely it is that a threat will use them. Threat modeling is the process 
of looking at possible risks and how they might affect the cloud system. By doing a risk 
assessment and threat modeling, enterprises can find possible security holes and fix them 
by putting in place the right security controls.

When looking at the security of a cloud service provider from a technical point of view, 
risk assessment and threat modeling are very important steps. These practices help find 
possible risks, weaknesses, and threats to the infrastructure, data, and services of the 
provider.
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Here is what you need to know about risk assessment and threat modeling for CSP:
• Risk assessment: Risk assessment is the process of finding, analyzing, and rating 

possible risks related to the technical infrastructure and activities of the cloud 
service provider. Its goal is to figure out how likely and bad different risks are so 
that prevention efforts can be prioritized. Usually, the following steps make up the 
process:

• Asset identification: Determine which servers, databases, apps, and sensitive data 
are part of the cloud serviceʼs asset pool.

• Risk identification: Look for possible risks and threats that could hurt the 
cloud serviceʼs privacy, security, or ability to be used. This can include risks 
like unauthorized entry, data leaks, system failures, and threats from inside the 
organization.

• Risk analysis: Analyse the risks youʼve found to find out what they might mean, 
how likely they are to happen, and what might happen as a result. This research 
helps prioritize risks so that more steps can be taken to reduce them.

• Risk evaluation: Evaluate the risks you have found based on how bad they are 
and put them in order of how important they are to fix. This step looks at how the 
change might affect the cloud service provider, its customers, and the data they 
store.

How cloud security works with shared 
responsibility
The shared responsibility model is a system that shows how a CSP and its customer should 
handle security. It is like renting an apartment, the landlord takes care of the building, but 
you are responsible for keeping your area tidy and safe.

The security of the underlying cloud infrastructure is the responsibility of the Cloud 
Service Provider (CSP). The physical security of the data centers is also taken care of by 
them.

The customer is in charge of securing the data and apps they store or use in the cloud. This 
includes securing their gadgets used to access the cloud, data encryption, and user access 
control.

A quick look at cloud computing model
Different models for cloud computing offer different amounts of service and responsibility:

• Infrastructure as a Service (IaaS): You rent everything you need to build something, 
like computers, storage, and networking. In terms of security and configuration, 
you have the most control but also the most responsibility. Itʼs kind of like renting 
a simple office.


